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Preface 


STAR Uda ye afd Ars 
qa qr ale asi si RA Aa: | 3 2 || 


Transliteration 


atmaupamyena sarvatra samam pas yati yo 'rjuna 
sukham vă yadi va duhkham sa yogi paramo matah 


Translation 


One who perceives in comparison with the self, all living entities equally, 
in happiness and distress; such a one perfected in the science of uniting the 
individual consciousness with the ultimate consciousness in considered the 
highest. 


The Bhagavad Gita (6.27) 


This book is outcome of contributions by the researchers from several coun- 
tries coming from universities, research institutes and industries. The topics 
covered in this book vary from basic concept of millimeter-waves and their 
characteristics and usages in 5G mobile technology to the real-time and future 
applications of 5Gin humans’ daily life and work. Details on technical issues of 
5G wireless networks such as effects of denial of service on the network layer 
and positioning of devices with 5G using flexible wavelet packet modulation 
are addressed in this book. The chapters of this book are part of the 5th IEEE 
5G Summit held in Aalborg on the first July 2016. 

IEEE SG summit is a one-day summit, held on 26 May 2015 at 
Princeton University, New Jersey for the first time, co-sponsored by Center 
for TeleInfrastruktur-United States of America (CTIF-USA). The event is 
organized by IEEE Communications Society. The main purpose for this 
event is engaging the industry and university with high value and innovative 
technologies in 5G and its features. The platform provided by 5G summit 
event is supposed to connect industry leaders, innovators and researchers 


XV 


xvi Preface 


from academic area to exchange ideas in the divers areas related to 5G 
and future plans for wireless technology. IEEE 5G summit is planned to 
hold a series in different countries. Princeton 5G summit was followed by 
Toronto 5G Summit on November 14, 2015 and Silicon Valley 5G summit on 
November 16, 2015. There was the first 5G summit event in Asia on March 29, 
2016 at Indian Institute of Technology (IIT) Patna, India jointly with the 24th 
GISFI Standardization Series Meeting (GSSM). This book is collection of 
some presentations at 5G summit event held in Aalborg (first one in Europe) 
on July 1, 2016. IEEE Communications Society together with the steering 
Committee of 5G summit event are planning more events in future to exchange 
the latest findings in 5G areas and proposing the proper solutions for the future 
of wireless technology. 

5G stands for fifth generation mobile technology. The 5G is the future of 
the communication technology after 1G, 2G, 3G and 4G. Both industries and 
universities found that higher data rate, more reliable communications and 
better Quality of Service (QoS) should be achieved within 5G technology. 
The journey of mobile generations has started from 1980s and each generation 
completed the previous one's lacks. For example Global System for Mobile 
Communications (GSM) presented after 1G to fix the security weakness of 
analog communication systems. 3G was introduced to cover GSM's lack of 
mobile data; however it was not a huge success. Then 4G was needed to 
make better data rate. Now 5G is presented to continue this journey to reach 
the peak of wireless technology. There have been lots of research and works 
on 5G from coding and modulation techniques, advanced signal processing, 
multi-hop networks until applications and standardizations. But there are still 
a huge amount of works, research and implementations to do. It is predicted 
that the 5G concept becomes a reality by 2020. 

This book consists of 14 chapters covering different challenges and inno- 
vations in 5G technology. The book starts with a comprehensive Introduction 
about 5G from history to the future and continues with the second chapter 
including the concept of 5G, following by millimeter-waves and their promises 
to 5G. Two new ideas are presented in Chapters 4 and 5. The book introduces 
a history and future of International Mobile Telecommunications (IMT) in 
Chapter 6 and follows detailed technical issues in the signal processing and 
network design for 5G in two upcoming chapters. The rest of the book is 
dedicated to the diverse applications of 5G in different areas from health 
science to the business modeling. 


Ramjee Prasad 
Founder Director, CTIF, Aalborg University, Denmark 
Founder chairman, GISFI, India 
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Maryam Rahimi and Ramjee Prasad 


Center for TeleInfrastruktur (CTIF), Aalborg University, Denmark 


Radio technologies started their first step to connect the whole world together 
by introducing the analogue cellular systems in 1980s. Afterwards radio 
technologies have experienced a rapid evolution in their paths with the launch 
of the digital wireless communication systems in different steps from Global 
System for Mobile Communications (GSM) to the Fifth Generation Mobile 
Technology (5G). 5G technology promises to evolve the mobile communi- 
cation system with its features especially within very high bandwidth. It is 
predicted, users experience a huge difference between 5G technology and 
previous mobile generations, which makes 5G technology more powerful in 
near future. 

5G promises its users enjoying high speed up to 1Tera bps (1Tbits/s = 
1012 bits/s) wireless link rates, wider range of applications, connectivity 
everywhere, watching high quality videos on their cell phones, lower battery 
consumption and much more around the year 2020, where it is promised to 
implement 5G in the reality. For now still huge amount of works and researches 
are needed to configure 5G standards, network design, signal processing and 
many other issues to be addressed. 


1.1 The Journey to 5G Wireless Communication 


The Journey began in 1819, when the Danish physicist Chritian Oersted 
founded the fundamental relationship between electricity and magnetism. 
Nowadays we know it as electromagnetic field. In 1832, Michael Faraday used 
the concept of electromagnetic and discovered a way to provide electricity. 
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Later on James Clerck Maxwell introduced his magic equations in 1865 and 
1873. The fundamental of critical inventions in next decades are defined by 
Maxwells’ equations. 

The road towards radio communication started in fact in 1895, when 
Guglielmo Marconi sent radio telegraph transmission across the English 
Channel. Similar works by other contemporary scientist, Jagdish Chandra 
Bose from India pioneered several dimensions towards the field of radio 
communications. The journey continued with first voice over radio trans- 
mission in 1914 and first long-distance TV transmission in the United 
States, conducted by AT&T Bell Labs in 1927. Frequency modulation (FM) 
was introduced by Armstrong in 1935, which was a huge step forward at 
that time. 

In the 1980s, the First Generation Mobile Networks (1G) were intro- 
duced. The 1G signaling systems were designed based on analog system 
transmissions. Some of the most popular standards set up for 1G system 
were Advanced Mobile Phone System (AMPS), Total Access Communication 
Systems (TACS) and Nordic Mobile Telephone (NMT). 

In the early 1990s, the Second Generation Mobile Networks (2G) based 
on Global System for Mobile Communications (GSM) was launched. 2G is 
the starting point towards wireless digital communication. The main concern 
of new system was covering the problems with security weakness of analog 
communication systems. Another novelty in designing GSM was using digital 
modulation to improve voice quality but the network offers limited data 
service. The 2G carriers also began to offer additional services, such as paging, 
faxes, text messages and voicemail. 

An intermediary phase, 2.5G was introduced in the late 1990s. It uses 
the General Packet Radio Services (GPRS) standard, which delivers packet- 
switched data capabilities to existing GSM networks. It allows users to send 
graphics-rich data as packets. The importance for packet-switching increased 
with the rise of the Internet and the Internet Protocol (IP). 

The Third Generation Mobile Systems (3G) is proposed in 2000s to 
provide high speed Internet access to allow mobile phone customers using 
video and audio applications. One of the main objectives of designing 3G 
system was to standardize on a single global network protocol instead of the 
different standards adopted previously in Europe, the U.S. and other regions. 
3G phone speeds deliver up to 2 Mpbs, but only under the best conditions and 
in stationary mode. Moving at a high speed can drop 3G bandwidth to a mere 
145 Kbps [1]. 
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The Fourth Generation Mobile System (4G) offered in 2010s promised 
for providing transmission rates up to 20 Mbps. The concept of Quality of 
Service (QoS) got more attention in 4G system. It is promised accommo- 
dating QoS features in 4G system. QoS will allow telephone carrier to 
prioritize traffic according to the type of application using bandwidth and 
adjust between different telephones needs at a moment's notice. High quality 
video and audio streaming over end to end Internet Protocol is the most 
attraction of 4G. There are two important standards in 4G technologies; 
Worldwide Interoperability for Microwave Access (WiMax) and Long Term 
Evolution (LTE). 4G is currently using in many countries all over the 
world [2]. Figure 1.1 shows a trend in cell phones and their development to the 
future. 

The journey is continuing to the Fifth Generation Mobile System (5G) 
to achieve the huge promises made by 5G in terms of high data rate, 
low latency, low power consumption and much more. It is a big step for- 
wards during this road and no one knows if this step makes the human to 
achieve the peak of the wireless communications or still there is a long way 
ahead. 


eg y 


Figure 1.1 Cell phone development to the future. 
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1.2 Background and Future of 5G Technology 


The concept of realizing 5G communication network based on Wireless 
Innovative System for Dynamic Operation Mega Communication (WISDOM) 
followed by other leading initiatives at research facilities in industry and 
academia is as shown in Table 1.1 [3]. 

The future of 5G technology is under discussion and research. It is expected 
that 5G technology increases the bandwidth, QoS, improves usability and 
security, decreases delays and cost of services, reduces battery consumption, 
improves reliability of the communications and much more. It is mentioned 
that, the architecture of 5G is highly advanced and service providers can 
implement the new technology easily [6]. 

The challenges of 5G such as, Inter-cell interference, traffic manage- 
ment, multiple services, security and privacy, standardization and so on 
should be addressed before implementation of 5G technology, which is 
expected for 2020. It needs lots of efforts from universities and industries to 
exchange their findings and ideas to reach the final and promised point in 5G 
system. 


Table 1.1 Significant 5G initiatives till date 


Year 5G Initiative Entity Country 
2008 February WISDOM [3] Center of Denmark 
TeleInFrastruktur, 
Aalborg University 
2008 5G through WISDOM [4] Center of Denmark 
November TeleInFrastruktur, 
Aalborg University 
2008 5G systems based on Beam South Korea IT R&D South 
November Division Multiple Access [4] department Korea 
2012 May First 5G System [4] Samsung Electronics South 
Korea 
2012 October 5G Research Center [4] University of Surrey United 
Kingdom 
2013 Research on 5G systems [4] Huawei Technologies China 
November Co. Ltd 
2014 5G: 2020 and Beyond [5] Center of Denmark 
TeleInFrastruktur, 


Aalborg University 
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1.3 Applications of 5G 


Researchers expected 5G technology supports the speed up to 1 Tbit/s, less 
than 1ms latency, almost 10% network coverage, 1000 times reduction in 
power consumption, deep indoor coverage, 10 to 100 connected devices, 
100x average data rate and so on. The question is what users can do if 
all promises will be met by 5G technology? Actually the applications of 
5G is very much equivalent to achievement of dream. Users could expect 
unified global standard, network availability anywhere any time, Wireless 
Fidelity (Wi Fi) global zone and much more. With this great offer from 5G 
wireless technology people are able to play online games against friends 
across the world with lots of new experiences, cars can drive automatically, 
which is a big help to transportation system, health care could be done 
remotely, a great help to elderly people and video conferencing becomes 
much more real like you are at the same room with a person who you 
talk to. 

One of the most inspiring application of 5G is Human Bond Commu- 
nication, proposed in 2015 [7]. Human bond communication is a novel 
concept that incorporates olfactory, gustatory, and tactile that will allow more 
expressive and holistic sensory information exchange through communication 
techniques for more human sentiment centric communication. 5G is the tool 
to achieve this idea as long as it supports very high data rates. Figure 1.2 
shows how the concept of Human bond communication could work in the 
reality. 

Visible Light Communications (VLC) is another useful application of 5G 
for ambient assisted living discussed in 2014 [8]. VLC is an alternative to 
communication technology using RF wireless spectrum and proposes a con- 
cept for integrating VLC to enable intelligent communication infrastructure. 
The VLC systems can be deployed along with a repeater system for targeted 
discrete deployment as shown in Figure 1.3. 

5G technology can evolve wireless health monitoring system due to its 
speed, reliability, security and so on. Elderly monitoring system could develop 
to remote surgery. It is a huge help to people from not very developed 
countries to receive the same care and medical services as other people. 5G 
technology will promises us better future in the world more equality and more 
welfare. 
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Figure 1.2 Human bond communication in real world. 
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Figure 1.3 VLC system architecture. 


1.4 Summary 


Mobile wireless communications do not stop growing; the evolution from 1G 
to 4G has developed the quality of human life dramatically. Lots of dreams 
came to reality by wireless communication technologies and applications. 
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5G as the next generation of mobile communication promises to evolve the 
wireless technology with its speed, reliability and other features. Itis expected 
that, implementation of 5G happens in 2020. Till that time researchers and 
industry leaders need to carry on different works and exchange data and ideas 
to achieve the 5G promises. This book presents the latest research results and 
innovative ideas from both university and industry. 
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2.1 Introduction 


Current legacy mobile networks in lace, offer plethora of services. Mobile 
technology is the most ubiquitous technology and has influenced the society 
more than any other technology. The society has witnessed technological 
advancements in past years which have dramatically changed the way 
mobile and wireless communication systems are being used. The appetite for 
broadband has clearly fuelled the development of mobile cellular networks. 

The revolution in mobile communication had always surprised mankind. 
Within the time span of almost a decade, mobile and wireless communication 
technology has something big to give. Each succeeding generation has suc- 
cessfully fixed the loopholes of its predecessor and had rooms for the next 
generation. The 5G is the future of the communication after the success of 
1G, 2G, 3G and the recent 4G. 5G is still under developed and fighting for 
standards which will exist in 2030s and beyond. 

Today, almost every telecom company is pulling their socks up to bring 
5G standards. 5G networks are considered to be the next generation’s “Smart” 
networks. It will incorporate intelligence with speed which will help manage- 
ment of billions of connected devices and numerous emerging technologies. 
5G networks will emerge as an enabler for connected world. 5G technology 
aims to enhance the connectivity and mobile broadband. The swift from 3G to 
4G has witnessed vast developments. The driving force behind 4G was Speed 
and it introduced fast video streaming with fast mobile broad bandwidth. 

5G will not only enhance the speed but upgrade the technology expan- 
sively [1]. Automation services, service-aware networks, context awareness, 
real-time monitoring services, critical services and many more application 
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areas will dominate the society. 5G networks will introduce new levels 
intelligence both at device and at network level followed by various emerging 
disruptive technologies. It will enable devices and network elements to 
automatically sense the requirements, situation, availability and so on, based 
on which it accordingly adjust connection speed, degree of latency, alert 
messages, device power configurations and so on. 

The eminent 5G features are broadly higher bandwidths, lower latencies, 
several times faster data rates, highest degree of scalability, high throughputs, 
enhanced capacity and so on. It provides opportunities to different technolo- 
gies which can be exploited to achieve desired level of configurations to meet 
5G standards. 5G will be used to meet the requirements which were untethered 
with the communication generations familiar to us. The application areas 
and potential 5G target includes zero-outage probability, connecting rural 
and remote areas, universal internet connectivity, virtual reality, real-time 
applications and so on. 

5G will dominate other mobile networks if it's said standards and features 
are met. The initiatives and research on 5G is burgeoning at an alarming rate. 
The race is just not only between the telecom companies now, social media 
companies like Google and Facebook are also competing for 5G. The race is 
ramping up to reach gigabit speeds per second, increased capacity and mainly 
rural connectivity at an economic and affordable rate. 

The figures are shocking but there is still a huge percentage of population 
that is deprived of even basic connectivity. The technologies have grown and 
developed better in urban scenarios but the rural population is left uncovered 
from the radar of connectivity. Thus, 5G aims to reduce this gap and the 
rural and sparsely populated regions to provide basic connectivity along with 
seamless internet connectivity. 


2.2 Mobile Communication Aeon 


The wireless mobile communication technologies have gradually evolved to 
serve the society and meet its basic needs. The technology was analogue 
when it first came into picture, then came the era of digitization which left its 
remarkable impact on communication systems and today we have advanced 
digitized technologies with additional features. There always have been a 
driving force for the development and deployment of any technology, whether 
it is analog or the recent evolving “Long Term Evolution (LTE)" and “LIE- 
Advanced (LTE-A)". 
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The need for untethered telephony with wireless real-time voice com- 
munication has dominated the success of cordless phones, followed by the 
“First Generation of Mobile Communication (1G)". The transition from 1G 
to “Second Generation of Mobile Communication (2G)” characterised “Short 
Message Service (SMS)” text messaging as its killer application. Gradually 
with the widespread usage of computers, Internet ruled the technological 
advancements and filed its candidature as the killer application for the 
next successor which was “Third Generation of Mobile Communication 
(3G)” [2]. The emergence of smartphones that integrated the features of 
computers with the cellular technology to provide services at fingertips and 
eventually gave birth to the “Fourth Generation of Mobile Communica- 
tion (4G)", famously known as LTE. The access to faster data speeds and 
video streaming were the killer applications in 4G. The 4G evolved with 
all IP services as its key differentiator but raised the unanswered ques- 
tion for power efficiency and low frequency networks in densely deployed 
environment [3]. 

With “Fifth Generation of Mobile Communication (5G)", mobile oper- 
ators would create a society offering massive connectivity which will act 
as an enabler for Machine-to-Machine (M2M) services and the Internet of 
Things (IoT). 


2.3 WISDOM and Its Task Groups Abstract 


“Wireless Innovative System for Dynamically Operating Mega Commu- 
nications (WISDOM)” is the standard for the 5G mobile communication 
to be developed in India by 2020. It is a novel technology based on the 
Cognitive Radio which employs the feature of the opportunistic sensing 
of the spectrum holes or white spaces. The state of Art technology gen- 
erations which have already been implemented or are being implemented 
are 1G, 2G, 3G and 4G. The 4G technology being the latest in the mobile 
communications serves to provide 100 Mbps of data services. But still the 
demand for services has not seen saturation. Therefore there is a need to 
forge a new generation of Mobile Communication which can take care 
of arising services like wearable or flexible mobile devices, UHD video 
streaming, navigation and cloud services and many more. WISDOM is 
proposed to be providing 1Tbits/s of speed at Mm-wave frequencies at 
short range communication and 300 Mbps of data rate for individual mobile 
subscribers. 
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Figure 2.1 Mobile wireless technology. 


“Global ICT Standardization Forum for India (GISFI)” is an organization 
is involved with the standardization of the 5G standard [4]. For the standardi- 
zation it has five existing task groups namely Security and Privacy, Future 
Radio Networks and 5G, Internet of Things, Cloud and Service Oriented 
Network and Green ICT. Recently two new task groups are added namely 
Spectrum Group and Special Interest Group. Each of the above groups has 
their own tasks and WISDOM presents challenges in each of the task groups. 
The challenges are to be sequentially met with one task group completing 
the challenge the other task group takes the next challenge. The Figure 2.2 
suggests the pathway to 5G technology. The concept of Collaborative 
Communication, Navigation, Sensing and Services (CONASENSE) and 
Human Bond Communication (HBC) elaborates the idea for 5G together 
with WISDOM. CONASENSE suggests that all the operations will be carried 
out collectively and the information will be shared between the elements 
as they will inter relate among themselves to give high end services to the 
users [5] while HBC emphasises that with the increase in bandwidth in the 
successive generations there exists a window where we can look after the other 
three senses which are touch, smell and taste [6]. Thus, there are challenges 
needs to be taken care in the 5G. 
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Figure 2.2 Collective CONASENSE, WISDOM & HBC for 5G. 


2.4 Towards 5G System 


This Section discusses about need for 5G technology as well as different 
applications such as use cases, self-driven cars and so on. 


2.4.4 Requirements and Drivers 


One side where the technology is flourishing at the same time we have sectional 
population who are still deprived of basic connectivity. With 5G networks 
expectations are high not only to provide efficient low power network devices, 
faster data rates, seamless connectivity and integration of existing technologies 
through 2G, 3G, 4G, and Wi-Fi but also to provide rural connectivity with zero 
outage probability so that basic connectivity is assured [7]. 

The fundamental drivers for 5G networks are: 


e Real-time interactions. 

e Ultra-high definition videos. 

e Critical applications that include medical assistances, traffic management 
and so on. 

e High quality of service, reliability and security. 

e Billions of heterogeneous devices. 

e Seamless connectivity. 

e Diverse services and new evolved use-cases. 

e Efficient interoperability between available spectrums. 
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e Redesigned Air-interface and RAN systems. 

e Enormous network deployments with demanding features like 
Device-to-Device (D2D), dynamic spectrum sharing, self-backhauling 
and so on. 


To fulfill the targets for the 5G wireless networks, the formulated requirements 
and key components are: 


e High Data Transfer Rate both in the Uplink and the downlink 

e Improved Spectral Efficiency 

e Power Management 

e Communication Reliability 

e Network Coverage 

e Network Deployment 

e Network Security 

e Tactile internet 

e Support for high mobility 

e Low Latency (<1 ms) 

e Energy Efficient Network 

e Scalable frequencies to accommodate both low and high data-rate 
requirements. 


2.4.2 Use-cases 


With the transition of LTE and LTE-A systems into the future communication 
system offering plethora of services has defined several new use-cases. These 
new use-cases being unique in nature will prove to be the corner stones in the 
5G networks as they will decide the success and faster adoption of the emerging 
5G and how these potential markets can be exploited to have monetary value. 
Some of the eminent use-cases are defined as [7, 8]. 


2.4.2.1 Augmented reality 

In augmented reality the digital information is blended with user environment 
in real-time. It exploits wide variety of user experiences and instances. High 
bandwidth and low latency will be prime necessity for augmented reality. 


2.4.2.2 Self-driven cars 

As a step toward automated traffic control measures, the vehicles will be 
enabled with communication capabilities and can sense roads and other co- 
vehicles to resist accidents. Coordinated vehicles with the traffic control 
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system will enhance the speeds and reduce the risks. High bandwidth, fast 
data handling and responses in fractions of nanoseconds will be its prime 
requirement. 


2.4.2.3 Video-conferencing and real-time video applications 
Real-time video application will emerge as a crucial component in emergency 
services. It can be used in monitoring applications, security issues, remote 
medications, identity recognitions and so on. Although 4G systems offer these 
applications like video conferencing and video monitoring to some extent, 5G 
networks adds up even more reduced latency and enhanced cloud services. 


2.4.2.4 Machine type communication 

5G scenario will witness billions of connected devices by the time it is 
deployed so it becomes critical to have the devices connected and coordinated 
so as to have seamless services. Evolving 4G offers connected machine 
type communication subject to enhancements in 5G for more accessibility, 
simplified usage, flexibility, faster speeds. D2D communication will become 
eminent specifically in home application systems which include connected 
devices like smart meters, automated home appliances, smoke detectors 
and so on. 


2.5 How 5G will Change the Society 


5G will bring 100 times faster ultra-high speed mobile internet offering 
speeds more than 10 gigabits per second. This will enables users to download 
complete movies in 5—6 seconds as per Global Tech and telecom companies 
report. Apart from speed, 5G will connect billions of new heterogeneous 
wireless devices ranging from smart gadgets to wearable to embedded indus- 
trial products apart from phones, tablets, laptops and many more. The digital 
offset/Response time popularly known as latency is also guaranteed to be 
minimised up to 1 millisecond, which is roughly 50-80 milliseconds in current 
networks. Reduced latency can enable many critical and sensitive applications. 
Extremely fast response times will make 5G networks to play vital role in 
traffic automation and control. 

Some of the most transformative changes that will be eminent in 5G 
scenario are namely Rural Connectivity, Universal Internet Access, Unified 
Air Interfaces and Affordable Broadband. 


16 5G: Need for the Hour 


2.5.1 Rural Connectivity 


With the deployment of 5G networks, the world will witness complete 
transformations. Development will be inevitable as cities will grow into 
smarter mega cities and so do the villages. Thus having a well-connected 
communication system will serve as the backbone of the network. Rural 
connectivity is essentially important. 

With the current networks data depicts only 70% of the world's population 
is under the radar of connected society concept. Rest of the population is still 
deprived of the basic connectivity. Suggested by a survey report, it is said that 
by 2020, 85 percent of world's population will be under 3G coverage while 
60 percent will be under 4G coverage. 5G networks assure to provide low- 
cost solutions to provide seamless coverage in rural ends. 5G systems play 
significant role in making ONE connected world [9, 10]. 

Rural Connectivity can be achieved via Network slicing efficiently. The 
network slices can be exploited to provide optimized connectivity depending 
upon use-cases, applications and users. This technology can efficiently be 
used for resource management. Another efficient technology to achieve Rural 
Connectivity will be SDN, NFVs and different virtualization technologies. 
These technologies provide abstracted services and make network flexible and 
scalable. Virtualized functions gelled with network slicing is used for network 
orchestration and enhance network coverage. Carrier aggregation can also be 
used to provide access to user devices. 

The prime hindrance in the path of rural connectivity is the lack of potential 
economic support per square unit. In rural areas another important hindrance is 
the uneven population distribution. New hardware will be required to provide 
rural access. 


2.5.1.1 Challenges faced by LTE and other technologies 

The indispensable challenge to provide rural connectivity via the LTE services 
was cost. In absence of required economic standard from the smaller and 
rural carriers, the larger carriers were dominant in the market. Innovative and 
combination of access technologies are used to provide broadband and voice 
services. 4G subsystems incorporated smaller cell concept to meet growing 
demand for data. This serves as a base layer for developments and deployments 
of 5G rural concepts. 


2.5.1.2 Carrier aggregation for rural connectivity 
Carrier aggregation is the technology used to achieve high data rates that 
increases the transmission bandwidths over single carrier or channel. It is 
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also known as Channel aggregation. It is used in LTE-Advanced networks 
where it enhanced the transmission bandwidths and bitrates using more 
than one carrier. LTE-A offers considerably higher data rates than LTE 
systems. Both Frequency Division Duplexing and Time Division Duplexing 
support Carrier aggregation for high data throughput. It aggregates, two or 
more Component Carriers resulting into wider bandwidths. The user end 
device receives/transmits one or multiple component carriers which may be 
contiguous and non-contiguous in nature [10]. 

The access to the user devices can be provided through carrier aggregation 
of narrow bands. In rural connectivity, mm-waves cannot be used as eNodeB 
has to provide large coverage thus narrow bands are preferred. Figure 2.3 
depicts the rural connectivity using carrier aggregation technique. 

In remote areas with least population, the carrier aggregation can be 
done by a single eNodeB but in areas where more than one eNodeB have 
coverage the carrier aggregation can be provided by using spatial diversity 
and combining carriers of all the eNodeB. This approach restricts multiple 
deployments thus significantly reduces infrastructure costs and maintenance. 

In Urban areas, particularly in the indoor environments, user maintained 
access points provide access in Plug and Play manner. Carrier Aggregation 
is used to provide sound backhaul to such access points resulting into an 
energy-efficient network. 
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Figure 2.3 5G Rural Areas. 
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2.5.2 Universal Internet Connectivity and Affordable Broadband 


Internet has always been there as an active participant in any technical 
or non-technical, economic, social etc. growth and development. With the 
technological uplift of mobile communication serving nearly 70-80 percent 
of humanity, Internet can be used as “An Enabler to Zero Outage Probability”. 
Universal Internet access can solve coverage problems to nearly 95 percent. 

The global standard for 3G networks needs to be formulated at the earliest. 
The standards include services, co-existing capabilities and most importantly 
an affordable broadband connectivity of rural communities. The broadband 
internet connectivity will improve and enhance society both in economic 
as well as uplift the social and technical standards. Another breakthrough 
approach to have last-mile connectivity is the Spectrum Sharing, which utilizes 
white spaces available. The network technologies need to be affordable both 
in economic as well as availability sense. The spectrum sharing enabled 
broadband localization and made it available at low costs to support many 
services like VoIP (voice over IP), video streaming, fast internet access and 
many more [9, 10]. 

These emerging technologies are accepted if co-exist with the existing 
one as an enhancements. The new technologies need to satisfy the mobile 
ecosystem along with local service providers, existing infrastructures and 
policies. 


2.6 Emerging Technologies in 5G 


The 5G networks will form a service defined platform that regulate its 
availability, connectivity, system robustness, speed and latency. Major 
requirements for 5G networks are high bandwidth, improved spectral effi- 
ciency, minimal latency and seamless integration of existing technologies. 
5G amalgamates the evolving technologies independently with the recent 
technologies being deployed in LTE and LTE-A systems [3, 7, 8]. The brief 
description of emerging technologies to achieve the defined requirements are: 


2.6.1 Massive MIMO 


MIMO systems are used to enhance the data transfer rates both at device and 
network levels. It incorporate multiple antennas at both the transmitter and 
receiver ends to accommodate more data and ultimately leads to improved 
performance in terms of reliability, spectral efficiency, and improved radiated 
energy efficiency. The use of large number of antenna results into high 
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throughput, increased spectral efficiency per unit area, enhanced diversity 
and compensation for the path loss. Massive MIMO allow high resolution 
beamforming which are useful at higher frequencies. The antenna elements 
are designed in a manner to use extremely low power [11]. 

It also mitigates the intracellular interference using linear precoding and 
detection methods along with diminishing the effects of noise and fading. 
Massive MIMO systems can be exploited for MAC layer designing without 
complicated scheduling algorithms. 

The major challenge with Massive MIMO system is the amount of 
Baseband Processing required for the huge amount of antenna usage and 
the huge number of antennas demand phase synchronization among them. 
The Massive MIMO systems suffer from pilot contamination from other 
cells. Effective Channel Estimation/Feedback required incorporated with fast 
processing algorithms. 


2.6.2 Network Function Virtualization 


“Network Function Virtualization (NFV)” is an emerging technology that will 
set standards for technological revolution in 5G networks. It separates service 
logic from the hardware platform. The network-based services are enabled by 
software which formerly requires a specialized hardware [3, 12]. 

It has brought beneficial transformation both in terms of performance as 
well as in terms of cost. Its functions are irrespective of location and thus results 
into a flexible and scalable network with enhanced capacity. It is capable of 
placing the functions either centralized or near the nodes depending upon the 
use-cases. It incorporates virtualized services which drastically reduces the 
investments for the devices. However designing network to efficiently enable 
services and manage orchestration through software is still a challenge. 


2.6.3 Software Defined Network 


Software Defined Radio (SDN) is a continuation to the NFV services. It 
basically separates the DATA and the CONTROL planes. It abstracts functions 
into virtual services. It configures load and demand through software to 
maintain the quality of services (QoS) and consumption time [3]. 

It offers an alternative to the physical infrastructure to manage network 
in a simple cost-effective approach. It allows different service deployments 
using the same physical and logical network infrastructure. It facilitates an 
Open Standard Network where the direct programmability feature separates 
the data and control planes controlled by SDN controllers. It also let the 
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operators to configure, manage and optimize network resources and regulate 
traffic load dynamically [8]. 

However, IT revolution from existing physical structures to software 
functions has brought various complexities to manage operator side services. 
With SDNs, its standardization, unified interface and security are major 
issues. NFV and SDN are already being developed in LTE networks as the 
fundamental component. 


2.6.4 Millimeter-wave 


Millimetre-wave (mm-wave) contest as one of the promising solutions to 
5G networks. It exploits high frequency band ranging from 20-80 GHz. 
This technology offers more bandwidths to be allocated to render 
faster deliveries, high-quality video and to increase the communication 
capacity [5]. 

The mm-wave differs from other technologies in terms of high propagation 
loss, directivity, and sensitivity to blockage. It eliminates the severe path 
loss by exploiting the high beamforming gain from large number of antenna 
elements [5, 13]. 

The challenges associated with the mm-wave technology are mainly 
interference management, IC and system design, spatial reuse and so on. 
Despite of challenges it has its remarkable applications in deploying small cells 
and femto cells and in forming wireless backhaul. It offers both co-located 
and distributed architectures. 


2.6.5 Cognitive Radio 


The Cognitive Radio (CR) is a salvation for the scarce spectrum bands. In 
CR a transceiver intelligently sense the used/unused channels and selects 
vacant channel on sharing basis for transmission. It acts as the key enabler 
for self-organizing networks by increasing frequency reuse, spectral effi- 
ciency and energy efficiency. The basic challenges associated with the CR 
are [11, 14]: 


e Choice of sensing algorithm: There are a number of sensing algorithms. 
The Energy detection algorithm, the Matched filter algorithm and so on 
have their own merits and demerits. 

e Concern about latency: 5G aims to provide latency less than 1millisec- 
onds but in CR sensing time and the time to set-up connection is 
challenging. 
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e Handover: The number of handovers in case of CR are predicted to 
be higher than the licensed spectrum handover and that will increase 
turnaround time of the network. 

e Routing: the routing mechanism still have rooms for development to 
ensure security. 


2.6.6 Heterogeneous Networks 


Heterogeneous Networks (HetNet) offers macro, pico or femto cell deploy- 
ments in an ultra-dense manner to provide maximum network coverage and 
has its applicability at network level. This reduction in the cell size resulted 
into increased spectral efficiency and reduced transmission power apart from 
increased network coverage. The femtocells can be deployed as low power 
cells in residential and enterprise scenarios whereas the picocells considered as 
high power cells can be used to provide outdoor coverage and in macrocells to 
fill coverage gaps. It also facilitate integration of various access technologies 
from legacy systems such 2G, 3G, 4G, Wi-Fi and so on based on coverage area 
and proposed topology [3, 4]. 

Small cells are the corner stones in the HetNet deployment resulting into 
a flexible and scalable network. The major challenges with the HetNets are 
Intercell Interference, Distributed Interference coordination due to uncoordi- 
nated access points, efficient MAC measures, device discovery, connection 
establishment and most important is the power management. It can be a 
potential candidate for 3G networks to ensure zero outage probability in terms 
of network coverage. 


2.6.7 Internet of Things 


The Internet of “everything” (loT), demand faster connectivity and huge 
capacity so that it can connect the world with entities. It has changed the 
concept of connectivity and access. loT connects people, appliances, vehicles, 
service based applications and many more with the digital world. loT forms 
a major and very important part in the 5G networks as it will seamlessly 
connects web of users, devices and services [3, 4, 11]. 

The existing technologies would not be efficient enough to deploy IoT 
communication and connectivity which dictates higher reliability, vast capa- 
city, faster broadband, connectivity and many more. The applications namely 
under IoT are Videos services, Rural and urban applications, diverse device 
connectivity, control and monitoring applications, active response systems 
and many more. 
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2.7 Conclusions 


5G will the revolutionarily transform the way we are communicating today. It 
will take things a step ahead of our imaginations. Massive connected devices, 
high bandwidth, energy efficiency; cost effectiveness and so on will be its 
characteristic feature. 5G systems will play vital role in forming human centric 
society where everything and anything will be connected to provide service. 

To meet up the various new use cases, evolved requirements and service 
oriented delivery in 5G things need to be transitioned. The transition from 
legacy systems including the evolving LTE and LTE-A will co-exist in the 
new scenario to set an interoperable society. 

There are many potential candidates to be exploited to fulfil 5G as a 
scalable, manageable, and flexible network. The key technologies including 
multicarrier techniques, modulation, coding techniques and so on have to 
be blended to give desired outcome. The virtualization will play main role 
in providing seamless access to billions and trillions of connected devices 
forming a flexible network. 

5G claims to be faster than 4G with greater bandwidths, faster downloads 
critical applications and so on. Its implementation has to overcome barriers like 
deployment cost, crowed frequency range, integrated devices and so on. The 
integrated devices at user ends will be one of the major pull back as it involves 
evolving existing billions 2G, 3G, 4G handsets to 5G compatible devices. 
An optimized and adaptive network framework accommodating everything 
from past to future technologies together with trending needs will mark 5G’s 
success. 

5G has to face many challenges before it can be adopted into society. 
Giants of telecom industries are contending to get 5G standards at the earliest. 
Existing mobile-broadband technologies will provide sound backbone to 
overall access technologies. Provisioning Rural Connectivity and Universal 
Internet Access with affordable broadband will be major challenge before 5G 
becomes mainstream. 
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3.1 Introduction to Millimeter-waves 


Frequency bands ranging from 300 MHz to 3 GHz are used for radio commu- 
nication devices, such as TV, satellites, Global Positioning System (GPS), and 
Bluetooth. To solve the issue of the band getting crowded, researchers have 
proposed millimetre-waves for next-generation wireless systems. These waves 
include a large amount of unused spectrum from 30 GHz to 100 GHz and thus 
satisfy high-quality and high-speed broadband networks required by users and 
companies. Moreover, mm-waves provide high transmission rate, wide spread 
spectrum, and immunity to interference because of their large bandwidth. 
However, the use of mm-waves for wireless communications presents several 
advantages and challenges. This chapter starts with a brief introduction 
regarding mm-waves and discusses methods for channel propagation and 
characterization. The advantages of mm-waves in terms of their bandwidth 
and capacity are also discussed. The chapter ends with presentation of the 
application of mm-waves. 

Millimeter-waves (mm-waves) assigned to the electromagnetic spectrum 
correspond to radio band frequencies ranging from 30 GHz to 300 GHz, with 
wavelengths of 10 mm to 1 mm. These waves are longer than infrared waves 
or X-rays but shorter than radio waves or microwaves. The high frequency of 
mm-waves and their propagation characteristics motivate researchers to apply 
mm-waves for various applications, including transmission of large amounts 
of data, cellular communication, radar, and so on. An overview on different 
frequency bands based on united state frequency allocations is shown in 
Figure 3.1. 
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With its huge amount of available bandwidth, mm-waves are used to 
transmit large amount of data. Another important advantage of mm-wave 
propagation is called “beamwidth.” This parameter is a measure of the process 
through which transmitted beam spreads out as it gets farther from its point 
of origin. Radars take advantage of this specific property of mm-waves. The 
use of millimeter-length microwaves can help engineers to overcome one 
of the most important challenges in antenna design. For a given antenna size, 
beamwidth can be decreased by increasing the frequency and thus, the antenna 
could also be made smaller. 

There are certain advantages in using mm-waves; some of them are listed 
as below: 


e Numerous spectra are available because of less operations occurring at 
mm-waves. 

e Frequency reuse could be done in shorter distance because mm-waves 
exhibit high attenuation in free space. 

e Large antenna arrays for adaptive beamforming can be used for mm- 
waves. 

e Small wavelengths allow reduction in component size, achieve narrow 
beamwidths, have high resolution, and so on. 

e Wide bandwidths, which are around main carrier frequencies (35, 94, 
140, and 220 GHz), could provide a high information rate capability; 
wide-band spread spectrum capability, high immunity to jamming and 
interference, and so on. 

e Extreme high frequencies allow multiple short-distance usages at the 
same frequency without interfering with one another. 


Besides, there are several challenges and open issues about mm-waves, 
which should be addressed in future studies. For example mm-waves suf- 
fer from limited communication range because of atmospheric attenuation 
(10-20 km), reduced range capability in adverse weather, poor foliage pen- 
etration, particularly in dense green foliage, smaller antennas, which collect 
less energy in a receiving side, thereby reducing the sensitivity and so on. 
Signals with shorter-wavelength suffer from absorption by fog, dust, and 
smoke. For example at 60 GHz (5 mm wavelength) oxygen molecules will 
interact with electromagnetic radiation and absorb the energy. This reaction 
indicates that 60 GHz is not a suitable frequency for use in long-range 
radar or communications, because the oxygen absorbs the electromagnetic 
radiation and signal. Moreover, given that the 60 GHz signal does not travel 
far before it loses all its energy, this frequency comes in handy for securing 
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short-range communications, such as local wireless area networks used for 
portable computers, where hackers should not tap into the data stream. 


3.2 Channel Propagation of Millimeter-waves 


The channel models at mm-wave are different from other frequency bands 
because the propagation environment has a different effect on smaller wave- 
length signals. For example, diffraction tends to be lower due to the reduced 
Fresnel zone. Scattering is higher due to the increased effective roughness 
of materials, and penetration losses can be much larger. Mm-wave channel 
models use common properties as low frequency systems (multi-path delay 
spread, angle spread, and Doppler shift), with different parameters though 
(few and clustered paths for example leading to more sparsity in the channel). 
In addition, several new features are introduced to account for high sensitivity 
to blockages (buildings, human body, or fingers) and strong differences 
between line-of-sight and non-line-of-sight propagation conditions. Many 
opportunities use the mathematical properties of sparsity in channel estimation 
and equalization and recoder/combiner design. 

Mm-waves have a special propagation features because of very small 
wavelength compared to the size of most of the objects and devices in 
the environment. Understanding these channel characteristics and extracting 
proper channel model for mm-waves is fundamental to developing wireless 
network and also signal processing algorithms for mm-wave transmitter and 
recelvers. 

In 1998 a measurement on wideband channel at 60 GHz for indoor scenario 
was carried out to investigate the behaviour of the mm-waves at that certain 
frequency [1]. The path loss exponent, Ricean K factor and rms delay spread 
of the mm-waves were extracted from the measurement results. The results 
show if the transmitter and receiver antenna are aligned and a strong LOS 
component is present, the K-factor decreases with distance, down to a certain 
level. Figure 3.2, shows this effect for the measured data presented in [1]. 
The results also confirm that the rms delay spread (trms) increases with the 
distance, also to a certain level. 

Figure 3.3 demonstrates the changes of the level of the wideband average 
of the received power with distance at 60 GHz frequency measurement, with 
omni-directional antenna used. The step was 4 cm. As it is seen, the decay 
with distance is small. This can be explained with the fact that there are many 
reflections and that they sum up together [2]. 
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Figure 3.2 The changes of the K-factor in LOS situation in the common room (CW: 
continuous waves, WB: wide band) [1]. 
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Figure 3.3 Wideband average received power in indoor scenario at 60 GHz [2]. 
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More recent work has focused on path loss models for longer range 
outdoor links to assess the feasibility of mm-wave pico-cellular networks, 
including measurements in New York City [3, 4]. An interesting outcome 
of these studies is that, for distances of up to 200 m from a potential low- 
power base station or access point (similar to cell radii in current micro- 
and pico-cellular deployments), the distance-based path loss in mm-wave 
links is no worse than conventional cellular frequencies after compensating 
for the additional beamforming gain. These findings suggested the mm- 
wave bands may be viable for pico-cellular deployments and generated 
considerable interest in mm-wave cellular systems. At the same time, the 
results also show that, employing mm-waves frequencies in cellular networks 
is important for directional transmissions, adaptive beamforming, and other 
MIMO techniques. 

Wideband measurements with 200 MHz of bandwidth discovered that city 
streets do not cause much multipath, as the rms delay spread was observed to 
be lower than 20 ns [4]. Measurements and models illustrated that path loss 
in LOS environments behaves almost the same as free space. 

Other outdoor measurements in a city street environment at 55 GHz 
showed that power decreased much more rapidly with distance through 
narrower streets compared to a direct path or through wide city streets [5]. 

Samsung has been active in measuring mm-wave channels for future 
mobile communications. Initial tests were performed at 28 GHz and 40 GHz 
to study penetration losses for common obstructions such as wood, water, 
hands, and leaves [6, 7]. In May of 2013, Samsung Electronics announced 
the company was able to transmit data up to 1.056 Gbps at 28 GHz over 
distances up to 2 km by using an adaptive array transceiver with multiple 
antenna elements [8]. 

The measurement results are also shown that the range of mm-wave 
communications is limited because of the rain attenuation and atmospheric 
and molecular absorption characteristics of mm-wave propagation [9, 10]. 
Moreover, Oxygen absorption at 60 GHz band has a peak that ranges from 
15 to 30 dB/km [11]. The channel characterization in [12] presents that the 
non-line-of-sight (NLOS) channel suffers from higher attenuation than the 
line-of-sight (LOS) channel. 

Moreover, Electromagnetic waves have weak ability to diffract around 
obstacles, if the size of the obstacles is significantly larger than the wave- 
length. With a small wavelength, links in the 60 GHz band are sensitive to 
blockage by obstacles such as human bodies or furniture. It is shown in the 
literature; blockage by a human decreases the link budget by 20-30 dB [13]. 
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Collonge et al. [14] carried out propagation measurements in an indoor 
environment, while human bodies are moving around, and the results show that 
the channel is blocked for about 1% or 2% of the time for one to five persons. 
Considering mobility in human bodies plus constant object shows a huge 
challenge in mm-waves links. Therefore, maintaining a reliable connection 
for different applications is a big challenge for mm-wave communications. 


3.3 Data Rate and Millimeter-waves 


The first generation cellular network was introduced and operated in 1978, 
which was designed for using basic analog systems for voice communications 
[15]. During the year 1991, 2G was introduced for providing voice and data 
services with improved spectrum utilization. It was using digital modulation 
and time division or code division multiple access. During the period of 2001, 
3G was introduced with high speed internal access and improved audio and 
video streaming capabilities. It uses technologies like wideband code division 
multiple access (W-CDMA) and high speed packet access (HSPA). The 4G of 
mobile communication was introduced by ITU in 2011 [15]. The technology 
used in it was the International Mobile Telecommunication — Advanced (IMT- 
Advanced). Although LTE radio access technology was also used in 4G 
networks. LTE is an orthogonal frequency division multiplexing (ODFDM) 
based radio technology which supports up to 20 MHz bandwidth. For enabling 
high spectrum efficiencies, linked quality improvements and radio pattern 
adaptation new technology was introduced called Multiple Input Multiple 
Output (MIMO) [15]. 

With the tremendous increase of demand for capacity in mobile broad- 
band communications every year, wireless carriers must be prepared for the 
thousand fold mobile traffic increase in 2020. It forces researchers to find new 
wireless spectrum which has capabilities to support high data rate demand. 
The future of mobile communication is 5G technology using mm-waves 
spectrum [15]. 

Utilizing mm-waves for 5G wireless technology is a huge step forwards 
since in the past, mm-wave spectrum was primarily used for satellite commu- 
nications, long-range point-to-point communications, military applications, 
and Local Multipoint Distribution Service (LMDS) [16]. 

The demand for faster and more reliable communication will continue 
growing at extreme rates, such that annual mobile traffic will exceed 291.8 
Exabytes (EB) by 2019 [17]. CISCO has forecasted that mobile data traffic 
will increase from 2.5 EBs per month in 2014 to 24.3 EBs per month 
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in 2019 [18]. By the year 2020, Nokia and Samsung predict a 10,000x 
increase in traffic on wireless networks with virtually no latency for content 
access [8, 19]. 

The main profit using mm-wave carrier frequencies is the larger spectral 
channels. For example, at 60 GHz unlicensed mm-wave bands, channels with 
2 GHz of bandwidth could be expected. Larger bandwidth channels mean 
higher data rates, which is the greatest benefit of using mm-waves spectrum 
in wireless communication. 

Besides, massive MIMO is a promising technique for 5G cellular net- 
works. Prior work showed that high throughput can be achieved with a large 
number of base station antennas through simple signal processing in massive 
MIMO networks. Massive MIMO promised capability of greatly improving 
spectral and energy efficiency as well as robustness of the system. In a massive 
MIMO system, the transmitter and receiver are equipped with a large number 
of antenna elements (typically tens or even hundreds). Massive MIMO is 
recommended with mm-waves to overcome challenges of gaining higher data 
rate. Smaller wavelength captures less energy at antenna due to path loss 
and so on. Moreover, larger bandwidth means higher noise power and lower 
Signal to Noise Ratio (SNR). Massive MIMO helps mm-waves to cover those 
problems and gain higher data rate. Hence, exploiting extra gain from large 
antenna arrays in the system is promised in massive MIMO. 

As a result of the use of large antenna arrays of the transmitter and receiver 
and combined with radio frequency and mixed signal power constraints, new 
MIMO communication signal processing techniques are needed. The low 
complexity transceiver algorithms for wide bandwidths become important. 
Hence, opportunities abound for exploiting techniques, such as compressed 
sensing for channel estimation and beamforming. 

Precoding and combining is different at mm-wave for three main reasons. 


e Parameters have to be configured because of different array. This 
stage requires different algorithms for finding both analog and digital 
parameters, and makes the resulting algorithms architecture-dependent. 

e The channel is experienced by the receiver through analog precoding 
and combining. This feature means that the channel and the analog 
beamforming are intertwined, which makes estimation of the channel 
directly a challenge. 

e More sparsity and structure in the channel result from the use of largely 
close spaced arrays and large bandwidths. This condition provides 
structures that could be exploited by signal processing algorithms. 
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3.4 Application of Millimeter-waves 


The applications of mm-waves are enormous in areas such as Wireless Local 
and Personal Area Networks (WLAN, WPAN) in the unlicensed band, 5G 
cellular systems, vehicular area and ad hoc networks, as well as wearable 
devices. 

Exploiting frequency bands from 76-81 GHz in different radar ranges 
for automotive radars has been investigated as one of the major mm-wave 
applications. WLAN, WPAN, and 5G cellular are being developed with mm- 
waves. Mm-waves are used in next wireless technology generation to provide 
high throughput in small cells. There is a huge advantage to utilize mm- 
waves in MIMO and massive MIMO communication in different applications 
and scenarios, such as single and multi-user and relay. Vehicle-to-vehicle 
technology is developing dramatically by using mm-waves, because high data 
rate for sharing high rate sensors, radar, video, and so on is needed in this 
technology. 

Mm-waves are been used in health science applications for different 
usages. Wearable devices, such as fitness trackers and smart watches, improve 
data rate due to usage of mm-waves. The high speed wearable networks 
provided by mm-waves can connect cell phones, smart watches, augmented 
reality glasses, and virtual reality headsets [20]. Clearly the future is bright 
for new applications of mm-waves. 

Figure 3.4 shows how the next generation of wireless technology like 5G 
could evolve human life in terms of healthcare services and devices. Different 
sensors gather different information from human’s body and data loads to the 
cloud and been monitored by care givers. The solution and help from medical 
center could be achieved with no delay. Thanks to mm-waves for their wide 
band to make this dream to the reality. 

Mm-waves have plenty of potential applications as well. For example, with 
the recent interest and research towards communication between cars and data 
centers also autonomous vehicles, mm-waves may play a role in providing 
high data rate connections between cars. This feature is natural because mm- 
waves already form the backbone of automotive radar, which has been widely 
deployed and developed over the past 10 years [21]. The combination of mm- 
wave communication and radar is another interesting application [22]. Mm- 
waves could enable high rate and low latency connections to clouds that allow 
remote driving of vehicles through new mm-wave vehicle-to-infrastructure 
applications. 
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Figure 3.4 Future of medical services using mm-waves in 5G wireless communication 
systems. 


Figure 3.5 shows an overview on how cars are going to communicate to 
each other and to the base stations in future. Itis clearthe network infrastructure 
should be developed for fast and reliable communication, which is needed in 
the roads. That is one of the 5G promises with help of mm-waves. 
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Figure 3.5  Vehicle-to-vehicle communication, and vehicle-to base station communication 
promised by 5G and mm-waves. 


3.5 Conclusions 


Mm-waves are as old as wireless technology. The first experiment was 
conducted by Bose in 1895. Since then, use of mm-waves has been limited 
for many years. However, the rapid development in wireless communication 
technology has resulted in giving mm-waves more potential to be part of 
the future of wireless communication specially 5G technology. The greater 
capacity besides unique characteristics of mm-waves increases the applica- 

tions of mm-waves. However, many challenges and open issues should be 

addressed by researchers concerning the new physical technology, software- 

defined architecture, measurement of network, and so on to promote the 
development of mm-waves in wireless communication. 
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4.1 Introduction 


It is said that ‘Change Is Tough But Constant Evolution Is Invigorating’. Last 
few years, we have witnessed various nuances of telecom network architecture 
during its continuous evolution trail. The network moved from pure premise 
based deployments towards the implementation of virtualised instances on the 
cloud. Technologies like SDN and NFV were introduced which fuelled this 
network metamorphosis. The evolution to a virtualised network framework 
had benefited the network operators by reducing the capital expenditure, 
streamlining the operational processes, reducing the time to deploy new 
functionalities and rapidly scale up the network capacity. Typically in such 
scenarios, the network operations are spawned in the cloud environment, the 
physical location of the clouds are apparently not important anymore. This is 
indeed one of the selling points of the cloud based technologies. However from 
a purist’s standpoint, this may not be spot-on. The Cloud that we are talking of 
is not certainly thin mist. The network functions require physical processing 
resources to operate and the cloud has to fuel its needs. These virtual entities 
will have to be hosted in real physical machines located in some data centers. 
The distance between the user devices and the virtual machines have an impact 
on the data latency and the spatial dimension of the backhaul loop, which 
determines the overall quality rendered for the given service. The regulatory 
requirements of certain countries can restrict the user data traffic flow within 
its boundaries. This makes it overtly important for us to comprehend where 
the virtual environment is actually hosted, within the country or outside its 
peripheries. In spite of these constrains, a cloud based mobile network meant 
for human users appears to be tenable. In fact, it has many ‘pros’ compared 
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to the COTS (Commercial Off-The-Shelve) installations. However for the 
machine to machine devices, those simple choices cannot be made. Some 
machines may need brisker data processing. Some machine may invoke large 
volumes of queries which can contribute to an avalanche at the backbone 
network. The centralised network environment in the cloud may be less 
responsive to such massive computing requests. It is imperative that a part 
of the processing functions needs to be brought closer to these machines. The 
telecom researchers thus proposed to lug the cloud from the sky to the ground 
to mitigate some of these concerns. The cloud morphed into the fog, thus the 
name ‘fog networks”. 

The Fog network concept was coined by Cisco [1] and is well within 
the scope of the 5G network paradigm. Recently a new industry group, The 
OpenFog Consortium, was formed to define and promote fog computing. The 
consortium, founded by ARM, Cisco, Dell, Intel, Microsoft and Princeton 
University in November 2015, seeks to create an architecture and approach to 
fog, edge, and distributed computing. 

FogNets connect a plethora of devices like wearable devices, connected 
vehicles, sensors, actuators etc. It provides access to internet via aggregate 
router and also empowers the devices to communicate amongst themselves 
in a collaborative fashion. These devices form many “local clouds” at the 
edge of the network. Contrary to the notion of cloud computing, the fog 
computing renders capabilities at edge entities with an endeavour to localise 
computing and relieve the cloud core from the prosaic tasks of repetitive 
data processing related to control signalling, monitoring, optimisation or even 
social networking. The edge can also have storage capabilities which is utilised 
to store chunks of data which can be consolidated to compile the big data. 
The delta tasks that cannot be accomplished by edge entities are handled by 
the cloud. 

This chapter is organized in 5 sections including introduction (4.1). 
Section 4.2 provides some background on Fog network with some practical 
examples. Section 4.3 discusses the overall architecture consolidating fog and 
the cloud entities Section 4.4 sets out the attributes of the fog. Section 5.5 
concludes. 


4.2 Background and Examples 


Imagine a scenario where a group of college students are travelling together. 
We see them bantering, sharing pictures and other media files amongst 
themselves, as well with friends outside their group via social networking 
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platform. The physical environment hosting the social media application may 
be thousands of kilometres away. The data from the individual smartphones 
traverses thousands of kilometres every time to reach the central application 
server which determines the identity and location of the target device. If the 
originator and the target are in vicinity as in our case, then the trajectory of the 
data packets becomes a big loop. The traffic trombones via the central server 
and arrives back at the target device which may be just a meter away. When we 
have such millions of users exchanging peer to peer information, the backbone 
traffic and the computing resources expended at the core can be substantial. 
The pertinent question here is, why cannot the devices communicate with each 
other at the edges without involving the core? We cannot do it today because 
most of the device clients are not designed presently to take up a share of the 
processing tasks done at the cloud core. They are also not fabricated to actuate 
collaborative communication amongst them. The core applications at present 
are also not modelled to dispel some processing tasks to the edges, implying 
the mobile devices. 

With the advancement of semiconductor technologies, the edge devices 
are becoming more intelligent. The network ecosystem is slowly adapting to 
empower the edge devices to take up some processing load to alleviate the 
burden of the core, and to make the application more intuitive, real time and 
responsive. Here are some practical illustrations. 


4.2.1 Uber Fog Network 


As per the traditional approach the Uber smartphone application of the Uber 
driver communicates with the Uber backend to continuously update the 
trip information. The primary server collates the data and replicates across 
the hot backup servers in other data centres. In case the primary server 
breaks, the secondary server takes over. As the primary server continuously 
communicates with the Uber mobile devices and simultaneously needs to 
update the secondary servers, we envisage substantial data communication 
between all these elements. Apart from the backhaul and front haul load, 
we also need to understand that the computing power required in the core 
to choreograph these processes is substantial. The system is also subject to 
latency and we need to keep a watchful eye there to avoid timeouts of data 
transactions. 

To circumvent this situation and optimise the ecosystem, Uber has come 
up with a unique proposition, i.e., to empower the devices to trigger the 
computing at the edge and diminish the processing burden of the core 
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network (Figure 4.1). The device application has been redesigned. It consumes 
additional computing resources and memory of the smartphones of the cab 
drivers. The trip data is locally stored in the device itself which takes decisions 
unilaterally without invoking any triggers in real time to the core network. 
The device is also used as a storage device where moving vector information 
and network mutation information can be stored temporarily. Uber could 
eventually demonstrate that even ifthe whole core network is out of service, or 
isolated from the cluster of end devices, the network operations can still run as 
normal and unperturbed, thanks to the collaborative edge computing realised 
by the mobile device processor and its memory. We must acknowledge that 
this practical demonstration is a giant step towards establishing the fact that 
the fog concept can indeed work. 


4.2.2 IFTTT and Google OnHub 


Another novel approach of fog computing is the IFTTT (1f This Then That) 
technology which is presently supported by Google. With this technology, 
users can orchestrate processes within the mobile device across various 
applications residing on the handset to trigger a user defined automation task. 
Before IFTTT was born, this was done at the core network by a mobile service 
delivery platform which used to house a process choreographer to actuate 
network driven automation tasks achieving the alike results. With IFTTT, this 
automation process has been pushed towards the edge. Not only can IFTTT 
work within a device, but can also help to create a fog network at the edge via 
an intelligent router with some computing capabilities. Once such example is 
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Primary Data Center 
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Figure 4.1 Collaborative computing at the edge in Uber network. 
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Google's Onhub which supports IFTTT and help in connecting a plethora of 
devices at the edge like smartphones, Internet of Things. 

IFTTT can be triggered when devices connect and disconnect from OnHub 
(Figure 4.2). The user can program any custom built logic, termed as recipe, 
over a smart interface in their device. It lets users manage and prioritize Wi-Fi 
to connected devices through an app. Some examples are provided by Onhub 
on what we can do with it: 


e Build a recipe that turns your WiFi Bulb wirelessly. The lightbulb 
disconnects automatically when you leave your room, actually when 
your smartphone disconnects from WiFi network. 
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Figure 4.2 High level representation of the Google OnHub. 
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e Trigger IFTTT to send you an intimation by email or SMS when your 
child gets home from school and his/her phone connects to the home's 
OnHub network. 

e Automatically prioritize Wi-Fi to your Chromecast over other existing 
wifi device connections, when the Chromecast connects to your OnHub 
network after you plug it in. 


4.2.3 Smartgrid 


The Power Smart Grid is not a new concept. It aims to pilot the control 
information flow between the power plants more efficiently, optimizes power 
distributions, diagonizes and isolates circuit failures, scale up, scale down 
power level dynamically, actuate smart power distribution etc. The “As is” 
power grid is modelled to fetch information from the edge actuators and 
sensors towards the central cloud to pivot the processing tasks. With the surge 
in the power requirements, the smart grid network architecture is becoming 
more intricate. Issues like data privacy, scalability, high availability and 
latency are more potent than ever. The existing smartgrid model needs to 
adapt to fit in the new environment. The smartgrid designers are looking 
towards the fog. In South America, SkyWave IDP satellite terminals control 
and monitor Smart Grid applications. The Sky Wave M2M devices have inbuilt 
capability to actuate analytics at the edges. The thresholds and filters are 
implemented at these edge devices so that they can preprocess and filter out 
the relevant information to be sent to the cloud core for group processing. 
Hence only the critical messages, like changes in current, voltage and power 
factor information are conveyed to the core network. 


4.2.4 Edge Analytics 


An American petroleum company had to abstract essential information like 
valve pressure, volume of extracted gas, general health of the machines, 
etc. Earlier, the actuators were disseminating information towards the cen- 
tral application server in the cloud, where the big data was post-processed 
subsequently for analytics. Latter on, the analytical capabilities were added 
at the edge, and only vital data like instantaneous high and low pressure and 
flow, incremental/decremental gas volume, out of range values were being 
sent wirelessly to the cloud. The company could increase the production by 
30 per cent. 

Apart from the above examples there are many other uses cases. Few 
which comes to my mind are smart cities, rail safety systems connected cars, 
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connected wearables, smart traffic lights, sensors for military applications, 
aircraft sensor network, Virtual Radio Access Networks etc. 


4.3 Fog Network Architecture and lts Attributes 


Fog network comprises of dense computational virtual structures that provide 
computing, storage, and networking services at the network's edge. Some of 
the characteristics of such platforms include low latency, location awareness 
and operability in wireless hetnet access environment. We shall provide more 
details on the attributes of the Fog network later in this chapter. 


Cisco’s impression of Fog Network architecture is in Figure 4.3. 

As evident from Figure 4.3, the IoTs and M2M devices will be attached to 
the fog nodes. The application which governs the fog data services can be run 
on a separate platform at the edge or can as well run within the fog nodes in a 
distributed fashion. The data is analysed and sieved by the fog application, and 
only essential data is transferred to the cloud. The temporary data is retained 
at the fog layer else which can be used for daily operational work without 
communicating with the cloud. 

The latency drop off is the key to Fog Networks. Figure 4.4 provides a 
landscape of the latency requirements of Business Intelligence and analytics 
pertaining to the fog and the cloud network in purview of a typical operation 
business, say where data is collected from actuators of a petroleum factory. 

The fog network directly gathers data from the sensors and the actuators 
and executes application specific analytical data in real time. The typical 
time to process the M2M (only) data is in milliseconds. As explained earlier, 
fog network has memory and retains the generic data. Only critical data is 
conveyed towards the cloud network for centralised processing and book 
keeping. 

As we go up in the analytics chain (as in the diagram), we observe that the 
time to process the analytical data increases exponentially. It is also interesting 
to see that the more we move towards the cloud zone, the use cases are no 
more only confined to M2M, but it find its use in HMI (Human to Machine 
Interface). 


4.3.1 Fog Network in the Context of 5G 


The scope for 5G network does not confine itself in just providing superfast 
connectivity to users. The scope extrapolates to broader domains. Some of 
them (though not exhaustive) are as follows: 


46 The Fog over the Meadow and the Cloud in the Blue Sky 


JƏMƏŞ |e.3u9) 
puaxpeg 


© 


'emjoognory YIOMJOU FOJ Ep VANS 
uononpaJ 
eyep'Suideus 
e1ep 191114 e3eq 
sonAjeuy 304 


sajepdn 

sajn. ‘eyep ¡equal 

2498p'Jejuawa.du! 
“eep ¡eo 


4.3 Fog Network Architecture and Its Attributes 47 


"ureqo SODĂŢeUe oui TM Loua AL pp NBA 


A3u3a187] 


sonAjeue 
aun jeəy 

ssOSUas JOY 
OMAN 303 


SuJ91sÁS 
Sursopuow 104 
Buissadoud 
gep ¡uonesado 


suoneiado 
1e91uų93} 

104 ulssad01d 

218p |e91403sIH 


20u83!||23ul 
sseuisng 


804 


pno|5 


48 The Fog over the Meadow and the Cloud in the Blue Sky 


e Integration of the service logic and containers in the network that 
processes the big data. 

e Aggregation of the data feed from the actuators that are linked to varied 
industrial implementations. 

e Cater traffic from human users. 

e Comply with the 5G latency requirements. 


5G vision for ultra-low latency as envisioned by Ericsson is “To support 
such latency-critical applications, 5G should allow for an application 
end-to-end latency of 1 ms or less”. Nokia 5G research group has spoken 
about “Zero latency gigabit experience” for its 5G networks. 
Fog network will facilitate this by proposing edge computing in three network 
domains. 


e Fog Computing: Assign computing and storage resources at the edge, 
filter and parse critical data to cloud to reduce backhaul traffic and 
processing. 

e Fog Mesh Network: Utilize a swarm of Collaborative device clients at 
the edges to perform some operations that presently happen in cloud. 

e Fog Radio Access Network (F-RAN): Realise real-time Collaborative 
Radio Signal Processing, Collaborative Radio Resource Management 
at the edge devices, flexibility to scale up and scale down the access 
network capacity based on traffic conditions, cognitive radio capabilities 
that renders the ability to adjust the radio parameters based on traffic 
conditions and radio environment, and diminish fronthaul payload and 
processing requirements at the LTE Core. 


The fog network and the cloud network landscape in purview of 5G paradigm 
is captured in Figure 4.5. The 5G LTE-A mobile network core in conjunction 
with the virtual RAN (comprising of virtual BS pool and RRUs) shapes up the 
5 network [2]. The virtual BS pool conveys are user traffic to the core network 
via backhaul links. The voice and messaging network service are rendered by 
the IMS core hosted on the cloud platform. This network is designed to serve 
human users. 

Mobile network was initially not designed to serve the machines. Follow- 
ing the evolution trail from 2G to 5G, we witness that the basic network 
processes, for example location management, addressing, session setup, 
almost remain the same. The Fog network is typically designed to cater M2M 
devices. The network is physically isolated from the mobile core network just 
because the network characteristics are very different due to the machine type 
usage. The network design and modelling challenges are different here. The 
traffic patterns we see in some M2M scenario (non-exhaustive) are as follows. 
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e Electric meters: Small amount of data, few times a year, no mobility, 


large number of devices. 


e Health: Small amount of data, limited mobility, high quality. 
e Medical imaging: Limited usage but high data volume, needs reliable 


data channel for quality. 


e SOS: Once in lifetime communication but needs very reliable channel. 
e ATMs/POS: Large numbers, small volumes, bursty traffic secure 


channel. 


e Vehicular communication: High number of devices, high mobility, low 


but constant data rate. 


Some of the challenges that we face today in sharing the existing mobile 
network for both human users and M2M are as follows. 


1. 


2. 


7. 
8. 


9. 


Lot of devices need to remain attached to network, but remains mostly 
in idle mode. 

Many devices can initiate network attach exactly as same time creating 
congestion at HLR/HSS. 


. Many devices can initiate GTP context activation at same instance 


creating congestion at GGSN/PGW/PCRF/OCS. 


. Network congestion due to M2M affects human users. 
. Hung GTP sessions: GTP sessions not gracefully terminated by M2Ms 


while new GTP sessions are initiated — leads to capacity loss at 
GGSN/PGW. 


. Not properly configured periodic location update timer in M2M device 


which leads to increase in Location updates. 

Current device addressing scheme may not be able to fuel growth. 
Support of BYOD (Bring Your Own Device): Device behaviour can vary 
widely. 

Security threats pertaining to M2M can be different from human users. 


Any surge in M2M traffic can overwhelm the whole mobile network and 
impact the human users, had we not realised a standalone network for M2M 
traffic. The access method implemented for M2M can be very different from 
a 5G cellular networks. Technologies like LoRa (Low power high Range) [2] 
have been brought in to address the requirements of M2M traffic. Another 
new technology based on physical layer addressing and mobility management 
SMNAT (Smart Mobile Network Access Topology) [3] is ideal for the M2M 
type implementation. The Fog computing platform is connected to the Fog 
Edge network serving the edge actuators through the fronthaul pipe. LTE-M 
(LTE for machines) is also a good candidate for M2M access. 
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The man and machine also need to communicate and interoperate. A central 
network orchestrator can play the role to choreograph the processes across the 
two kinds of environments. 


4.3.2 Fog Network Attributes 
The key attributes of Fog network are as follows: 


Cognizance of Location: The Fog network brings in location awareness, and 
holds the logic for processing the meta data at the edges in accordance to the 
location of the diminutive cloud. For example, in gaming sort of applications, 
the latency requirements achieved depends on the physical location of the fog 
network which is in vicinity of the gaming equipment. 


Heterogeneous operational environment: The fog devices can come in 
various shapes, sizes and behaviour. There is not yet a common framework 
that binds them together. So interoperability, federation and backward com- 
patibility are some of the areas where the fog researchers have focus. The 
few companies which are in the fog consortium are attempting to bridge these 
differences. 


Hetergeneous Wireless access: The device can acquire any kind of network, 
be it cellular, LoRa, WiFi, Zigbee etc. The fog network should harmonise the 
traffic before feeding the data to the fog computing platform by the fronthaul 
channel. 


Device Mobility: The devices can be dynamic in nature, cross countries or 
continents. The technologies like LoRa support mobility in a limited way. To 
attempt ubiquitous mobility, more futuristic technology like SMNAT can be 
adopted. 


Real Time Analytics: The Fog Edge network should be able to perform 
analytics in real time so as to impart only pertinent information to the cloud 
in an attempt to diminish the backhaul load and processing weight at the core 
network. 


4.4 Summary and Conclusions 


Cloud computing and fog computing play a complementary role in propelling 
the evolution of the network ecosystem catering the needs of smartphones 
and M2Ms. The norms widely vary across the two worlds, 1.e., man and the 
machine, and so is their traffic pattern and data distribution. So while we aim 
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to achieve a degree of seclusion between these two network kinds, it is also 
imperative that interoperability needs to be attained between them. The Fog 
edge network initiates local data analysis and picks up critical data bearing the 
changes to the rules of the game. This delta information is transferred towards 
the central cloud to reduce traffic and processing there. New generation of 
interfaces are coming up, new architectural choices needs to be addressed. 
This includes billing framework, security models, operational and analytics 
processes, session management etc. It is time to think more about our smart 
watches and the connected coffee machine rather than confining our thought 
processes only to cloud, NFV, SDN and virtualization. Fog network bears the 
potential to bring closer the three worlds, the man, the machines and the cloud 
network. 
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5.1 Introduction 


The evolution of 2G to 3G and now the current 4G technologies have changed 
the user’s expectations. The demand for providing the best user experience is 
ever increasing. The following terms; Customer Experience (CX) and User 
Experience (UX) are used interchangeably throughout this chapter. 

5G and beyond are at an increased pressure of enriching the customer 
experience beyond what the current generation of technologies can offer. CX 
will continue to remain an important focus in defining and ultimately deploying 
5G and beyond networks and associated solutions. 

Consumer devices of today can offer the best in class voice, data and video 
communications connecting anyone from anywhere at any time. However, the 
devices of tomorrow will offer virtually all the features as much as a wireless 
network can offer that means users will have more autonomy in defining what 
they want and how they want it. 

Looking into the evolution of UX amongst various technologies, it is 
clearly evident that the focus of wireless networking has been concentrated 
on the end user experience. 

The UX evolution can be represented in a very simplified fashion, 


CX 
5 ] f (Network) 


QoS 
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The function of the wireless network will be fully focused on providing the 
best user experience. Hence, any evolution in the wireless network era should 
be built based on the way customer experience requirements will evolve from 
current to future needs. Evolution is not about quality of service rather it is all 
about customer experience. 

Figure 5.1 shows how the experience has been changing along the wireless 
network evolution. It has been a paradigm shift moving from 1G to 5G wireless 
network evolution. 

First generation mobile networks (1G), were a real revolution in providing 
wireless voice from anywhere but with a limited mobility. 2G with GPRS, and 
i-mode initiated another revolution in mobile communication providing data 
over wireless with a true mobility. SMS and roaming are also the major user 
experience revolution in 2G. Subsequently smartphones, especially iOS made 
a major revolution in user experience by not only introducing a gesture based 
UI but also introduced the App Store which vastly expanding the functionality 
of the device. Android and the Google Play Store have helped to penetrate 
mass markets and phones with larger screens have enriched multimedia 
applications. Users can enjoy a HD quality entertainment seamlessly while 
being mobile with LTE-A offering 300 Mbps speed [3]. 

As the device screen improves not only in size but also in terms of 
resolution, such as 4K video quality, creating a compelling need for high 
resolution projection from the customer device. 
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Figure 5.1 UX evolution along the wireless technology evolution. 
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5G and beyond will offer enormous bandwidth beyond 1 Gbps which 
can potentially create a demand for devices featuring high resolution video 
projection equivalent to a 100” virtual screen experience to become a com- 
mercial reality. Figure 5.1 shows how users had different experiences during 
development steps of the mobile communication systems. 


5.2 Does the Bandwidth Matter? 


Advances in processing power, computing engines, machine learning, nan- 
otechnologies and beyond, and increasing variety of applications in diverse 
fields will contribute to a demand for increased bandwidth. Eventually, 
bandwidth evolution in mobile communications will progress towards terabit 
mobile communications. Today's 4G — LTE user devices offer 300 Mbps speed 
on a LTE-A compliance handsets. 

However, for seamless continuity of HD/UHD video streaming over the 
air, the network needs to adapt to provide a cinematic standard of streaming 
that can be beamed over a larger screen or wall or to provide a virtual reality 
experience. Video bandwidth requirements will be ever increasing as the 
number of associated devices for each individual increases and as everyone 
and everything becomes more closely connected. Cinematic quality of video 
will have a major application in medicine [6]. 

Referring to Figure 5.2, associated things will demand more bandwidth as 
most of the associated devices will evolve from low bit rate sensors of today 
to high bit rate sensors of tomorrow. For example, if the contents of a home 
fridge are to be seen in real-time for the purpose of updating food stocks, a 
high resolution video content needs to be transmitted. Increasingly associated 
things will bring about a major change in human life and way of living, 
way of working and will also make a major impact on the way business is 
conducted. 

It is now becoming a necessity to be able to deploy a single but fully con- 
verged network pipe to match the bandwidth demands and provide seamless 
wide area coverage. This will eliminate the need for multiple telecom networks 
and will evolve into a single 5G and beyond network that will ultimately 
connect everything together from end to end. This will ultimately open up the 
single wireless conduit from the end users or end nodes and it will eliminate 
the need for any disparate last mile wired/wireless networks. For example, 
the video content of the fridge can be directly transmitted over the wide area 
network of 5G and beyond rather going through a WiFi home network or 
through a wired Ethernet. 
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Figure 5.2 Associated things. 


e Person with chain of association 
e Associated things will be touching close to a trillion in the next decade 


5.3 CX of Today 


CX of today is still predominantly focused on the network behavior experi- 
ence rather than the experience at the end user device or the node. Obviously 
smartphones have more powerful processing capabilities and features that 
enhance the customer experience of today. Social networking has changed the 
traditions of human networking to a great extent. 

Referring Figure 5.3, the devices of today still do not have much autonomy 
in offering network functions as a standalone device. 


CX of today is focused more on: 


e Quality of Experience 
e Quality of Service 
e Bandwidth 
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5.4 CX of Tomorrow 


Figure 5.3 CX of today. 


CX of today has been aimed at delivering experiences limited to a human's 
five senses, but CX of tomorrow shall go beyond the five senses. 

What can be expected beyond the five senses? 

A digital sense termed the sixth sense (6th Sense) that will not only predict 
and prescribe but also provide 


e On-demand wisdom provisioning 
e Rapid analysis of a situation 
e Privacy and Personalization 


6th sense and Digital sense will be used interchangeably throughout this 
chapter. 

Referring to Figure 5.4, the network of tomorrow will pass on some 
network functionality to the device. Devices will have network functions 
in a way that a smart device can form an autonomous network around the 
associated things and multiple devices. Hence a complete chain of networks 
can be formed to provide seamless communication even during an outage due 
to natural disasters or similar emergency conditions. Essentially, it will be a 
type of UserCell which provides most of the base station functionality. 

CX of tomorrow shall be focused on 


e Distributed network capability 
e Autonomous CX 
e Advanced features with augmented reality (AR) and more 


There is going to be an enormous potential for CX and it will grow beyond 
imagination as the CX will be the only continuing killer application over the 
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communication networks. Reliable Gigabits bandwidth will be required for a 
real time high resolution AR platform. 


Figure 5.4 CX for tomorrow. 


5.5 CX Applications 


This section discusses a few of the CX applications that will open up a new era 
in customer experience. Availability of larger bandwidth on demand, speed, 
display, and multimedia technologies shall make the user devices much more 
powerful on top of the autonomous network capabilities built in. 

Devices of today offer seamless communication over voice, video and data 
with the mushrooming of many messaging applications such as iMessage, 
Whatsapp, Viber, Skype etc. Unfortunately, the quality of the video and 
the experience of being together still feels incomplete over the channels of 
today. 

Networking needs to go beyond the simpler social networking of today 
to a greater extent of being “Globally together”, regardless of whether it is 
networking between friends, family or corporations. Hence there is a need 
for a seamless, simple and instantaneous Globally together ENhanced with 
Digital Sense (GlobENDS). GlobENDS will virtually end the borders of this 
world and shall be a lution in human communication. 


5.5.1 Virtual World — Home without a Border 


Imagine a cooking lecture conducted at America with virtual class rooms in 
Africa and India. Figure 5.5 depicts the scenario of HD quality live networking 
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directly from a user device. A person sitting in Australia projecting all the 
video feeds directly from his phone to the three sides of the wall in his room. 
This is live networking using a 5G and beyond smart device with optical 
beam projection features. This requires very high resolution video as well as 
seamless cross-switching. 

The same concept can be applied to family networking. Now imagine 
a scenario involving an extended family with parents, sisters, brothers and 
families living far apart. 

With the advancement in the digital eye wear, a virtual screen of over 100” 
will make the projection better suited for personal communications. 

With GlobENDS, users should be able to have their breakfast together and 
discuss family matters over the dinner table whilst being in their own place 
across continents. 


Figure 5.5 GIobENDS, Live HD networking across the continents with a Smart device 
projecting over three sides of the walls. 
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5.5.2 On-demand Digital Sense Provisioning 


A Major dream for any human being is to obtain wisdom provisioned over the 
air. Wisdom provisioning shall be a major breakthrough in human evolution. 

Wearable and implantable devices are becoming increasingly commer- 
cialized with the advent of Nano technologies, biomedical technologies and 
advanced medical research. With the evolution of advanced implantable 
devices and neurological research, it shall be feasible for wireless provisioning 
of wisdom in the near future. 

6th sense of wireless provisioning shall open up all the possibilities of 
innovations in this century. By nature, humans are ‘analog’, with eyes, ears 
and mouths that are all processing analog signals which are digitally processed 
in the human brain. 

Research over the possibility of reading the human brain is approaching 
reality with advancement in neuro science [4]. 

Figure 5.6 depicts the future possibility for the evolution of the Analog 
human to a Digital human. WiSense that shall basically enable wireless 
wisdom provisioning (WWP) through an on demand basis over wireless to 
the implanted device of the human. This will open up the convergence of 
Ear & Mouth with digital Senses & Reflections enabled by 6th sense, the 
digital sense [1, 5]. 

Application of WiSense shall open up a major revolution in treating 
intellectually disabled and other brain related conditions such as Alzheimer, 
Parkinson’s etc. 


5.5.3 Evolution of How things shall Communicate in the Future 


Machine to Machine is not a new concept or technology but it has been 
around for decades. What makes communication amongst things different 
with the advancement in digital technologies? The following sections discuss 
and analyze the past and present. 


5.5.3.1 Descriptive 
When Alexander Graham Bell invented telephony, it was the first revolution in 
connecting people through machines but was over the wire — Interconnected 
over Wires (IoW). 

When Marconi invented wireless communications, it was again the first 
revolution in connecting people through the machines but over wireless — 
Interconnected over Wireless (IoW). 
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When NASA launched the first communications satellite, it was again 
the first revolution in making the possibility of connecting people globally — 
Interconnected over Satellite (IoS). 

When ARPANET was created and subsequently adopted TCP/IP, it was 
again the first revolution in connecting networks — Internet of Networks (IoN). 

When Mobile telephony was made and subsequently Cellular communi- 
cations became popular, it was again a first revolution of communication from 
anywhere and anytime — Interconnected over Cellular (IoC). 

Then came 1G, 2G and beyond, all predominantly voice communica- 
tions transmitted through packet data communications which existed not for 
connected people but for connected machines. SMS and Global roaming 
are the highlights of GSM/CDMA networks. 2.5G paved the way for data 
communications over the cellular networks and Blackberry email became the 
first real killer application. 

But Apple's iOS and App store created the major revolution in connecting 
people, the easiest way of using data over the cellular. This is a real loS — 
Internet of Smartphones. Then came Android that made it possible to smartly 
connect most of the population of the world in a cost effective way. The App 
store and the Play store have become the killer applications, those who did 
not make it to the stores went out of business (of phones). Evidently Over The 
Top (OTT) services have started to dominate as connections are saturated but 
their attributes such as Speed and Services are continuing to evolve. 

Today we have over 6 billion connected phones. Human communication is 
evolving towards high bandwidth, advancement and enrichment of customer 
experience. Connecting things and enabling the communication of things with 
humans shall open up enormous applications in the ever evolving digital space. 


5.5.3.2 Predictive 

The global population is not going to double anytime soon which means that 
there is a finite number of possible connections. Hence connections need to 
go beyond the people. loT is connecting anything whether living or nonliving. 
If we associate 100 things to every individual per day and organize them into 
subsets of things, the potential connections are going to be beyond 600 Billion 
and possibly past trillions. Ultimately it will hit the Smart Dust dream. This 
opens up almost infinite possibility of connections. OTIoT — Applications and 
Services On Top of Internet of Things (OTIoT) shall play a major role and will 
change business models and the way business is conducted. This is nothing 
but the OTT of today but in a more powerful and multi-fold method. 
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5.5.3.3 Further enhancing CX with cross communication 

with things 
Internet of human and things (IoHT) shall open up many applications. 
Figure 5.7 shows an application in which connected shoes can remind a person, 
“Don’t wear me today since you need shoes with spikes as it is going to snow 
after two hours”, or it might even become smart enough to be provisioned to 
be a spiky shoe for that period of the day! 

Referring Figure 5.7, a dog can be digitally enabled to pre alert that 
there is a jam at exit A and so it may be better to take exit B as they 
will be communicating live! Practically anything and everything will start 
communicating and the level of smartness shall be provisioned by the OTIoT 
services. 


Troficjam at Exit A; 


better ask your human 


Figure 5.7 Applications — Internet of Human and Things (IoHT). 


Aakash Vaani, announcement from the heaven in ancient Indian mythology 
can be made a reality. A prediction can be made to such an extent that a 
person can be alerted so precisely, that if he or she takes a particular route 
at a particular time, he or she shall meet with an accident. This is because of 
all the things that are communicating and time synchronized with the traffic 
pattern & behaviour, making a scientific prediction of astrology a reality! 


5.5.3.4 Prescriptive 
GOD (Generator; Operator; Destroyer) made the living things. Man made 
the non-living thing, the machines such as aeroplanes etc. 

Getting on to making the non-living things communicating among them- 
selves and also with the living things, Man is becoming GOD of devices. 
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Hypothetically, man can make the corpses, the non-living things communica- 
ble and also can preserve the bodies with the wearable suit. With the historical 
data that have been collected over the living period can be made available to 
the wearable suit and can make the non-living body completely emulating the 
living body. It shall be nothing but a Human Disaster Recovery (HDR). 

Additionally, extra knowledge can be provisioned to make it smarter than 
it was. In conclusions, a new sense is being created which is the Digital Sense 
that will eventually become the 6th sense of the human being. Although the 
6th sense will be manmade, let us try to put this to good use to help make 
this world a happy connected, safe and more enjoyable place for all to enjoy. 
Digital innovation through connecting things should be embraced by everyone 
so as to stay connected with the growth of business in the new economy. 


5.6 Conclusions 


Digital Sense, the 6th Sense shall be the future of the digital evolution. 5G 
and beyond shall make the 6th sense a reality, eventually leading to major 
advancements in the human experience and create major applications in 
healthcare to home automation. 
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6.1 Introduction 


Work on International Mobile Telecommunications (IMT) has been ongoing 
for nearly three decades in ITU. This has been an open process which has 
included ITU’s Member States, national and regional standards develop- 
ment organizations, equipment manufacturers, network operators, as well as 
academia and industry forums. 

With the development of the IMT-2000 3G mobile systems and the 
current deployments of the IMT-Advanced 4G systems, this activity has 
revolutionized the way people communicate around the world. ITU is now 
working together with these partners in the same open process to develop the 
standards for IMT-2020. 

A vital element in the standardization process has been the identification 
and global harmonization of frequency bands for the operation of IMT, thereby 
enabling interoperability, roaming and global economies of scale. 

This Chapter outlines the process and timeline for standardizing IMT- 
2020, and the current status of this work. It also provides a perspective of 
the key technical requirements and spectrum aspects to address to finalize the 
standard in 2020. 


6.2 Background 


The second generation of mobile telephone systems were developed in the late 
1980’s and initially deployed in the early 1990’s. Certainly the transition from 
the first to the second generation of mobile phones was characterized by the 
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change from analog to digital communications, but it was also characterized 
by the growing requirement for these sytems to operate on a regional, if not 
global, basis. 

Regional/global operation of these systems was hampered by having 
multiple incompatible standards as well as different frequency bands and 
channel arrangements being used in different parts of the world. This in turn 
had a significant impact on the cost, and hence affordability, of these systems. 
Recognizing this, the ITU membership established a group of experts to study 
the requirements of future public land mobile telecommunications systems 
(FPLMTS). 

Studies on FPLMTS were conducted in the CCIR (the former ITU-R) 
Interim Working Party 8/13, with the first substantive output being a decision 
by the 1992 World Administrative Radiocommunication Conference to iden- 
tify specific frequency bands for the operation of FPLMTS. The studies then 
focussed on developing the set of detailed radio interface specifications for 
FPLMTS. 

ITU-R Task Group 8/1 was established to develop these 3G radio interface 
specifications, which were finally approved in May 2000 in Recommendation 
ITU-R M.1457 — “Detailed specifications of the terrestrial radio interfaces of 
International Mobile Telecommunications-2000 (IMT-2000)" [1]. The name 
change from FPLMTS to IMT and the principles and process for the further 
development of IMT were established by the ITU Radiocommunication 
Assembly 2000 in ITU-R Resolutions 56 [2] and 57 [3]. 

ITU-R Working Party 5D was subsequently established to continue the 
work on IMT. In close collaboration with the relevant national and regional 
standards development organizations, a yearly update process for IMT-2000 
was applied to cater for the evolution and enhancement of the standard. ITU-R 
Recommendations were also developed to address the implementation aspects 
of IMT-2000 such as global circulation of terminal equipment, radio frequency 
channel arrangements and sharing studies between IMT and other radio 
services. In parallel, successive World Radiocommunication Conferences 
have periodically identified additional frequency bands for IMT to cater for 
the rapidly growing demand for mobile communications, particularly mobile 
broadband data. 

At the same time, Working Party 5D initiated work to address the need for a 
global platform on which to build the next generations of mobile services — fast 
data access, unified messaging and broadband multimedia: IMT-Advanced. 
The IMT-Advanced radio interface specifications were finalized in 2012 and 
are specified in Recommendation ITU-R M.2012 — “Detailed specifications of 
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the terrestrial radio interfaces of International Mobile Telecommunications 
Advanced (IMT- Advanced)” [4]. These 4G systems are currently being 
deployed throughout the world, and it is expected that these systems will 
continue to evolve and be enhanced in the coming years. 

With an eye to the longer term requirements, in 2012 Working Party 5D 
then commenced studies on the next phase of development: IMT-2020. It is 
planned to finalize the IMT-2020 specifications in the year 2020. 


6.3 IMT-2020 Standardization Process 


The process for developing the IMT-2020 radio interface specifications is 
shown in Figure 6.1 and is similar to the process that was successfully applied 
in the development of the IMT-2000 and IMT-Advanced standards. It is 
important to stress that the development of the IMT standards is not carried 
out by ITU alone. It is a highly colloborative process with substantial input 
from and coordination with all involved national, regional and international 
standards development organizations, partnerships and fora. 

The first step of the process was to establish the vision for IMT for 2020 and 
beyond, by describing potential user and application trends, growth in traffic, 
technological trends and spectrum implications, and by providing guidelines 
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Figure 6.1 The IMT-2020 standardization process. 
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on the framework and the capabilities for IMT for 2020 and beyond. This 
work reached a significant milestone with the approval of Recommendation 
ITU-R M.2083 — “IMT Vision — Framework and overall objectives of the 
future development of IMT for 2020 and beyond" [5] in September 2015. 

The ITU has now issued the invitation for submission of proposals for 
candidate radio interface technologies for the terrestrial components of the 
radio interface(s) for IMT-2020 and invitation to participate in their subsequent 
evaluation in Circular Letter 5/LCCE/59 [6] on 22 March 2016. 

The next step, planned for 2016-2017, has now commenced, with studies 
being undertaken to review how best to make use of the spectrum identified for 
IMT at world radiocommunication conferences (WRCs), including the recent 
WRC-15 held in November 2015. It will also be necessary to establish the 
detailed technical requirements and a set of criteria to support the evaluation 
of proposals for the radio interfaces for IMT-2020. 

The submission of proposals is expected to begin in October 2017 and end 
by mid-2019. The evaluations against the criteria will then be carried out by 
independent evaluation groups established for this purpose, and participation 
in these groups is not limited to ITU members. In the past there has been a 
very good level of participation in these evaluation activities with the active 
involvement of Administrations, equipment manufacturers, network operators 
and academia. 

The evaluation reports from the evaluation groups are presented and 
considered in Working Party 5D and form a basis for developing the consensus 
on which proposed interfaces should be included in the IMT-2020 standard. 

While the 2015 World Radiocommunication Conference made good 
progress in identifying additional frequency bands and globally harmonized 
arrangements below 6 GHz for the operation of IMT, it also recognized the 
potential future requirement for large contiguous blocks of spectrum for this 
application. Consequently, it called for 11 frequency bands above 24 GHz 
to be studied by ITU-R as bands that may be identified for future use by 
IMT at the next World Radiocommunication Conference in 2019 (WRC-19). 
As a parallel activity, the bands considered as suitable for IMT operation 
need to be identified and sharing studies associated with the use of these 
bands need to be conducted in preparation for WRC-19, and these decisions 
regarding spectrum use will need to be taken into account in developing the 
final IMT-2020 specifications. 

The overall timeline for the standardization of IMT-2020 is presented in 
Figure 6.2, with final approval of the IMT-2020 specifications expected in 
around the 3rd quarter of 2020. 


6.4 Overview of IMT-2020 73 


2014 2015 2016 2017 2018 2019 2020 


Apwre-15 A) WRC-19 


Note: While not expe ted to change, details moy be adjusted if warranted. 


Figure 6.2 Overall timeline for the standardization of IMT-2020. 


6.4 Overview of IMT-2020 


It is envisaged that IMT-2020 will expand and support diverse usage sce- 
narios and applications that will extend beyond those currently supported 
by IMT systems. A broad variety of capabilities will need to be tightly 
coupled with these intended different usage scenarios and applications for 
IMT-2020. 


6.4.1 Usage Scenarios of IMT-2020 


Three main usage scenarios for IMT-2020 have been identified in Recommen- 
dation ITU-R M.2083, “IMT Vision — Framework and overall objectives of 
the future development of IMT for 2020 and beyond”, which are enhanced 
mobile broadband, ultra-reliable and low latency communications, and mas- 
sive machine-type communications. Additional use cases are expected to 
emerge, which are currently not foreseen. For future IMT, flexibility will be 
necessary to adapt to new use cases that come with a widely varying range of 
requirements. 

IMT-2020 will encompass a large number of different features. Depending 
on the circumstances and the different needs in different countries, future IMT 
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Figure 6.3 Usage scenarios of IMT-2020. 


systems should be designed in a highly modular manner so that not all features 
have to be implemented in all networks. 

Figure 6.3 illustrates some examples of envisioned usage scenarios for 
IMT-2020. 


6.4.2 Capabilities of IMT-2020 


IMT-2020 systems are mobile systems that include the new capabilities of 
IMT that go beyond those of IMT-Advanced. IMT-2020 systems will need 
to support low to high mobility applications and a wide range of data rates 
in accordance with user and service demands in multiple usage scenarios. 
IMT-2020 also needs to have capabilities for high quality multimedia appli- 
cations within a wide range of services and platforms, providing a significant 
improvement in performance and quality of service. The key design principles 
of capabilities of IMT-2020 are flexibility and diversity to serve many different 
use cases and scenarios. 

The following eight parameters are considered to be key capabilities of 
IMT-2020: 


Peak data rate 
Maximum achievable data rate under ideal conditions per user/device 
(in Gbit/s). 
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User experienced data rate 
Achievable data rate that is available ubiquitously across the coverage area 
to a mobile user/device (in Mbit/s or Gbit/s). 


Latency 
The contribution by the radio network to the time from when the source 
sends a packet to when the destination receives it (in ms). 


Mobility 

Maximum speed at which a defined QoS and seamless transfer between 
radio nodes which may belong to different layers and/or radio access 
technologies (multi-layer/-RAT) can be achieved (in km/h). 


Connection density 
Total number of connected and/or accessible devices per unit area 
(per km?). 


Energy efficiency 
Energy efficiency has two aspects: 


e onthe network side, energy efficiency refers to the quantity of information 
bits transmitted to/received from users, per unit of energy consumption 
of the radio access network (RAN) (in bit/Joule); 

e on the device side, energy efficiency refers to quantity of information 
bits per unit of energy consumption of the communication module (in 
bit/Joule). 


Spectrum efficiency 
Average data throughput per unit of spectrum resource and per cell 
(bit/s/Hz). 


Area traffic capacity 

Total traffic throughput served per geographic area (in Mbit/s/m?). 

The key capabilities of IMT-2020 are shown in Figure 6.4, compared with 
those of IMT Advanced. 


6.5 Key Technology Enablers 


Report ITU-R M.2320 [7] provides a broad view of future technical aspects 
of terrestrial IMT systems considering the timeframe 2015—2020 and beyond. 
It includes information on technical and operational characteristics of IMT 
systems, including the evolution of IMT through advances in technology and 
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Figure 6.4 Enhancement of key capabilities from IMT-Advanced to IMT-2020. 


spectrally-efficient techniques, and their deployment. Key technologies that 
are expected to influence the development of IMT-2020 are briefly described 
below. 


6.5.1 Technologies to Enhance the Radio Interface 


Advanced waveforms, modulation and coding, and multiple access schemes, 
e.g., filtered OFDM (FOFDM), filter bank multi-carrier modulation (FBMC), 
pattern division multiple access (PDMA), sparse code multiple access 
(SCMA), interleave division multiple access (IDMA) and low density 
spreading (LDS) may improve the spectral efficiency of the future IMT 
systems. 

Advanced antenna technologies such as 3D-beamforming (3D-BF), active 
antenna system (AAS), massive MIMO and network MIMO will achieve 
better spectrum efficiency. 
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In addition, TDD-FDD joint operation, dual connectivity and dynamic 
TDD can enhance the spectrum flexibility. 

Simultaneous transmission and reception on the same frequency with self- 
interference cancellation could also increase spectrum efficiency. 

Other techniques such as flexible backhaul and dynamic radio access 
configurations can also enable enhancements to the radio interface. 

In small cells, higher-order modulation and modifications to the reference- 
signal structure with reduced overhead may provide performance enhance- 
ments due to lower mobility in small cell deployments and potentially higher 
signal-to interference ratios compared to the wide-area case. 

Flexible spectrum usage, joint management of multiple radio access 
technologies (RATs) and flexible uplink/downlink resource allocation, can 
provide technical solutions to address the growing traffic demand in the future 
and may allow more efficient use of radio resources. 


6.5.2 Network Technologies 


Future IMT will require more flexible network nodes which are configurable 
based on the Software-Defined Networking (SDN) architecture and network 
function virtualization (NFV) for optimal processing the node functions and 
improving the operational efficiency of network. 

Featuring centralized and collaborative system operation, the cloud RAN 
(C-RAN) encompasses the baseband and higher layer processing resources to 
form a pool so that these resources can be managed and allocated dynamically 
on demand, while the radio units and antenna are deployed in a distributed 
manner. 

The radio access network (RAN) architecture should support a wide range 
of options for inter-cell coordination schemes. The advanced self organizing 
network (SON) technology is one example solution to enable operators to 
improve the OPEX efficiency of the multi-RAT and multi-layer network, while 
satisfying the increasing throughput requirement of subscribers. 


6.5.3 Technologies to Enhance Mobile Broadband Scenarios 


A relay based multi-hop network can greatly enhance the Quality of Service 
(QoS) of cell edge users. Small-cell deployment can improve the QoS of users 
by decreasing the number of users in a cell and user quality of experience can 
be enhanced. 

Dynamic adaptive streaming over HTTP (DASH) enhancement is 
expected to improve user experience and accommodate more video streaming 
content in existing infrastructure. 
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Bandwidth saving and transmission efficiency improvement is an evolving 
trend for Evolved Multimedia Broadcast and Multicast Service (eMBMS). 
Dynamic switching between unicast and multicast transmission can be 
beneficial. 

IMT systems currently provide support for RLAN interworking, at the 
core network level, including seamless as well as non-seamless mobility, and 
can offload traffic from cellular networks into license-exempt spectrum bands. 

Context aware applications may provide more personalized services that 
ensure high QoE for the end user and proactive adaptation to the changing 
context. 

Proximity-based techniques can provide applications with information 
whether two devices are in close proximity of each other, as well as enabling 
direct device-to-device (D2D) communication. Group communication, 
including push-to-talk type of communication, is highly desirable for public 
safety applications. 


6.5.4 Technologies to Enhance Massive Machine Type 
Communications 


Future IMT systems are expected to connect a large number of M2M devices 
with a range of performance and operational requirements, with further 
improvement of low-cost and low complexity device types as well as extension 
of coverage. 


6.5.5 Technologies to Enhance Ultra-reliable and Low Latency 
Communications 


To achieve ultra-low latency, the data and control planes may both require 
significant enhancements and new technical solutions addressing both the 
radio interface and network architecture aspects. 

It is envisioned that future wireless systems will, to a larger extent, also be 
used in the context of machine-to-machine communications, for instance in the 
field of traffic safety, traffic efficiency, smart grid, e-health, wireless industry 
automation, augmented reality, remote tactile control and tele-protection, 
requiring high reliability techniques. 


6.5.6 Technologies to Improve Network Energy Efficiency 


In order to enhance energy efficiency, energy consumption should be 
considered in the protocol design. 
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The energy efficiency of a network can be improved by both reducing 
RF transmit power and saving circuit power. To enhance energy efficiency, 
the traffic variation characteristic of different users should be well exploited 
for adaptive resource management. Examples include discontinuous trans- 
mission (DTX), base station and antenna muting, and traffic balancing among 
multiple RATS. 


6.5.7 Terminal Technologies 


The mobile terminal will become a more human friendly companion as a multi- 
purpose Information and Communication Technology (ICT) device for per- 
sonal office and entertainment, and will also evolve from being predominantly 
a hand-held smart phone to also include wearable smart devices. 

Technologies for chip, battery, and display should therefore be further 
improved. 


6.5.8 Technologies to Enhance Privacy and Security 


Future IMT systems need to provide robust and secure solutions to counter 
the threats to security and privacy brought by new radio technologies, new 
services and new deployment cases. 


6.6 Spectrum for IMT Operation 


This Section discusses about needs for IMT operation spectrum as well as 
harmonization, identification and technical issues on spectrum for IMT. 


6.6.1 Spectrum Requirements 


Report ITU-R M.2290 [8] provides the results of studies on estimated global 
spectrum requirements for terrestrial IMT in the year 2020. The estimated 
total requirements include spectrum already identified for IMT plus additional 
spectrum requirements. 

It is noted that no single frequency range satisfies all the criteria required 
to deploy IMT systems, particularly in countries with diverse geographic and 
population density; therefore, to meet the capacity and coverage requirements 
of IMT systems multiple frequency ranges would be needed. It should be 
noted that there are differences in the markets and deployments and timings 
of the mobile data growth in different countries. 

For future IMT systems in the year 2020 and beyond, contiguous and 
broader channel bandwidths than available to current IMT systems would be 
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desirable to support continued growth. Therefore, availability of spectrum 
resources that could support broader, contiguous channel bandwidths in this 
time frame should be explored. 


6.6.2 Studies on Technical Feasibility of IMT between 
6 and 100 GHz 


Report ITU-R M.2376 [9] provides information on the technical feasibility of 
IMT in the frequencies between 6 and 100 GHz. It includes information on 
potential new IMT radio technologies and system approaches, which could be 
appropriate for operation in this frequency range. The potential advantages of 
using the same spectrum for both access and fronthaul/backhaul, as compared 
with using two different frequencies for access and fronthaul/backhaul, are 
also described in the Report. The theoretical assessment, simulations, mea- 
surements, technology development and prototyping described in the Report 
indicate that utilizing the bands between 6 and 100 GHz is feasible for studied 
IMT deployment scenarios, and could be considered for the development of 
IMT for 2020 and beyond. 


6.6.3 Spectrum Harmonization 


Where radio systems are to be used globally, it is highly desirable for 
existing and newly allocated spectrum to be harmonized. The benefits of 
spectrum harmonization include: facilitating economies of scale, enabling 
global roaming, reducing equipment design complexity, preserving battery 
life, improving spectrum efficiency and potentially reducing cross border 
interference. 

Mobile devices typically contain multiple antennas and associated radio 
frequency front-ends to enable operation in multiple bands to facilitate 
roaming. While mobile devices can benefit from common chipsets, variances 
in frequency arrangements necessitate different components to accommodate 
these differences, which leads to higher equipment design complexity. 

Consequently, harmonization of spectrum for IMT will lead to simpli- 
fication and commonality of equipment, which is desirable for achieving 
economies of scale and affordability of equipment. 


6.6.4 Spectrum Identification 


As mentioned previously, it was by a decision by the 1992 World Administra- 
tive Radiocommunication Conference that the first specific frequency bands 
for the operation of FPLMTS (now IMT) were identified in the ITU Radio 
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Regulations, the international treaty governing the use of the radio frequency 
spectrum and satellite orbits. Identification of a frequency band in the Radio 
Regulations does not afford any priority for such use with respect to other 
radio services allocated to that spectrum, but it does provide a clear signal to 
the national regulators for their spectrum planning, and also provides a degree 
of confidence for equipment manufacturers and network operators to make 
the long term investments necessary to develop IMT in these bands. 

Since then, successive World Radiocommunication Conferences have 
periodically identified additional frequency bands for IMT within the range 
of 450 MHz to 6 GHz to cater for the rapidly growing demand for mobile 
communications, particularly mobile broadband data. 

While the 2015 World Radiocommunication Conference made good 
progress in identifying additional frequency bands and globally harmonized 
arrangements below 6 GHz for the operation of IMT, it also recognized a 
potential future requirement for large contiguous blocks of spectrum at higher 
frequencies for these systems. 

Consequently, it called for 11 frequency bands above 24 GHz to be studied 
by ITU-R as bands that may be identified for use by IMT at the World 
Radiocommunication Conference in 2019 (WRC-19). The frequency bands 
to be studied are shown in Table 6.1 below. 

As can be seen, the different bands span from around 24 GHz up to 86 GHz. 
While some of those bands are already allocated for the operation of mobile 
services in the Radio Regulations, others would require a mobile service 
allocation in addition to an identification for operation of IMT systems. 

The focus of these studies should be to identify a limited subset of 
these bands that are recommended to be identified globally for use by IMT. 
The studies on these bands will be conducted in a Task Group of ITU-R 
Study Group 5, and the results of the studies will be included in the 
Conference Preparatory Meeting report to the World Radiocommunication 
Conference 2019. 


Table 6.1 Bands under study for IMT identification by WRC-19 
Existing Mobile Allocation No Global Mobile Allocation 
24.25 GHz-27.5 GHz 31.8-33.4 GHz 
37-40.5 GHz 40.5 -42.5 GHz 
42.5-43.5 GHz 
45.5-47 GHz 47-47.2 GHz 
47.2-50.2 GHz 
50.4-52.6 GHz 
66-76 GHz 
81-86 GHz 
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6.7 Conclusions 


The scope of IMT-2020 is much broader than the previous generations of 
mobile broadband communication systems. We are talking here about not just 
an enhancement to the traditional mobile broadband scenarios, but extending 
the application of this technology to use cases involving ultra-reliable and 
low latency communications, and massive machine-type communications. 
The ITU’s work in developing the specifications for IMT-2020, in close 
collaboration with the whole gamut of 5G stakeholders, is now well underway, 
along with the associated spectrum management and spectrum identification 
aspects. 

IMT is the enabler of new trends in communication devices — from 
the connected car and intelligent transport systems to augmented reality, 
holography, and wearable devices, and a key enabler to meet social needs 
in the areas of mobile education, connected health and emergency telecom- 
munications. E-applications are transforming the way we do business and 
govern our countries, and smart cities are pointing the way to cleaner, safer, 
more comfortable lives in our urban conglomerates. Certainly, IMT-2020 will 
be a cornerstone for all of the activities related to attaining the goals in the 
2030 Agenda for Sustainable Development. 
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7.1 Introduction 


This chapter studies the network layer effects of denial of service (DoS) in 
5G wireless networks. DoS attacks by malicious nodes have mostly been 
researched in terms of their effect on the physical layer (i.e., loss of wireless 
connectivity) for the good nodes or in terms of loss of services for the good 
nodes. However, one vital consequence of DoS on the network layer is that it 
can cause unreliable, disconnected networks. This chapter presents an analysis 
to study the connectivity of ad hoc 3G networks under DoS. The ad hoc 
network is modeled as a random geometric graph and an approximation for 
the probability that the network is disconnected due to DoS is determined. This 
research indicates that in the absence of suitable defense mechanisms, DoS 
can disconnect a network with significantly high probability. Then, alleviation 
of this effect by cooperation among good users is discussed. For this, spectrum 
decision protocols are analyzed, in which good users make individual spectrum 
decisions to detect DoS and then exchange individual sensing results with their 
one-hop neighbors (i.e., a distributed protocol) or with a centralized controller 
(a centralized protocol) to increase resilience to DoS. Our distributed protocol 
can reduce the probability of the network becoming disconnected under DoS 
by 31% to two orders of magnitude. The centralized protocol can almost 
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eliminate the effect of DoS on the network layer under certain spatial density 
of malicious users. 

The number of connected Internet devices is expected to reach 50 billion 
by the year 2020 [1]. The Fifth generation (5G) wireless networks vision is to 
provide connectivity with low latency, enhanced quality-of-service (QoS), low 
energy, mobility, large spectral efficiency for all the devices taking into account 
the growth in the number of devices [2]. This motivated the deployment of 
unlicensed access to the 4G long term evolution (LTE) networks [3]. In the 
recent AWS-3 spectrum auction, cellular companies spent $44.9 billion for 
licenses to 65 MHz of spectrum [4]. Though unlicensed spectrum is less 
valuable to cellular companies due to stricter transmission rules and the 
inability to limit other interferers, the potential to use such bands to augment 
capacity in certain areas is attractive because devices can use these bands at no 
cost. For example, in 2014, up to 46% of potential cellular data was offloaded 
to Wi-Fi [5]. 

Dynamic spectrum access (DSA) [6] based cognitive radio networks [7] 
are expected to be an integral part of 5G wireless networks. Device-to-device 
(D2D) communication is also recognized as one of the technology components 
of the evolving 5G architecture by the European Union project, Mobile and 
wireless communications Enablers for the Twenty-twenty Information Society 
(METIS) [8]. Integration of D2D communication into incumbent 3GPP 
networks was discussed in [9]. Ye et al. [10] compared infrastructure vs ad hoc 
mode of communication for D2D communications and found ad hoc mode 
to be better. More detailed analysis for the achievable rates and signal-to- 
interference-noise-ratio (SINR) distributions were provided in [11]. Since 
D2D communications take place without infrastructure, it is essential to 
efficiently design ad hoc 5G wireless networks. 

The access of LTE devices to unlicensed spectrum (or D2D communi- 
cations) is achieved by “listen before talk (LBT)" spectrum etiquette [3] 
similar to the secondary user spectrum etiquette in dynamic spectrum access 
(DSA) networks [12]. Al-Dulaimi et al. proposed a modified LBT etiquette to 
take into account the interference constraints on Wi-Fi users [13]. However, 
the access to unrestricted unlicensed spectrum or D2D communications can 
be susceptible to denial of service (DoS) attacks [14], which have not been 
discussed in detail for 3G wireless networks. Few types of DoS attacks and 
their mitigation are discussed in [15, 16]. Li et al. discuss denial of service 
attacks and malicious attacks [15], where in DoS is measured based on loss of 
QoS and frequencies that experience DoS are black-listed. Such mechanisms 
can end up being inadequate because it results in false alarms although the 
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probability of detection is large [17]. In [16], Klassen and Yang perform 
NS-3 based simulations to show that DoS attack can be mitigated by intrusion 
detection. However, these studies are not applicable to 5G wireless networks 
because in unlicensed access, malicious nodes can neither be localized nor 
identified. 

The DoS attack that 5G networks are susceptible to, is similar to primary 
user emulation attack (PUEA), introduced in [18, 19], unique to cognitive radio 
enabled dynamic spectrum access (DSA) networks [20]. In this type of attack, a 
set of malicious secondary users mimic the primary transmitter, leading other 
secondary users to believe that a primary user is active, when, in fact, it is 
not. This makes the good (non-malicious) secondary users, following normal 
spectrum evacuation process, to vacate the spectrum unnecessarily, causing 
spectrum wastage. PUEA was first discussed by Chen et al. in [18] and [19]. 
In [18], two mechanisms to detect PUEA were proposed, namely, the distance 
ratio test and the distance difference test based on the correlation between 
the length of wireless link and the received signal strength. In [19], a defense 
mechanism against PUEA was proposed by locating the spurious transmission 
via an underlying sensor network and comparing it with the known location 
of the primary transmitter. Anand et al. presented the first analytical model 
to characterize the probability of successful PUEA based on energy detection 
in [21]. Jin et al. then proposed two hypothesis test based approaches [22, 23], 
which enable each individual good secondary user to detect PUEA. 

In the literature, PUEA or DoS in general, has mostly been studied from 
the perspective of its impact on the physical (PHY) layer, but DoS can also 
affect the performance of DSA networks at higher layers. 

As an example, at the link layer, DoS can cause blocking of new calls 
and dropping of ongoing calls for delay intolerant traffic and cause additional 
delay for delay tolerant traffic. Jin et al. presented the first analysis of link layer 
effects of DoS attacks in [24] and [25], where it was shown how PUEA can 
adversely affect the link layer performance if it is not carefully addressed. 
DoS also affects connectivity of the network. Xing and Wang discussed 
connectivity of ad hoc networks subject to DoS attacks [26]. However, 
they only analyzed nodes that get isolated (1.e., have no links incident on 
them). As will be shown in the example in Section 7.2, DoS can disconnect 
a networks without necessarily creating isolated nodes. Therefore, a more 
detailed analysis of the connectivity of ad hoc networks under DoS is required. 

This chapter, addresses two issues regarding the network level impact of 
DoS, i.e., (1) Can DoS also affect the network connectivity of ad hoc 5G 
wireless networks? and (ii) Can good users collaborate in a centralized and 


88 Connectivity of Ad hoc 5G Wireless Networks 


distributed manner, to mitigate the adverse effect of DoS on the network 
layer? 

First, the ad hoc network is modeled as a random geometric graph and 
an Erdós-Rényi graph based approximate analysis is performed to compute 
the probability that DoS disconnects the network. Then, centralized [27] and 
distributed [28] cooperation between the good users is studied to mitigate this 
effect of DoS. Results indicate that for a small network (a network with 100 
secondary users or less), a 5% probability of successful DoS attack results in a 
significantly large (more than 20%) probability of disconnecting a connected 
ad hoc network. For small number of malicious users, the centralized protocol 
proposed in [27] can almost surely guarantee a connected network even in the 
presence of DoS. For large number of malicious users, the centralized protocol 
can reduce the probability of the network being disconnected as a consequence 
of DoS, by about 20%. The distributed protocol presented in [28], can reduce 
the probability of DoS causing a disconnected network, by about 30% to two 
orders of magnitude. 


7.2 Problem Definition 


Consider an example ad-hoc network with three available channels, as shown 
in Figure 7.1. Nodes communicate with each other using one of three spectrum 
bands. Figure 7.1 shows a snapshot in which node-pairs (A, D), (B, C) and 
(E, F) communicate on channel 1. 


a D 
_ a i e 1 
3 > e d Good User 
B | joo 
ntm = e j a e Malicious User 
QQ z 
Figure 7.1 A typical ad-hoc network. Nodes A and D are cut-vertices. If DoS is success- 


fully launched on channel 1, node-pairs (A, D), (B, C) and (E, F) will vacate channel 1, 
thereby resulting in a disconnected network. 
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If DoS is successfully launched on channel 1, then these node-pairs need 
to look for another channel for communication. Since all the three available 
channels are already in use, these node-pairs cannot find an alternate channel 
and hence lose the connectivity between them. Since A and D form the cut- 
vertices of the network, the set of nodes, (A, B, C] will find no means of 
reaching the set of nodes, (D, E, F}, thus rendering the network disconnected 
and hence, unreliable. Based on this example, it can be argued that DoS can 
affect the network layer performance of ad hoc networks adversely, if it is not 
carefully mitigated. 

Since the primary function of the network layer is the routing of data 
packets to their destinations, a basic requirement for efficient network layer 
performance is the connectivity of the underlying ad hoc network graph. The 
good users form the vertices of the underlying network graph and two vertices 
share an edge if the corresponding secondary users are one hop neighbors, 
1.e., they are within a specified radio “hearing distance”, R, from each other. 
The network itself is connected if it is possible for packets from any node to 
reach any other node (possibly over several hops). One metric that can be used 
to measure the network layer performance is the probability of the network 
being connected. 

If malicious users launch a DoS attack, some of the good users may 
succumb to the attack and evacuate the spectrum band, while some may 
be able to detect the attack and stay in the band. As shown in Figure 7.2, 
the set of remaining nodes could possibly remain connected to each other or 
could also form a disconnected network where at least two nodes cannot 
reach each other. The probability that the network becomes disconnected 
under DoS, is used as a metric to gauge the severity of the attack. The 
analysis for the case when the network is connected before DoS is launched, 
is presented. The analysis can easily be extended to the case when the 
network is disconnected before DoS, by studying each connected component 
separately. 


The objectives in this chapter are as follows. 


e Develop an analysis to measure the probability that DoS disconnects a 
connected ad hoc network. 

e Study the probability that DoS renders a connected ad hoc network, 
disconnected, when deploying the centralized protocol developed in [27] 
and the distributed protocol developed in [28] are deployed. 
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(a) Connected network after DoS attack (b) Disconnected network 


after DoS attack 


Figure 7.2 A connected ad hoc network with users independently and uniformly distributed 
in an L x L grid. All users have "hearing distance" R, within which they can communicate 
with each other. Each user could potentially be affected by DoS. The users succumb to the 
attack are marked red and have to be removed, along with all associated links. The removal of 
the DoS victims could lead to either a connected or disconnected network. 


7.3 Connectivity Analysis 


The underlying network graph can be modeled as a random geometric 
graph [29], where each vertex represents a good user and an edge between two 
vertices indicates that the two corresponding users are within a distance, R, 
of each other. The DSA network can be viewed as a random geometric graph 
G(N, pij), where N denotes the number of vertices (users), and p;; denotes 
the probability that there exists an edge between the ith and the jth vertices, 
1.e., the probability that vertices i and j are less than a distance R apart. Note 
that Pij = Dji,V 1, J. 

The probability, pij, is computed as follows. Let node i be located at (xj, yi) 
and node j be located at (xj, yj). The co-ordinates, xi, yj, x; and y; are all 
independent and uniformly distributed in (0, L). Conditioned on x; and yj, the 
probability, pij (xi, yi) can be written as 


1 max Tmax 
pij (vi, Yi) = n] f dx jdyj, (7.1) 
Yj x 


=Ymin j—Tmin 
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where 


Xmin= max(0, x;—4/ R2— (yi—yj)^), Xmax = min(L, xi--4/ R2- (yi—y;)?), 


Ymin= max(0, y; —R) and ymax= min(L, yi+R). Averaging over x; and yi, 
pij is obtained as 


1 fe L 
Pij = n] A pij vi, yi) dvidyi, (7.2) 
yi—0 J z;—0 
which is independent of i and j since x;, y;, x; and y; are all mutually 
independent and identically distributed. Therefore, p;; in Equation (7.2) can 
be written as p and the random geometric graph can be represented as G(N, p). 
First, the probability that G(N, p) is connected needs to be computed. Since 
the analysis of random geometric graphs is complex because some links 
are dependent on others due to triangle inequality [29], the graph is analyzed 
as if it were a Erdós-Rényi graph [30]!. 

Let pe(N) denote the probability that G(N, p) is connected and q(N) + 
1—p¿(N) denote the probability that G(N, p) is disconnected. When G(N, p) 
is disconnected, any arbitrary vertex, i, must belong to a component with 
k vertices, 1 < k € N—1. Let G(k, p) denote the sub-graph that contains the 
arbitrary vertex, i. An arbitrary vertex, i, belongs to a component with exactly, 
k vertices, with probability, p? (k), when G(k, p) is connected and there is 
no edge from any vertex in G(k, p) to any of the remaining N — k vertices. 
Therefore, pË (k) can be written as 


p? (k) 2p.(k)(1 — p)K 9 (7.3) 


The probability that G(N, p`) is initially disconnected, q(N), can then be 
written as 


N-1 
ay) = Y, (Er Jea apy (7.4) 


and hence, the probability that G(N, p) is initially connected, p.(N), can then 
be written as 


N-1 
azi es (pupa A (7.5) 
k=1 


'Such approximations have been done in the past, e.g., [31]. 
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Now, it is essential to calculate the probability that DoS disconnects an 
initially connected network. All nodes succumb to DoS with probability, ppos 
independent of each other. When a node is affected by DoS, the node and 
all edges incident on the node have to be removed. This is equivalent to 
independently and randomly removing vertices in G(N, p`), along with all 
associated links, with probability ppos. There moval, thus, can be modeled as a 
Bernoulli trial with success probability ppos. Hence, the number of secondary 
users becoming victims of DoS, npos, is binomially distributed, i.e., npos ~ 
Binomial (N, ppos). After the removal process is completed, the resultant 
graph is modeled as a new random Erdós-Rényi graph G(N, p), where 
p = pand N is given by 


Ñ = N — E[npos] = N(1— poss). (7.6) 


The probability that G(N,p) is connected, p(Ñ ), can be obtained from 
Equation (7.5). The probability that DoS disconnects a network that is initi- 
ally connected, i.e., the conditional probability, P. (G(N, p) disconnected] 
G(N, p)connected ), denoted by paisconnect; can be written as 


l E P.(G(N, p)connected, G(N, p)connected) 
Ddisconnect — PG (N, P ea] 


(7.7) 
Since the event that G(N, p) is connected is a subset of the event that G(N, p) 
is connected, Pdisconnect can be evaluated as 


| m P AGN , P)connected } 2d pe(N) 
Pdisconnect = P. (G(N, p )connected} pe(N) 


(7.8) 


where p,(.) is given by Equation (7.5). 

The discussion thus far for the derivation of paisconnect in Equation (7.8) 
does not consider any defense mechanisms against DoS. It is noted from 
Equation (7.8) that the factor that can be controlled to reduce the value 
Of Paisconnect 18 the probability that nodes succumb to PUEA, ppos. One 
can reduce ppos by deploying the detection mechanism for each individual 
secondary user, specified in [27]. The value of ppos can be further reduced by 
deploying the centralized protocol presented in [27] or the distributed protocol 
developed in [28]. The centralized protocol developed in [27] is more efficient 
in keeping the network connected even in the presence of DoS attacks (as will 
be seen in Section 7.4), but requires the presence of a centralized controller, 
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which may or may not be possible in all DSA networks. The distributed 
protocol is not as efficient as the centralized protocol (as will be observed 
from the results depicted in Section 7.4), but is less complex to implement. 


7.4 Results and Discussions 


The locations of all the users including both good and malicious users are 
considered to be uniformly distributed in a 2000 m x 2000 m square grid (i.e., 
L = 2000). Each user has a transmission range of R = 250 m [7]. Plugging in 
these values in Equations (7.1) and (7.2), p — 0.0436. The number of users in 
the network (i.e., the number of vertices in G(N, p)), N, is set as 100, 200 and 
500, respectively. First, the effect of DoS on the connectivity of the network 
is evaluated. For this, the probability of successful DoS attack, ppos, is varied 
from O to 1 in increments of 0.05. Figure 7.3(a) depicts the probabilities 
that DoS disconnects an initially connected ad hoc network (i.e., Pdisconnect 
specified in Equation (7.8)) with different numbers of users. The legends in 
Figure 7.3(a) are explained as follows. The numbers “100”, “200” and “500” 
represent 100, 200 and 500 secondary users in the network, respectively, while 
the parenthesized letters *S" and "A" represent simulations results (obtained 
by C based simulations on UBUNTU Linux platform) and analytical results 
(using the analysis presented in Section 7.3), respectively. 
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Figure7.3 Comparison of probability that PUEA disconnects an initially connected network 
with different numbers of secondary users, N and different values of the probability that 
any two secondary users have a link, p. In Figure (a), p = 0.0436. The numbers “100”, 
“200” and “500” in the legends represent 100, 200 and 500 secondary users in the network, 
respectively, while the parenthesized letters “S” and “A” represent the results from simulations 
and analysis, respectively. In Figure (b), The numbers “0.02”, “0.03”, “0.04”, “0.05” and 
“0.06” in the legends represent the probabilities that any two secondary users have a direct 
link set as “0.02”, “0.03”, “0.04”, “0.05” and “0.06”, respectively. 
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It can be seen from Figure 7.3(a) that as the number of users increases, the 
network becomes more resilient to disconnectedness under DoS. For example, 
when Ppos = 0.45, the networks with 100 and 200 secondary users can have 
a Pdisconnect Up to about 0.99 and 0.57, respectively, while the network with 
500 secondary users achieves almost 0 for Paisconnect- That is equivalent to 
saying that the network with 500 secondary users would almost surely remain 
connected under DoS as long as the probability of successful DoS attack does 
not exceed 0.45. This is because, as N increases, for the same R, 1.e., for the 
same value of p, the average number of neighbors, Np, increases for each 
node. This means that the degree of each node increases and therefore, the 
probability that the network is connected, increases [29, 30]. Itis also observed 
from Figure 7.3(a) that when the probability of successful DoS attack is high 
enough, e.g., when ppos = 0.9, which is the case in networks with no defense 
mechanisms for DoS, even the network with 500 secondary users becomes 
disconnected under DoS. 

The effect of the probability that any two secondary users have a direct 
link, p, on the probability that DoS disconnects a initially connected network, 
Pdisconnect» 18 also studied. The value of p can be varied in practice, either 
by modifying R or by increasing the area of the square grid, L2. The number 
of secondary users is fixed at N = 200 and the probability of successful 
PUEA ppos is varied from 0 to 1 in increments of 0.05. Figure 7.3(b) depicts 
the probabilities that DoS disconnects an initially connected network with 
respect to ppos for varying values of p. The numbers “0.02”, “0.03”, “0.04”, 
“0.05” and “0.06” in the legends represent p = “0.02”, “0.03”, “0.04”, “0,05” 
and *0.06", respectively. It is observed from Figure 7.3(b) that as p increases 
from 0.02 to 0.06, paisconnect decreases, indicating that the network is more 
likely to remain connected under DoS. For example, when ppos = 0.4 and 
p = 0.02, the network is almost surely disconnected, while for the same 
value of ppos, when p — 0.06, the network is almost surely connected. This 
is intuitively correct because p increases when the grid size, L, decreases or 
when the transmission range, R, increases. In both these cases, more nodes 
tend to be in the transmission range of each other, even after DoS, which, 
in turn, results in more number of edges in the graph after the removal of 
nodes that succumb to DoS, thereby increasing the probability that the graph 
is connected even under DoS attack. However, increase in ppos results in 
removal of more nodes and edges, and canstill disconnect the network with 
a high probability. For example, when ppos > 0.85, the network is almost 
surely disconnected for p < 0.06. 
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Next, the effect of DoS on the network connectivity performance in 
the presence of defense mechanisms for DoS are studied, considering three 
defense mechanisms, (1) the individual detection mechanism proposed in [27], 
(11) the centralized protocol developed in [27] and (iii) the distributed protocol 
developed in [28]. A network with 200 secondary users (i.e., N = 200 vertices 
in G(N, p)) is considered and the strength of DoS is increased by increasing 
the average number of malicious users, E[Nm]. For each value of E[Nm], the 
probability of successful DoS, ppos, is computed for the individual detection 
mechanism, the centralized protocol (according to the analysis described 
in [27]) and for the distributed protocol in [28]. 

Figure 7.4 shows the probabilities that DoS disconnects an initially 
connected network, Pdisconnect, after deploying DoS detection and mitigation 


i Paisconnect 


: —O— - Individual detection 
— ¥ — Centralized protocol 
—EB— Distributed protocol 


Probability of network becoming disconnected 


10 20 30 40 50 60 70 80 90 100 
Average number of malicious users, E[N ] 


Figure 7.4 Comparison on probability that DoS disconnects an initially connected net- 
work after deploying detection and mitigation mechanisms. The probability that any two 
secondary users have a direct link is 0.0436. The legends "Individual detection" represents 
the individual detection mechanism described in [27]. “Centralized protocol" and “Distributed 
protocol" represent the centralized and the distributed protocols proposed in [27] and [28], 
respectively. 
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mechanisms?. It is observed from Figure 7.4 that different DoS detection 
and mitigation mechanisms exhibit significantly different impact on keeping 
the network connected. While the network implementing only the individual 
detection mechanism shows some resilience to DoS compared to the network 
with no defense mechanisms against DoS?, its ability to keep the network 
connected under DoS is still poor. For example, even with 20 malicious users 
launching DoS, the probability of network becoming disconnected is about 0.7. 
This shows that when network level impact is considered, it makes more sense 
for a collaborative approach to spectrum decision than taking an individual 
decision. The results shown in Figure 7.4 indicate that the centralized protocol 
proposed in [27] and the distributed protocol proposed in [28] are effective 
in maintaining the network connected (and hence, increase reliability) under 
DoS. For example, when the network has no more than 60 malicious users, 
the centralized protocol can almost surely maintain the network connected 
under DoS. When the number of malicious users increases, the centralized 
protocol can still reduce the probability of the network becoming disconnected 
due to PUEA by about 20%. The distributed protocol proposed in [28] can 
improve the probability of the network becoming disconnected due to DoS 
by about 31% when the number of malicious users is large. For small number 
of malicious users, the distributed protocol can improve the probability that 
DoS disconnects the network, by two orders of magnitude. 

It is observed that the performance of the distributed protocol is better 
than that of the centralized protocol for lower loads of malicious users. To 
understand this behavior in more detail, the probability of successful DoS 
when deploying the distributed protocol proposed in [28] with that when 
deploying the centralized protocol proposed in [27] are compared and depicted 
in Figure 7.5. It is observed that the distributed protocol outperforms the 
centralized protocol in terms of successfully detecting DoS when the expected 
number of malicious users E[Nm] < 45. For larger number of malicious users, 
the centralized protocol results in smaller probability of successful DoS and 
therefore, smaller probability of a disconnected ad hoc network under DoS. 
The reason for this behavior is explained below. 

In a network with N nodes, let the probability that any node succumbs to 
DoS while implementing the individual detection mechanism alone, be ppos. 
While deploying the centralized protocol in [27], a node finally succumbs 


“The legends “Individual detection” represents the individual detection mechanism 
described in [27], while “Centralized protocol” and “Distributed protocol” represent the 
centralized and the distributed protocols proposed in [27] and in [28], respectively. 

3In such a network, every time DoS is launched, it will succeed with probability one. 


7.4 Results and Discussions 97 


= 


10 


E 
e 


Probability of successful DoS, p DoS 
3 
a 


10° 
10 20 30 40 #50 60 70 80 90 100 


Average number of malicious users, E[N] 


Figure 7.5 Probability of successful DoS by using the centralized protocol in [27] and the 
distributed protocol presented in [28]. 


to DoS if the fraction of nodes individually succumbing to DoS (using the 
individual detection mechanism alone) is greater than a specified threshold, 
i.e., the probability of successful DoS while deploying the centralized protocol, 
pa is approximately written as 


pisniralized < p. { Nyy . > thershold) (7.9) 


In a network deploying the distributed protocol presented in [28], a node 
succumbs to DoS if the node itself and ALL its neighbors succumb to DoS 
while making the individual decision. Therefore, the probability of successful 
DoS while deploying the distributed protocol with a node with No neighbors, 


piistributed can be written as 


pgistibuted - (ppos)™° t! (7.10) 


When the number of malicious users is small, each node can detect DoS better 
while implementing the individual detection mechanism alone, i.e., ppos is 
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small. For smaller values of ppos, the value of PS in Equtaion (7.10) 
is negligible and is likely to be smaller than the value of pe e alee in 
Equation (7.9). However, when the number of malicious users increase, ppos 
increases and the value of pes in Equation (7.10) maybe significantly 
larger than that of Dee in Equation (7.9), resulting in better performance 


for the centralized protocol. 


7.5 Conclusions 


This chapter analyzed the network layer performance of ad hoc 5G wireless 
networks under denial of service attacks, in terms connectivity. The ad hoc 
network was modeled as a random geometric graph and an approximate 
Erdós-Rényi graph based analysis was performed to determine the probability 
that DoS disconnects a connected ad hoc network. Numerical results indicated 
that although connectivity of the network under DoS can be enhanced in a 
denser network, DoS should always be treated with defense mechanisms for 
the network to stay connected when nodes are more vulnerable to the attack. 
The network layer performance when deploying centralized and distributed 
defense mechanisms against DoS was also discussed. The distributed protocol 
reduced the probability of the network becoming disconnected by 31% to 
two orders of magnitude. The centralized protocol was shown to prevent the 
network from becoming disconnected when the number of malicious users is 
small. When the number of malicious users increases, the centralized protocol 
can reduce the probability of DoS disconnecting the network, by about 20%. 
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Error for 5G Networks 
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8.1 Introduction 


High throughput and low cost and latency as well as high reliability, spectral 
efficiency and flexibility are, among others, major requirements of 5G. Another 
remarkable issue for the SG networks is its context-awareness. Context can 
be location. Location-based services are becoming more and more important. 
In this chapter accurate positioning of devices with 5G using flexible wavelet 
packet modulation is addressed. Wavelet Packet modulated (WPM) signal 
can be used for joint communications and ranging (two functionalities in one 
technology). Using wavelet technology the optimal signal will be designed for 
the time-of-arrival (TOA) or time-difference-of-arrival (TDOA) locationing 
when there exists a synchronization error. The focus will be on the wavelet 
packet modulated signal as wavelets have lower sensitivity to distortion and 
interference as a result of synchronization error. Further advantage of wavelet 
technology lies in its flexibility to customize and shape the characteristics 
of the waveforms for 5G radio communication and ranging purposes. In 
addition to the flexibility, the reconfigurability of the wavelet signals is also 
an important characteristic for the successful application of this technology in 
cognitive radio communication and ranging systems. 

There are basically three methods to estimate the position with radio 
signals: Received Signal Strength (RSS), Angle of Arrival (AOA) and Time 
of Arrival (TOA) [1, 2]. Here we focus on the TOA method. In this location 
technique the time of arrival of the signal sent by the mobile agent to be 
positioned is measured at each receiver (access point). The propagation time 
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of each signal is known and is proportional to the distance. As shown in 
Figure 8.1 the measured time provides information in a set of points around 
the circumference of a circle having the radius of distance between the object 
(mobile) and the access point. The intersection of the circles is the mobile’s 
position. Similar to the RSS method, for the 2-D location based on the TOA 
technique, at least three access points are required. Let t1, t2 and t3 denote the 
flight time of the transmitted signal of the object (mobile) to be positioned, 
to the respective receivers (access points). The access points 1, 2 and 3 are 
respectively positioned at locations (0,0), (0,y2) and (x3,y3). Let (x,y) denote 
the coordinates of the handset (object) to be positioned. By estimating the 
time of arrivals, the following set of equations should be solved to obtain the 
position (x, y) of the mobile devices. 


di = cti = Va? 4 y? 
do = cta = y £? + (y — ya)? (8.1) 
da = cts = y (x — za)? + (y — ya)? 


where c is the speed of light. It should be mentioned that to avoid ambiguity 
in identifying the intersection of circles in Figure 8.1 all three equations in 
(8.1) must be considered. 

The key factor in time based distance estimator is the arrival time ofthe first 
path. TOA utilizes the time delay to get the distance and looks for the intersec- 
tion of at least three circles to estimate the location. It requires synchronization 
at both transmitter and receiver side, which is always an important issue in the 
wireless network, as well as the information of transmission time. If the system 
is not synchronized or if there is an offset in the time of transmission, the TOA 
methods cannot work properly. For instance, even a 1msec inaccuracy in the 
TOA estimation can cause an error of up to 300 m in ranging! 

A variant of TOA, the time difference of arrival (TDOA) scheme, can 
improve the situation. It calculates the target mobile's position according to the 
time differences between each measurements, rather than the time measure- 
ment itself as in TOA. Therefore, as shown in Figure 8.2, the TDOA searches 
the hyperbolic intersection and only needs the receiver clock synchronization 
without the information of time of transmission. The equations for the TDOA 
positioning become: 


V (z — zi)? + (y — ys)? "t zj)? + (y — uj)? = di — dj, 
vedo Land. = 10073 (8.2) 


Efficient methods to solve these nonlinear equations have been reported [3]. 
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AP2 (0,y2) 


Figure 8.1 The TOA positioning method (APi: ith Access Point). 


The RSS method is not an accurate method in locationing, especially in 
multipath fading environments. The AOA method requires a complex hard- 
ware. The TOA and TDOA methods are more appropriate for the positioning 
(especially when the bandwidth of the transmission is wide providing a fine 
time resolution). A remarkable issue in locationing with the TOA or TDOA 
techniques is the estimation of the arrival time of the transmitted signals. Major 
TOA estimation techniques use the correlation function and find its maximum 
to estimate the TOA or TDOA [4]. 

In this chapter we shall design the optimal signal for TOA or TDOA loca- 
tioning when there exists a synchronization error. We particularly concentrate 
on the wavelet packet modulated signal for communications and ranging! 
as wavelets have lower sensitivity to distortion and interference (due to 


“It should be emphasized that the Wavelet Packet Modulated (WPM) signal can be used for 
joint communications and ranging. This joint functionality in one technology is the outstanding 
capability of the WPM signal. 
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Figure 8.2 The TDOA positioning method (APi: ith Access Point). 


synchronization error) and also provide flexibility in signal design when there 
exists a synchronization error in the received signal. The advantage of wavelet 
transform lies in its flexibility to customize and shape the characteristics of the 
waveforms for radio communication and ranging purposes. In addition to the 
flexibility, the reconfigurability of the wavelet signals is also an important 
characteristic of this technology which paves the way for its successful 
application in cognitive radio communication and ranging systems of future. 


8.2 Wavelet Signal Design 


This Section focuses on the design steps of wavelet signal. The implementation 
of filter also will be discussed in this section. 


8.2.1 Design Procedure 


The attributes of the wavelet packet modulation system greatly depend on the 
set of transmission bases utilized which in turn is determined by the filters used. 
This means that by adapting the filters one can adapt the transmit waveform 
characteristics to satisfy a system specification. Choosing the right filter though 
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is a delicate task. The filters cannot be arbitrarily chosen and instead have to 
satisfy a number of constraints. Besides the design objectives there are other 
budgets which have to be considered in order to guarantee that the designed 
wavelet is valid. The design procedure consists of 3 major steps [5], namely: 


1. Formulation of design problem, i.e., stating the design objectives and 
constraints mandated by wavelet theory. 

2. Application of suitable optimizations and transformations to make the 
problem tractable. 

3. Utilization of numerical solvers to obtain the required filter coefficients. 


At the end of the design procedure a low pass Finite-Impulse-Response (FIR) 
filter h[n], satisfying the design and wavelet constraints, is obtained. From 
this filter the other three filters g[n], i.e., the high-pass filter, h’[n], i.e., the 
dual of h[n] and g'[n], i.e., the dual of g[n] are derived through the Quadrature 
Mirror Filter (OMF) relation [5], i.e., g[n] = (—1)"A[L — 1 — n], for hin] 
of length L. Where [n] = h*[-n], and g'[n] = g*[-n]. 

In the following sections we will elaborate on each of these processes. 


8.2.2 Filter Bank Implementation of Wavelet Packets 


It is well known that compactly supported orthonormal wavelets can be 
obtained from a tree structure constructed by successively iterating discrete 
two-channel paraunitary filter banks [5-8]. Time and frequency limited 
orthonormal wavelet packet bases £(t) can be derived by recursively iterating 
discrete half-band high g[n] and low-pass h[n] filters, as?: 


PP (t) = V2 Dm h [m] E (2t m) 
Ent) = 257, 9 [m] €? (2t — m) 


In (8.3) the subscript / denotes the level in the wavelet tree structure and 
superscript p indicates the waveform index.The number of bases p generated 
is determined by the number of iterations / of the two-channel filter bank. 
Equation (8.3), known as 2-scale equation, can be interpreted as follows — 
a basis function belonging to a certain subspace of lower resolution can be 
obtained from shifted versions of the bases belonging to a subspace of higher 
resolution; and the weights h and g used in the transformation are low and 
high pass in nature. The filters and g form a quadrature mirror pair and 
are also known as analysis filters. These filters have duals/adjoints known 


(8.3) 


“The expressions are considered in continuous time domain to convenience derivations in 
Section 8.4. 
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as synthesis filters which are also a pair of half-band low h’ and high pass 
filters g’. All these four filters share a strict and tight relation and hence it is 
enough if the specifications of one of these filters are available. The wavelet 
packet sub-carriers (used at the radio transmitter end) are generated from the 
synthesis filters. And the wavelet packet duals (used at the radio receiver end) 
are obtained from the analysis filters. The entire wavelet packet modulated 
(WPM) transceiver structure can thus be realized by this set of two QMF 
pairs. Hence, the design process can also be confined to the construction of 
one of the filters, usually the low pass analysis filter h. 


8.3 Problem Statement 


The time synchronization error in the received signal for the data detection 
of communications and the TOA or TDOA estimation of ranging is modeled 
by shifting the received data samples R[n] by a time offset A; to the left or 
right as: 

Rin + A4] = S[n] + w[n]. (8.4) 
Here, S[n] denotes the transmitted signal and w[n] the additive white Gaussian 
noise (AWGN). According to wavelet theory [5] under ideal conditions, when 
the WPM transmitter and receiver are perfectly synchronized and the channel 
is benign, the detection of signal in the uth symbol and kth sub-carrier à, j; 
is the same as the transmitted data auk”. However, errors are introduced in 
the demodulation decision making process under time offset errors A, as 
elucidated below: 


Âu pi = 2m GN — n4 Ay] 


B 2 = as £f [n — uN] EF [u N — n + Ad 


n u k=0 


Sa (Sa [n — uN]EF eN mt ad) (8.5) 


u k=0 
Where N is the number of wavelet subcarriers. Defining the cross waveform 
function O(A,) as: 


QUIA E Ein — uN]£F [UN -n+ Aj] (8.6) 


“The apostrophes in the symbol u’ and carrier k’ indices are used to indicate receiver side. 
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the demodulated data corrupted by the interference due to loss of orthogonality 
at the receiver for the kth subcarrier and uth symbol can be expressed as: 


A Wu uu! 
Qu = aut k dp pr [Ad + > Qu pi Qi y, [A] 
—— 


u;uzu! 
Desired Alphabet 


ISI 
N-1 
uu! 
+ do p» au KK, k [Az] + Wu! ke! (8.7) 
zi: i _— 
u k-ORZR Gaussian Noise 
IS—ICI 


For the data communication, in (8.7), the first term stands for the attenuated 
useful signal, the second term denotes Inter Symbol Interference (ISD, third 
term gives Inter Symbol Inter Carrier Interference (IS-ICI) and the last term 
stands for Gaussian noise. Generally speaking multi-carrier systems are highly 
sensitive to loss of time synchronization. A loss of time synchrony results in 
samples outside a WPM symbol getting selected erroneously, while useful 
samples at the beginning or at the end of the symbol getting discarded. It also 
introduces ISI and ICI causing performance degradation. 

For the locationing, TOA or TDOA estimation methods use the correlation 
function and find its maximum to estimate the time of arrival of the signal 
to be used for positioning. However, because of time synchronization error 
there will be a cross correlation energy between the wavelets. Therefore, our 
objective in this paper is to design proper wavelets for TOA ranging when 
there is a time synchronization error. The design is achieved by minimizing 
the interference caused by the timing error. 

We also note that though WPM and Orthogonal Frequency Division 
Multiplexing (OFDM) share many similarities as orthogonal multicarrier 
systems, they are significantly different in their responses to loss of time 
synchronization. This difference is a result of the fact that the WPM symbols 
overlap with each other and are longer than the OFDM symbol“. Under a 
loss in time synchronization, the overlap of the symbols in WPM causes 
each symbol to interfere with several other symbols while in OFDM each 
symbol interferes only with its neighbors. The second important difference is 
in the usage of guard intervals. OFDM benefits from the cyclic prefix which 
significantly improves its performance under timing errors. WPM cannot use 
guard intervals because of the symbol overlap. 


“The length of the symbol and the degree of overlap is determined by the length of wavelet 
filter used. 
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Fortunately, WPM offers the possibility in adjusting the properties of the 
waveforms in a way that the errors due to loss of synchronization can be 
minimized. In Section 8.5 we present a method to design a new family of 
wavelet filters which minimize the energy of the timing error interference 
for ranging applications. But before that, let us discuss the major wavelet 
properties that are important in the selection of wavelets. 


8.4 Important Wavelet Properties 


Generally speaking the wavelet tool is a double edged sword — on one hand 
there is scope for customization and adaptation; on the other hand there are 
no clear guidelines to choose the best wavelet from for a given application. In 
order to ease the selection process constraints, such as orthogonality, compact 
support and smoothness are imposed. Here we shall discuss them in more 
detail. 


8.4.1 Wavelet Existence and Compact Support 


This constraint is necessary to ensure that the wavelet has finite non-zero 
coefficient and thus the impulse response of the wavelet decomposition filter 
is finite as well. According to [9], this property can be derived by simply 
integrating both sides of the two-scale Equation in (8.8) and can be derived 
as follows”: 


|. é(t)dt = a Y h[n]é(2t — n)dt 
f ea = VEST [nl f ^ EQt — n)dt (8.8) 
ri E(t)dt = V2 hn] s 0.5€(2t — n)d(2t — n) 


Substituting u = 21 — n, (8.8) can be rewritten as: 


EE E Y EDT 


JT Edt — 1 
[= Fda yi dh 


The subscripts denoting the decomposition level | and the waveform index p have been 
dropped for convenience. 
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Finally we obtain the compactly supported wavelet constraint as: 


`> h[n] = /2 (8.9) 


It should be noted that the derivation resulting in (8.9) is also recognized as 
the wavelet existence constraint. 


8.4.2 Paraunitary Condition 


The paraunitary or the orthogonality condition is essential for many reasons. 
First, it is a prerequisite for generating orthonormal wavelets [6, 7]. Second, 
it automatically ensures perfect reconstruction of the decomposed signal. The 
constraint can be derived using the orthonormality property of the scaling 
function and its shifted version as follows: 


/ € (1) € (t — k) dt = à[k] (8.10) 
Substituting the two-scale Equation (8.3) in (8.10) we get: 


T Shin] €(2t — n) V2 X` h [m] E(2(t — k) — m) V2dt = à[k 


= 


25 h[n] Y hm |. £(2t — n)£(2(E— k) — m)dt = 5 


2S hin] So h [m] a 0.5€(2t — n)£(2(t — k) — m)d(2t) = d[k 
(8.11a) 


X h[n]h[n—2k] = d[k] fork=0,1,...,(L/2)-1  (8.11b) 


Equation (8.11b) is called double shift orthogonality relation of the wavelet 
low pass filters impulse responses. In (8.11b), L illustrates the length of 
the low pass wavelet filter impulse response. For a filter of length L the 
orthogonality condition (8.11b) imposes "/5 non-linear constraints on A[n]. 


8.4.3 Flatness/K-Regularity 


This property is a rough measure of smoothness of the wavelet. The regularity 
condition is needed to ensure that the wavelet is smooth in both time and 
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frequency domains [10]. It is normally quantified by the number of times a 
wavelet is continuously differentiable. The simplest regularity condition is 
the flatness constraint which is stated on the low pass filter. A low pass filter 
(LPF), A[n], is said to satisfy Kth order flatness if its transfer function H (w) 
contains K zeroes located at the Nyquist frequency (w = 7). For any function 
Q(w) with no poles or zeros at (w = 7) this can be written as: 


Gi = = ) Oi) OAA (8.12) 


In (8.12), Q(w) is a factor of H(w) that does not have any single zero at 
w = 7. Having K number of zeros at w = 7 also means that H(w)is K-times 
differentiable and its derivatives are zero when they are evaluated at w = T. 
Considering that: 


TUM h [n] exp(—jwn), (8.13) 


the kth order derivative of H (w) would be: 
gal h [n )* exp( — jun) (8.14) 


The evaluation of (8.14) at w = m would result in: 


= Dahl h |n )* exp(—jan) 
Y ala C73 ()*(e 77)" = 0 
Y h[n] (-1)"(n)* = 0 


Therefore, the K -regularity constraint in terms of the low pass filter coefficients 
can be given as: 


2- hp ~1)!"=0 fork=0,1,2,...,K-1 (8.15) 


8.4.4 Degrees of Freedom to Design 


The criterion (8.9), (8.11b) and (8.15) are necessary and sufficient conditions 
for the set to form an orthonormal basis and these conditions have to be 
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l Para-Unitary Condition K-Regularity [ seiten. | 
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1 L/2 K-1 L/2-K 


* Wavelet Existance 


Figure 8.3 Wavelet conditions and degrees of freedom for design. 


imposed for all design procedures. For a filter of length L this is essentially 
getting L unknown filter variables from L equations. Of these L equations, one 
equation is required to satisfy the wavelet existence condition, "/; come from 
the paraunitaryness constraint, K — 1 from the regularity constraint and the 
remaining '/5-K conditions offer the possibility for establishing the design 
objective. The larger the value of “/2-K, the greater the degree of freedom for 
design and the greater is the loss in regularity. There is therefore a trade-off 
on offer. The “/2-K degrees of freedom that remain after satisfying wavelet 
existence, orthogonality and K-regularity condition can be used to design 
a scaling filter with the desired property (refer to Figure 8.3). In the next 
section we illustrate this with a special signal design example for the ranging 
application of wavelet packet modulation signal. 


8.5 Formulation of Design Problem 


In this Section, different aspects for formulation of design problem are 
discussed. Details on how the mathematical constraints converted from 
non-convex problem to the convex-problem are presented in this section 
as well. 


8.5.1 Design Criterion 


In disturbance-free environments the cross-correlations of WPM waveforms 
equal zero and perfect reconstruction is possible despite the time and frequency 
overlap. The timing error A; on the other hand leads to the loss of the 
orthogonality between the waveforms and consequently they begin to interfere 
one with another leading to ICI and ISI error for communication and degrading 
the TOA estimation performance for ranging, stated as: 
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la = &(n — un JE" (uN — n + At) (8.16) 


The design objective would therefore be to generate wavelet bases € and 
their duals £' that minimize interference energy in the presence of timing 
error: 


2 
MINIMIZE : 5 lo [A,]| with respect to (£,£') (8.17) 


kk! 
uk Ek! 


8.5.2 Wavelet Domain to Filter Bank Domain 


The waveforms are created by the multilayered tree structure filter bank. 
Using Parseval's theorem of energy conservation it can be easily proven 
that the total energy at each level is equal regardless of the tree’s depth. 
Therefore, minimizing the interfering energy at the roots of the tree will 
automatically lead to the decrease of total interfering energy at the higher 
tree branches. Furthermore, the two-channel filter banks through the 2-scale 
equation are related, albeit explicitly, to the wavelet waveforms. Therefore, 
the design process can be converted into a tractable filter design problem. We 
should hence be able to minimize deleterious effects of time synchronization 
errors in wavelet radio ranging by minimizing the following cross-correlation 
function: 


Y rasta so Dle gin = Adl? = So Ihn] ( D" RALE = n + ADI 


At 
(8.18) 
The design problem of minimizing the interference energy due to timing offset 
can now be formally stated as an optimization problem with objective function 
(8.18) and constraints (8.9), (8.11b) and (8.15), 1.e., 


MINIMIZE: ^|r;[A;] — with respect to h[n] 


> hn = v2 


SUBJECTTO: Y h [n] h [n — 2k] =0[k] fork =0,1,...,(L/2) — 


Y hin] (n)*(-1)" =0 fork =0,1,2,...,K—-1 
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As obvious, the second constraint in (8.19) is non-linear and therefore the 
optimization problem becomes a non-convex one. Thus, the optimization 
problem as given above can only be solved by general purpose solvers. 
However, such solvers are susceptible to being trapped in local minima. 
In order to overcome this difficulty, some authors have suggested multiple 
starting point techniques or branch-and-bound method [11]. Moreover, general 
purpose algorithms cannot guarantee that the found result is a global minimum 
and furthermore when number of constraints increases these algorithms often 
fail to provide a valid solution. The objective function and constraints can 
be solved much more efficiently using convex optimization and semi-definite 
programs [12-18]. In the following sections we attempt to express the design 
constraints in convex form so that convex optimization tools can be employed 
to obtain the solution [19-21]. Similar to the wavelet signal design for 
the distributed radio sensing networks [22], we shall move to the auto- 
correlation domain (rz [k] =X me, h[m]|h [m + k]) to simplify the minimiza- 
tion problem. 


mez 


8.5.3 Transformation of the Mathematical Constraints from 
Non-convex Problem to a Convex/linear One 


Fortunately, it is possible to transform the non-convex/non-linear equations 
into a linear/convex problem by reformulating the constraints in terms of the 
autocorrelation sequence r;,[k], [23-25]: 


Pe = SS h[m] h[m + k] (8.20) 


mez 


Taking into account the inherent symmetry of the autocorrelation sequence it 
can be defined more precisely as: 


L—i—1 
rl] = Y h[n hln +1] foriz0 (8.21) 


n=0 


In (8.21), L is the length of the FIR filter and the autocorrelation function is 
symmetric about / = 0; i.e.: 


rn[—1] = rall] (8.22) 


The three constraints (8.9), (8.11b), and (8.15) are derived in terms of r;,[/] in 
the following sub-sections. 
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8.5.3.1 Compact support or admissibility constraint 
The compact support constraint in (8.3) can be rewritten as: 


L-1L-n-1 


$3 Y hirni] =2 (8.23) 


Reversing the order ofthe summation and considering the fact that the impulse 
response of filter ^[n] has non-zero values only at 0 € n < L — 1, we obtain: 


L-1 L-l-1 
Y Y Alnl Aln +] =2 (8.24) 
l=—(L—1) n=0 
The compact support constraint in (8.9) can then be rewritten as: 
L-1 
ra [l] =2 (8.25) 
l=- (L-1) 
Taking into consideration the double shift orthonormality property (see 


Equation (8.11b)) and the fact that the autocorrelation sequence is symmetric, 
we can simplify (8.25) further as: 


L—1 
rp [0] +2) ra [I] =2 or 
l=1 


L-1 1 
y rp [1] = 5 (8.26) 
l=1 
Equation (8.26) is the compactly supported wavelet constraint stated in terms 
of the autocorrelation sequence rp[7]. 


8.5.3.2 Double shift orthogonality constraint 
The double shift orthogonality constraint presented in (8.11b), can be 
expressed in terms of the autocorrelation sequence r;,[/] as follows: 


) h[m] h[m + 2k] =rp(2k] = [E] (8.27) 


It should be noted that (8.27) is obtained by applying n — 2k = m in 
Equation (8.11b). Hence the final double shift orthogonality constraint in terms 
of autocorrelation sequence r; [1] is: 


r,[2k] = 6[k] = T fork —0 


fe] 
0, otherwise did E (8.28) 
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where |-| denotes the floor function or the integer part of (-) which is the 
greatest integer that is less than or equal to (-). Again we make use of the 
symmetry property to simplify it. In contrast to (8.11b) which was non-convex, 
(8.28) consists of linear equalities and is also convex. 


8.5.3.3 K-Regularity constraint 

The regularity constraint can be reformulated in terms of autocorrela- 
tion sequence rp[/] by considering the square of the absolute value of 
Equation (8.12); i.e.: 


Dag K UAK 
|H(w)|? = = ) c ) |Q(w)|* (8.29) 


Requiring the transfer function H(w) to have K zeros at Nyquist frequency 
( = m) is equivalent to requiring |H(w)|? to have 2K zeros at w = r. Taking 
into account the fact that |H (w)|? is the Fourier transform of autocorrelation 
sequence of ;[/], evaluating the 2kth order derivative of |H (w)|? and making 
use of the symmetry property of the autocorrelation sequence r;[/], it can be 
easily shown that 


L-1 
SCI) (Dra [i] =0 fork-0,1...,K-1 (8.30) 
l=1 
Equation (8.30) states the regularity constraint in terms of autocorrelation 
sequence r;,[/]. 

The admissibility, paraunitary and K-regularity conditions are readily 
available in the auto-correlation domain (Equations (8.26), (8.28) and (8.30), 
respectively). Therefore, we only have to derive the objective function. Now, 
we know that 


L—n-1 
Sk ae. OEN (8.31) 
r (=n) n<0 
and 
L—n-1 
rg[n] = »- gim] glm+ n] forn 20 
m=0 
L—n-1 


= (-1)"rp[n] (8.32) 
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Applying the corollary®: The sum of squares of a cross-correlation between 
two functions equals the inner product of the autocorrelation sequences of 
these two functions, and the double shift orthogonality property: 


L-1 


1, f =0 
la where x = 0,1,..., E (8.33) 


0, otherwise 


[2z] = ía] = { 


The cross-correlation function fhg [n] can be rewritten in terms of rj [n] as 
follows: 


L—1 L-1 
»3 Iras [n]? = y r,[n] raln] 
n=0 n=0 
L-a (Ei) (5-1) 
= Doran] (-1)"raln]) = Y (rari — M. (ral22]) 
n=0 x=0 gU 
Odd numbered values Even numbered values 
(8.34) 
(5-1) 
= (r, [2n + 1])? — 1 
n=0 


The new optimization problem can thus be stated as: 
(c 
Minimize Y; (rp[2n + 1])? subject to the wavelet constraints (8.26), 


n=0 
(8.28) and (8.30), 1.e., 


(4-1) 
MINIMIZE: X` (ra [2n + 1]? 
n=0 


SUBJECTTO: r, [2k] = [k], for k =0,1,..., ES 


L-1 
Y CUP [1] =0, fork=0,1,...,K-—1 
l=1 


SProved in the Appendix. 
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Since the optimization problem posed above is linear it is also convex. 
Therefore, any linear or convex optimization tool can be used to solve this 
problem. In this case, we choose SeDuMi [26] as generic Semi Definite 
Programming (SDP) solvers to solve the optimization problem. SeDuMi 
stands for self-dual minimization as it implements a self-dual embedding 
technique for optimization over self-dual homogeneous cones [26]. It comes 
as an additional Matlab® package and can be used for linear, quadratic and 
semidefinite programming. Normally it requires a problem to be described in 
a primal standard form but with modeling languages like YALMIP (short 
for Yet Another LMI Parser) the optimization problems can be directly 
expressed in a user-friendly higher level language [27]. Thus YALMIP allows 
the user to concentrate on the high-level modeling without having to worry 
about low-level details. We have developed a filter optimization program that 
incorporates most of the available optimization routines for Matlab? and 
which relies on YALMIP to translate the problem into the standard form. 
From the autocorrelation sequence, the algorithm derives filter coefficients 
with length L having minimum phase property”. At the end of the design 
process the filter coefficients of the analysis LPF will be generated. From the 
analysis the low-pass-filter (LPF) A[n], the high-pass-filter (HPF) g[n] and 
the synthesis filters, LPF h’[n] and HPF g’[n], can be obtained through the 
quadrature Mirror Filter (QMF) equations. And from these set of filters the 
wavelets and their duals can be derived using the 2-scale Equation (3) . 


8.6 Results and Analysis 


In this section we present a few results to demonstrate the design procedure. 
As already mentioned, the main variables of the design process are the length 
and regularity order of the filter. 


8.6.1 Frequency and Impulse Response of Designed Filter 


We set the length of the filter to 20 though it is possible to design longer or 
shorter filters. The order of regularity chosen is 5, which is a compromise 
between optimization space and wavelet regularity. The impulse response of 
the designed optimal filter is illustrated in Figure 8.4 and numerical values 
of filter coefficients are given in Table 8.1. Although the optimal filter is 
designed in the autocorrelation domain, the minimum-phase time domain 
coefficients obtained satisfy all constraints mandated by the design process. 


TWe chose filters having minimum phase because they guarantee stability. 
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Impulse Response of Scaling Filter 
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Figure 8.4 Impulse response of the optimal LPF with 20 coefficients. 


Table 8.1 Optimal filter coefficients 


0.119881851613898 — 0.498287367999060 0.660946808777660 0.203191803677134 
—0.02915169068882 0.159448121842196 —0.144908809151642 —0.301681615791117 

0.206305798368833  0.205999004857997 0.165410385138750 —0.0566148032177797 

0.071282862607634  —0.00958254794419582  —0.0083940508446907 0.00912479119304040 
—0.00498653232060  —0.00069440881953843  0.00154092796305564 —0.000370932610232259 


The wavelet and scaling function of the newly designed optimal filter are 
illustrated in Figure 8.5a and 8.5b, respectively. The frequency response 
is shown in Figure 8.5c. Table 8.2 shows the specifications of the various 
filters used in the study along with the values of the corresponding objective 
functions. Clearly the designed wavelet has the lowest interference energy 
(due to time synchronization error). 


8.6.2 Evaluation of Designed Filter under Loss of Time 
Synchronization 


The performance of the designed wavelet is compared and contrasted with sev- 
eral known wavelets by means of computer simulations. We have designed a 
ranging/communication system with DQPSK modulation and 128 orthogonal 
subcarriers, corresponding to wavelet packet tree of 7 stages. Guard intervals 
are not used and no error estimation or correction capabilities are implemented. 
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Figure 8.5 Optimal Filter; (a: top left) Scaling function, (b: top right) Wavelet function and 
(c: bottom) Frequency response in dB of the optimal filter. 


To simplify the analysis, perfect frequency and phase synchronization are 
assumed. The time offset A, is modeled as discrete uniform distribution 
between —2 and 2 samples, i.e., ^; € [-2, -1, 0, 1, 2]. In order to accentuate 
the difference in performances between various wavelets, an oversampling 
factor of 15 is applied. The details are tabulated in Table 8.3. 
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Table 8.2 Wavelet specifications and objective function 


Name Length K-Regularity Si (ra [2n + 1]? 
Haar 2 1 - 
Daubechies 20 10 0.41955 
Symlets 20 10 0.41955 
Discrete Meyer 102 1 0.45722 
Coiflet 24 4 0.41343 
Optimal 20 5 0.36814 
Table 8.3 Simulation setup time synchronization error 
WPM 
Number of Subcarriers 128 
Number of Multicarrier Symbols per Frame 100 
Modulation DOPSK 
Channel AWGN 
Oversampling Factor 15 
Guard Band - 
Guard Interval o 
Frequency Offset - 
Phase Noise - 
Time Offset A422 
0.14 T T T T 
0.12- 
-8- WPM: Haar Length: 2 
91 [-A-WPM: Daubechies Length: 20 
-Q-WPM: Symlets Length: 20 
Lu 0.08- -E- WPM: Discrete Meyer Length: 102 7 
no AV- WPM: Coiflet Length: 24 
= 0.06 =- WPM: Optimal Length: 20 J 
0.04 4 
0.02 4 


1 


1.5 2.5 


3 
Time Offset 


3.5 


Figure 8.6 MSE of TOA estimation vs. Time Offset for WPM signal in AWGN channel 


(SNR = 20 dB). 
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The Mean Square Error (MSE) of TOA estimation is calculated for 
different values of time offset and is shown in Figure 8.6, respectively. Because 
the direction of timing error is inconsequential for WPM based system the 
time offset A, is considered to follow a uniform distribution between 1 and 5 
samples. The results presented corroborate the gains brought in by the newly 
designed wavelets. 


8.7 Conclusions 


Wavelet Packet Modulation is a strong candidate for signal design in 5G 
networks. It provides communication and ranging functionalities with one 
technology and offers enormous adaptability and flexibility to system design- 
ers. This tutorial chapter presented a methodology for designing new wavelets 
for communication and ranging of context-aware 5G networks when there 
is a time synchronization error. The design process was described as an 
optimization problem that accommodated the design objectives and additional 
constraints necessary to ensure the wavelet existence and the orthonormality. 
In order to obtain the global minimum, the original non-convex constraints and 
the objective function were translated into the autocorrelation domain. Using 
the new formulation, the design problem was expressed as a convex opti- 
mization problem and efficiently solved using the semi definite programming 
technique. To demonstrate the design mechanism for the ranging applications 
special filters were developed for the TOA estimation when there exists a time 
synchronization error. The simulation results revealed that the newly designed 
wavelet signal satisfied all the design objectives and outperformed the standard 
wavelets in terms of the MSE of TOA estimation. Importantly, the wavelet 
design framework presented in this chapter can easily be applied to other 
design criteria of 5G networks (e.g., security, spectral efficiency, throughput, 
latency performance, ...) by merely altering the objective function. However, 
to be able to do so, the desirable properties of the wavelet bases must be 
translated into realizable objective functions. This can at times be challenging 
because the relationship between wavelet functions and filters is implicit and 
not direct. 
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Appendix: Sum of squares of cross-correlation 


The sum of squares of cross-correlation magnitude is related to the autocor- 
relation sequences of low pass filter H and high pass filter G according to the 
following equation: 


L-1 L-1 
Yo Iraola]? = 3 ran] (Dra ln) 
n=0 n=0 


= rp[n] - rg[n] (8.A1) 
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Proof 
2 
» =D (Etoo) 
=> > hp n] glp] him + n] gim] 


T, m p 


L 
= 3» glp) gim] Y hlp + n] him + n] 
=X) sb sim] Y him h2m — p] 


= rain] ralu (8.A2) 
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9.1 Introduction 


The traditional TV broadcast value chain is today subject to significant 
pressure due to new OTT market players such as Netflix and HBO entering 
the market. Traditional players are being by-passed by new market players 
in the value chain. Advanced 4G- and 5G mobile networks is expected to 
accelerate the pressure on the existing value chain even further, with LTE- 
Broadcast (eMBMS) being the disruptive trigger point. This chapter provides 
an overview of TV broadcast and 5G with outset in a historical perspective. In 
particular, the changes to the traditional TV broadcast value chain are described 
together with key technology drivers, and a view of TV broadcast in a future 
5G scenario is presented. 

This chapter focuses on TV broadcast and 5G. My reason for choosing 
this topic is not only the fascinating aspects of the technological development 
of Information and Communication Technology (ICT) but also the mere fact 
that television takes up a lot of our time. Just as an example, the average TV 
viewing in Denmark is three hours every day. Hence, it is clear that television 
plays a significant part of our lives. 

The first part of this chapter looks at TV broadcast in a historical context. 
In order to reflect on TV Broadcast in a 5G era it is important to understand 
television in a historical context and the traditional TV broadcast industry, as 
we have known it for many years. I will walk you through the main milestones 
of the technological development in Denmark as well as the traditional TV 
broadcast value chain. 

The second part focuses on the disruptive changes which the TV broadcast 
industry is undergoing these years. In fact, television as we have known it 
since the 1940’s is subject to enormous changes caused by ground breaking 
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developments in ICT technology and subsequent changes in viewing habits 
especially from the younger part of the population. 

The internet, and especially IP and WiFi have resulted in an enormous 
disruptive change to the traditional broadcast TV value chain. New players 
have entered the value chain and existing players, especially the distributors 
of TV signals, are under pressure from Internet Service Providers who 
distributes the TV signals at lower costs mainly due to economies of scale 
and standardization. 


9.2 Traditional TV Broadcast 


The Figure 9.1 shows an American family watching TV in the living room 
in 1958. The picture illustrates the fact that there was only one television 
in the home and that it was something that the family gathered around to 
watch together. In a Danish context, public TV broadcast took its beginning 
in 1951 when Statsradiofonien started to transmit regular TV broadcasts 
each lasting one hour, three days per week, to only approximately 200 TV 
receivers. 

In the following years, eight TV transmitter towers were established 
giving nationwide coverage for public service TV broadcast in Denmark in 
an analogue terrestrial TV broadcast network. In 1987, a competition public 


EI 
Figure 9.1 An American family is watching TV in 1958. The family was gathered around 
the same screen [3]. 
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broadcaster, namely TV 2, went live on air, following a political decision that 
Danmark’s Radio should no longer have a monopoly on broadcast TV. This 
expanded the transmitter infrastructure to 34 main towers, which we also have 
in Denmark today. 

In the 1980’s the Danish government decided to liberalize, a part of the 
Danish T'V broadcast industry and open up for commercial TV broadcasters 
when cable-TV and satellite-TV access technologies became available. The 
next major milestone in Danish TV history took place on 2 November 2009 
when the analogue terrestrial TV network was shut down and the Digital 
Terrestrial TV (DTT) network based on DVB-T1 was launched 15 minutes 
later. A part of the network was later upgraded to DV B-T2. All that was needed 
was a digital set top box, which connects to the TV. At the same time, Boxer 
TV went live on air as a new DTT commercial pay TV provider in Denmark. 
Suddenly, it was possible to view more than 45 TV-channels on the terrestrial 
TV network. 

Having introduced the main historical milestones let us look at what 
we could call the traditional TV broadcast value chain. The value chain is 
illustrated in Figure 9.2. 

In the first part of the value chain, we have the TV broadcasters, who is 
responsible for production of their own content and who buys content from 
other content owners. The TV broadcasters can be either public service TV 
broadcasters such as DR, or pay-tv providers such as Boxer-TV or WAOO! 
In Denmark. The content is arranged and divided into TV channels, which is 
transmitted to the viewers via different distribution platforms. 

The distribution network technologies include the DTT platform, satellite, 
Cable TV, DSL using copper cables and fibre. The third part of the value 
chain is the receiving end equipment, namely the televisions and set top boxes 
supporting either DVB-T/T2 for the DTT network or DVB-C for fiber based 
networks. The last part of the value chain is the consumers who receive the 


Content Distribution 
market networks 


TV broadcasters DTT (terrestrial TV) Television TV license fee 
Rights owners SDH (satellite TV) Set Top Boxes Pay-TV subscription 
Cable TV 
DSL 
Fiber 


Figure 9.2 The traditional TV value chain as it have looked until a few years ago. 
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content and pays a TV license fee for the Public Service content and as an 
option pay-tv subscriptions for the pay-tv content. 


9.3 Disruptive Changes 


The Figure 9.3 illustrates the new TV value chain. Notice that new players have 
entered the different parts of the value chain. The traditional TV broadcasters 
now also face competition from on-demand content aggregators and Over The 
Top (OTT) providers such as Netflix and HBO. The traditional television is 
today only one of many devices from which it is possible to watch TV. This 
includes smart phones, tablets and game consoles, which now support TV 
viewing via apps. The traditional TV itself has been “internet enabled”, which 
is also called smart TV”s, and supports a long range of apps for the user. 

Thus, new players have entered the market, and the market has become 
more fragmented with new roles. Examples of new roles in the value chain 
are OTE providers, application developers, new device types and the fact that 
the consumer can create his or her own “video” channel (e.g., on YouTube). 

The main reason for this disruptive development in the TV market is the 
convergence or melting together of different industries. Convergence in the 
TV market is a term used to describe the melting together of internet, broadcast 
and telecommunications industries. IP and internet is an enabler, which 
breaks down industry barriers, as 1t has been the case for other technological 
innovations during recent years. Refer to Clayton Kristensen's famous book 
on innovation for other examples on disruptive innovations. New business 
models and market players emerge and incumbent players in the value chain 
are challenged. The market also becomes more fragmented. 


Content Distribution Devices / 
market networks Apps 
TV broadcasters DTT (terrestrial TV) Television TV license fee 
Rights owners SDH (satellite TV) Set Top Boxes Pay-TV subscription 
OTT providers Cable TV App developers Internet subscription 
Personal content DSL Game consoles Micro payment 
providers Fiber ! Smart TVs On-demand payment 
Internet Service Tablets 
Providers Smart phones 


Figure 9.3 The disrupted TV broadcast value chain with many new players entering the 
market. New player categories are indicated with red text. 


9.4 Technology Drivers 135 


Historically, internet, broadcast and telecommunications have been sep- 
arate and isolated industries. However, all of this is changing now with new 
players entering the market. Netflix who entered the Danish TV market in the 
autumn of 2012 with their Internet TV offering is an example of this. Netflix 
have entered the TV market with big strength not only in the Danish TV market 
but also on a global scale. Netflix provides a stand-alone OTT service, which 
operates across any Internet Service Providers network, whereas HBO offers 
their OTT TV offering as a valued added service to Telia Broadband. 

Via Play, TDC Play and TV2 Play are examples of other new OTT 
streaming apps where broadcasters stream TV over IP directly to the consumer 
and are thus bypassing traditional distribution links in the TV value chain, such 
as terrestrial distribution, cable and satellite. 

However, new hybrid standards such as Hbb-TV have also emerged. The 
Hybrid solutions combine broadcast and point-to-point IP communication, 
where broadcast transmits TV signals downlink to the consumers and internet 
is used uplink to provide new interactive services such as personalized services 
based on metadata. Examples of metadata are personalized electronic program 
guides where program highlights are presented based on the consumer’s 
interests and preferences as well as predefined language and audio settings 
again according to the consumer’s preferences. 


9.4 Technology Drivers 


IP and the internet are together with new wireless access technologies the 
main technology drivers behind the disruptive change in the TV broadcast 
value chain. Flow TV is just only one of many services and applications, 
which will be supported from the same network infrastructure in the future. In 
order words: ICT is becoming a utility just like electricity, water and energy. 
The main technology drivers are described in the following. 


9.4.1 IP-based Communication 


Common IP-based ICT infrastructure networks bring significant advantages 
for the operators and the users compared to digital proprietary distribution 
platforms. Firstly, all components in an IP-based network can be supervised 
and remote controlled from central locations. This is possible because all 
components have a unique IP address in the system, which also is the 
prerequisite for Internet of Things. In other words, supervision, operations 
and maintenance of the network is centralized, which drives down operating 
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costs to a lower level compared with analogue or digital proprietary systems. 
For this reason, the Network Operation Center (NOC) plays a central role with 
a long range of remote services. 

Figure 9.4 shows an example of a TMA based proprietary digital switch 
from 1999 used for coastal emergency radio voice communication between 
a control room and ships in distress. Notice the left picture with the cross- 
connects, which often require physical measurements to troubleshoot. The 
entire switch fills up more than a 40 square meter room. 

The next picture in Figure 9.5 shows an IP-based “exchange” supporting 
the same coastal radio service as the proprietary digital exchange shown in 
Figure 9.4. 
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Figure 9.4 Digital exchange for ship-to-shore radio anno 1999 in Denmark [6]. 


ES i m AE E NS 
Figure 9.5 IP-based digital exchange for ship-to-shore radio anno 2016. 
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The difference in size, power consumption and ultimately cost speaks for 
itself. Troubleshooting is done using software based protocol tracing tools in 
different layers of the OSI stack. The cost is also substantially lower because 
Commercial Off-The-Shelf (COTS) hardware is used. 


9.4.2 Broadcast vs. Point-to-Point Communication 


Today, the main difference between broadcast networks and present 3G 
(UMTS) and 4G (LTE Advanced) cellular mobile network, is the fact that 
broadcast networks transmits the same information to all users, whereas cell- 
ular mobile networks use point-to-point communication. The main advantage 
with broadcast networks compared with 3G and 4G mobile networks is 
the fact that the capacity requirements in the networks are the same no 
matter how many users receive the transmitted signal. In other worlds, it 
does not matter if two thousands or two million viewers are receiving the 
signal. 

The disadvantage is the lack of interactivity, which is on the other 
hand, is the key advantage in point-to-point communication. In point-to- 
point communication networks the issue is that the capacity requirements 
are dependent on the number of concurrent users connected to the network. 


9.4.3 LTE-Broadcast 


The disadvantage of point-to-point communication compared to broadcast 
with respect to capacity is the main reason for the introduction of LTE- 
Broadcast, or also called eMBMS, in the 3GPP specifications. LTE-Broadcast 
was initially introduced in release 9 of the 3GPP specifications and further 
refined in releases 10 and 11. 

However, to date only KT in Korea has commercially launched an LTE- 
Broadcast service. There is approx. ten trials in different parts of the world 
according to Global mobile Suppliers Organization (GSA). 


9.4.4 Data-rates and Bandwidth 


Bandwidth efficiency has increased significantly in 4G compared to 3G since 
IP communication is also used in the wireless access part of the mobile 
network. This improves the frequency band more efficiently compared to 
traditional TDMA, FDMA and CDMA coding schemes used in 2G and 3G 
networks. Thus, new and enhanced coding and modulation schemes have 
improved the bandwidth efficiency. 
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Table 9.1 Technologies and bandwidths for 2G, 3G, 4G and 5G technologies 


Generation Year Standards Technology Bandwidth ^ Data-rates 

2G 1991 GSM, GPRS, Digital Narrowband | «80-100 Kbit/s 
EDGE 

3G 2001 UMTS, HSPA Digital Broadband <2 Mbit/s 

4G 2010 LTE, LTE Digital Mobile xDSL like 
Advanced broadband experience | hr HD 

mobile in 6 minutes 
5G 2025-2030 - Digital Ubiquitous Fibre like 


connectivity experience 1 hr HD 
mobile in 6 seconds 


The Table 9.1 shows the technologies and bandwidths for 2G, 3G, 4G and 
5G networks respectively. 

Notice the exponential increase in data-rates in the developing generations 
of mobile networks. The increase in data-rates in 5G networks in mainly due to 
the use of higher frequencies above 3 GHz with limited geographical coverage 
of 50-500 m in each cell. This concept is also called Small Cells. 

Flow-TV and On-demand video requires that high bandwidths are sup- 
ported in the access network and for backhaul connectivity. A main prereq- 
uisite of the increased data-rates in 5G networks is the availability of spectrum 
allocated to 5G networks. 

At the ITU World Radio Conference (WRC) in Geneva in 2012, it was 
decided to reallocate the 700 MHz band ranging from 694—790 MHz from 
DTT to mobile internet. The main argument for this reallocation was the 
availability of enhanced codecs video compression in DTT networks such as 
HEVC. The other argument was that the 700 MHz band is more suitable for 
rural areas in Denmark, due to the longer geographical reach of this frequency 
band compared to other frequency bands, which are currently available for 
mobile internet. At WRC 2015, it was decided to postpone a proposal for the 
sub-700 MHz band to 2023. 

The sub-700 MHz band is currently reserved for downlink TV-broadcast. 
Hence, it can be expected that the current DTT distribution platform will 
remain in service at least until 2030 in most countries including Denmark. 


9.5 TV Broadcast in the 5G Era 


One of the main characteristics with 5G networks is the use of higher frequen- 
cies over 3 GHz which have limited coverage from approx. 50—500 meters 
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from the base station antenna. 5G networks will support bandwidths of up to 
10 Gbit/s. TV everywhere is a term used to describe: 


e Freedom of choice to only pay for TV-channels that the consumer wants 
to watch. 

e Freedom to watch the TV-channels irrespective of the time. 

e Freedom to watch the TV-channels irrespective of place (at home, 
commuting, in the summerhouse etc. 


The in 5G area these capabilities are mandatory for the consumer. A significant 
part of these capabilities will most likely be supported in future 5G networks. 

However, security is a major concern one major when it comes to TV 
broadcast using LTE-Broadcast in 5G networks is security which needs to 
be addressed is security. Adequate security measures are critical in terms of 
securing service continuity, service integrity and service confidentiality. TV 
viewers demand a stable and robust TV-broadcast service and they have an 
increasing demand to have the privacy in terms of preferences and choices 
of content. Cybercrime is becoming an increasing issue on IP- and internet 
connected systems. 

Thus, the future ICT communication landscape for TV broadcast should 
not only consist of both IP and internet based content but also non-IP digital TV 
broadcast platforms that cannot be hacked and which continues as a robust 
and reliable communication means to the population both in everyday life 
and in case of major crises. As an example, a major fire occurred outside of 
Stockholm in 2014. The internet in the area was down for three days but the TV 
and radio broadcast networks continued to broadcast important information 
and messages to the population during the crises. 

To conclude, a combination of both IP- and non-IP TV-distribution plat- 
forms for flow-TV are to be expected even in the 5G era, which not only serves 
to entertain but also to be an important communication means for the society 
in case of major crises in the society. Well, at least until 2030. 


9.6 Conclusions 


This chapter has analyzed the disruptive changes to the traditional TV-value 
chain, which has occurred in recent years. No doubt, IP and the internet have 
affected many industries, and TV broadcast is no exception. In addition, new 
market players have entered into the value chain, which increases competition 
but also new revenue opportunities being the end-result. 

However, although the internet has changed the TV broadcast industry 
for good it is important to note that the IP and the internet and traditional 
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DTT broadcast should be regarded as complementary platforms in order to 
secure a reliable and robust TV broadcast service. 

Thus, a combination of both IP- and non-IP TV-distribution platforms for 
flow-TV are to be expected even in the 5G era, which not only serves to 
entertain but also to be an important communication means for the society 
in case of major crises in the society. Well, at least until 2030, as the 
former Director-General of the World Trade Organization, Pascal Lamy, also 
recommends in a report to the EU commission [11]. 

What happens after 2030 is difficult to say at the point of writing this 
chapter. No doubt, it will take time to get the security aspects solved with 
respect to TV-broadcast over IP-based networks and the internet with the 
increases in cybercrime. However, there is no doubt that in the longer run even 
more frequencies, especially in the higher frequency bands above 6 GHz, are 
likely to be allocated to 5G networks. This will in turn increase the capacity of 
OTT viewing even further, and especially when combined with the concept of 
Content Delivery Networks (CDN) meaning that the OTT content is located 
close to the end user, which in turn reduces load on the mobile network. 

So to conclude: Only time will tell how TV-broadcast is distributed after 
2030. However, one thing is for sure. Adequate ICT infrastructure is an 
important prerequisite in order to move viewing of moving images to the 
next level. 
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10.1 Introduction and Mobile Pioneer Phase 


The digital mobile communication started 1992 with first GSM network 
deployments in Europe, called 2nd Generation. Meanwhile we are discussing 
Sth Generation networks planned to start first deployments in 2020. This 
chapter describes the mobile evolution and its highlights. It will consider 
5G technologies focus on new application areas which are not yet covered 
by mobile communication systems. As an example for new application 
areas it will describe a decentralized energy storage system and its mobile 
communication requirements to make renewable energy supply viable. The 
chapter ends with Conclusions and outlook. 

Mobile communication is older than many today's users would expect. 
During the first period, called the pioneer phase from 1921 to 1945, mobile 
radio technology was still quite premature and dominated by the mechanical 
problem designing a radio system that could survive the bumps and bounces 
of a moving vehicle. These initial radio systems were based on amplitude 
modulation radio and no commercial services were established. The invention 
of frequency modulation was an important determinant and the World War II 
brought tremendous improvements in designs. This first pioneer phase is 
marked by three topics [1]: 

e mainly used by military and paramilitary groups, 
e building a radio transmitter capable of operating within the size and 


power constrains of a moving car and 
e radio transmission based on frequency modulation. 
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The next phase of development of mobile communication systems is the 
expansion of mobile telephone services into commercial use. The technical 
improvements were oriented towards two goals: 


e reduction of transmission bandwidths and 
e implementation of automatic trunking. 


The next step of the early mobile communication systems was 
e cellular structuring. 


This innovation represented a totally new approach of deploying radio net- 
works. It was the idea to extend the capacity to an unlimited system, breaking 
through the limits that had restricted the growth of the mobile communication. 


10.2 Analog Mobile Communication Systems 


After World War II a lot of mobile communication systems based on analog 
technology were deployed in different countries. This was the start of the 
commercial phase, but still a niche market. These networks had following 
attributes: 


analog air channel, 

narrow band communication, 

voice centric services, 

only national roaming, 

e FDD based, 

e less subscriptions compared with today, 
e expensive tariffs, 

e used in cars mainly and 


were called 1st Generation of mobile communication systems. Most common 
1st Generation systems are AMPS, TACS, NMT and C-net. 


10.3 Digital Mobile Communication Systems 


A totally change in the mobile communication began with the development of 
first digital systems in the eighties of the last century with first deployments 
1992. It started from a niche market with less subscriptions and high tariffs to a 
mass market with very high penetration and flat rates and remarkable changes 
of our daily human behaviour. It is in the meanwhile unimaginable to live 
without a mobile terminal. The most successful system of this 2nd Generation 
of mobile networks was GSM, which was planned as a mobile communication 
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system for Europe only and conquered nearly the whole world in less than 
10 years. In 2002, when the 3rd Generation started, 62% of the worldwide 
subscriptions were based on GSM (Figure 10.1). The reasons for this success 
were: 


e fully digital transmission, 

enhanced frequency economy, 

privacy, 

improved hand-held viability, 

flexible configuration of networks and services, 
international compatibility, 

enhanced services. 

based on field-proven digital switch technology, 
open Interfaces, 

multi-vendor architecture, 

competitive operator concept and 

early system availability. 


But nevertheless the killer application still was mobile voice service. 2nd 
Generation standards were narrow band systems with voice centric services 
and the first real data services started with the introduction of GPRS, what led 
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Figure 10.1 Worldwide subscribers from 1993 to 2002 of different 2nd Generation standards. 
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to an extended architecture. Another milestone was the introduction of the 
IN-architecture with prepaid service. The next step into broadband was the 
development of EDGE architecture with the success to become member of the 
IMT 2000 family. EDGE gives GSM/GPRS-Market new significant boost and 
business potential, EDGE and 3G WCDMA are complementary not competing 
and EDGE is the smooth migration path to 3G-services in existing spectrum. 
Although EDGE requires no hardware or software changes to be made in GSM 
core network, base stations must be modified. EDGE compatible transceiver 
units must be installed and the base station subsystem needs to be upgraded to 
support EDGE. New mobile terminal hardware and software is also required to 
decode/encode the new modulation and coding schemes and carry the higher 
user data rates to implement new services. 

The International Telecommunications Union (ITU) launched a new 
framework of standards under the generic name of IMT-2000 to present the 
culmination of ten years study and design work to identify the 3rd Generation 
standards. The following key factors were established [2, 3]: 


e high speed access, supporting broadband services such as fast Internet 
access and multimedia applications, 

e flexibility and support of new kinds of services and 

e offer of an effective evolutionary path for 2nd Generation existing 
wireless networks. 


The market expectations were focused on more advanced services than voice 
and low data services considering merging three worlds which have operated 
so far independently the computer and data activities, the telecommunication 
and the audio and video content world. Multimedia applications use several 
services in parallel such as voice, audio, video data, e-mail, etc. and have to 
be supported by the radio interface and the core network. The main focus 
on this merged field of activities is to generate new business opportunities 
and multimedia mobile communication (Figure 10.2). UMTS was the first 
radio network with FDD and TDD radio access technologies. For FDD was 
chosen WCDMA as multiplex method and access technology for TDD was 
TD-CDMA [2]. TD-CDMA was improved by the Chinese to TDSCDMA and 
deployed in China. UMTS networks were ATM/IP based with full roaming 
through different networks and broadband services like internet access and 
multimedia services. UMTS was standardized by 3GPP. 

To improve broadband access to get DSL-like broadband speeds HSPA was 
standardized in Release 5 (Downlink) and Release 6 (Uplink) of 3GPP. Mobile 
broadband moved a step faster with HSDPA delivering up to 14 Mbps in the 
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Figure 10.2 Converging three worlds generates new business opportunities (Picture 
Siemens). 


downlink and HSUPA returning 5.8 Mbps in the uplink. HSPA improvements 
in UMTS spectrum efficiency were achieved through new modulation (16 
QAM) formats, reduced radio frame lengths and new functionalities within 
radio networks (including retransmissions between Node B and the Radio 
Network Controller). Consequently, throughput is increased and latency is 
reduced (down to 100 ms and 50 ms for HSDPA and HSUPA respectively). 
By the end of 2007, there were 166 commercial HSDPA networks in 75 
countries in operation and further 38 networks committed to deployment. 
The first commercial launch of HSUPA was in early 2007 and 24 networks 
had launched by the end of the year. 

CDMA 2000, mainly developed in US and successor of the 2G standard 
IS 95, became member of the IMT-2000 family too. It is a hybrid 2.5G/3G 
standard of mobile communication that use CDMA, a multiple access scheme 
for digital radio, to send voice, data, and signaling data between mobile phones 
and cell sites. CDMA 2000 is considered a 2.5G protocol in IxRTT and a 3G 
protocol in EVDO. 

CDMA is a mobile digital radio technology that transmits streams of bits 
and whose channels are divided using pseudo noise sequences. CDMA permits 
many radios to share the same frequency channel. Unlike TDMA, a different 
technique used in GSM and DAMPS, all radios can be active all the time, 
because network capacity does not directly limit the number of active radios. 
Since larger numbers of phones can be served by smaller numbers of cell sites, 
CDMA-based standards have a significant economic advantage over TDMA- 
based standards, or the oldest cellular standards that used frequency division 
multiple access (Figure 10.3). 
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Figure 10.3 Major multiple access methods used in 2nd and 3rd mobile radio standards 
(Picture NSN). 


CDMA 2000 remains compatible with the 2nd Generation CDMA tele- 
phony methods IS 95. The CDMA 2000 standards CDMA2000 1xRTT, 
CDMA2000 EV-DO, and CDMA 2000 EV-DV are approved radio interfaces 
for the ITU’s IMT-2000 standard. CDMA 2000 is an incompatible competitor 
of the other major 3G standard UMTS. It is defined to operate at 400 MHz, 
800 MHz, 900 MHz, 1700 MHz, 1800 MHz, 1900 MHz, and 2100 MHz. 
CDMA2000 was standardized by 3GPP2. IMT 2000 allocated worldwide 
news spectrums for 3G for FDD and TDD applications, except North America 
(Figure 10.4). 

After deployment of HSPA and spreading of smartphones the mobile data 
traffic in the 3G networks increased extremely. Attractive HSDPA flat-rate 
mobile-broadband services offered to drive strong increase in traffic volumes. 
As traffic still grows faster than revenue, networks had to become more 
efficient. This required low cost per bit technologies and was one of the main 
arguments to push 4G (Figure 10.5). 

LTE/SAE (Long-Term Evolution/System Architecture Evolution) is a 
standard for wireless cellular communication of high-speed data for mobile 
terminals. It is evolutionary based on the GSM/EDGE and UMTS/HSPA 
network technologies, increases the capacity and speed using a different 
radio interface together with core network improvements and decreasing the 
network costs /4,5/. The standard is defined by the 3GPP and is specified in its 
release 8 document series, with minor enhancements described in release 9. 
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Figure 10.5 Mobile data traffic growth during the year 2007 (Picture NSN). 


LTE is the natural upgrade path for carriers with both GSM/UMTS and CDMA 
2000 networks. Only multi-band phones will be able to use LTE in all countries 
where it is supported. The key benefits for operators and users are: 


e only one network element in radio and core each (Figure 10.6), 
e enhancement of packet switched technology, 

e high data rates, low latency, packet optimised flat IP system, 

e comprehensive security, 
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Figure 10.6 LTE/SAE system architecture (Picture NSN). 


e mobility concept with tight Integration for 3GPP access, 
e streamlined SAE bearer model with network centric QoS handling and 
e on/offline and flow based charging. 


Although marketed as a 4G wireless service, LTE (as specified in the 3GPP 
release 8 and 9 document series) does not satisfy the technical requirements 
the 3GPP consortium has adopted for its new LTE Advanced standard. The 
requirements were originally set forth by the ITU-R organization in its IMT 
Advanced specification. However, due to marketing pressures and significant 
advancements that WiMAX, Evolved High Speed Packet Access and LTE 
bring to the original 3G technologies, ITU later decided that LTE together with 
the aforementioned technologies can be called 4G technologies [4]. The LTE 
Advanced standard formally satisfies the ITU-R requirements to be considered 
IMT-Advanced [5-7]. 


e MME: Mobility Management Entity 

e PCRF: Policy and Charging Control Function 

e SAE-GW: System Architecture Evolution Gateway 
e IMS: IP Multimedia Subsystem 

e HSS: Home Subscriber Server 

e AAA: Authentication, Authorization and Accounting 


LTE radio interface use different methods in downlink and uplink. For 
downlink OFDMA with 


e improved spectral efficiency, 
e reduced interference, 
e very well suited for MIMO and 


for uplink Single-Carrier-FDMA with 


e power efficient uplink increasing battery lifetime, 
e improved cell edge performance by low peak to average ratio and 
e reduced terminal complexity. 
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Figure 10.7 LTE radio principles (Picture NSN). 


Further topics: 


e enabling peak cell data rates of 173 Mbps downlink and 58 Mbps in 
uplink at 20 MHz bandwidth, FDD, 2 TX, 2 RX, DL MIMO, PHY layer 
gross bit rate 

e scalable bandwidth: 1.4/3/5/10/15/20 MHz also allows deployment 

e in lower frequency bands (rural coverage, refarming) 

e short latency: 10-20 ms roundtrip ping delay (server near RAN) 

e FDD and TDD timing. 


Figure 10.7 illustrates the LTE radio principles. Core technology is based 
on the Mobility Management Entity with C-Plane part of a GW, session 
and mobility management, idle mode mobility management, paging and 
AAA proxy. The serving gateway contains user plane anchor for mobility 
between the 2G/3G access systems and the LTE access system and lawful 
interception. The packet data network gateway implies the gateway towards 
internet/intranets, user plane anchor for mobility between 3GPP and non- 
3GPP access systems like home agent, charging support, policy and charging 
enforcement, packet filtering and lawful interception (Figure 10.8). 

The roadmap of the digital mobile network evolution towards 5th Gener- 
ation, starting with first network operation based on GSM 1992 until today 
shows Figure 10.9. 


10.4 5G Requirements and Technologies 


Although 4G Technology is still in rollout a lot of research- and industry 
activities have started already. With 5G a new phase of mobile communication 
will start and the focus is on the billions of terminals available in the internet 
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Figure 10.8 Core network principles (Picture NSN). 


of things. We can, therefore, deduce that data traffic will continue to increase 
dramatically over time. It is estimated 1000 times by 2020. Connected devices 
will increase over time by 10-100 until 2020. New device types like probes, 
sensors, meters, machines, control computers etc. will significantly contribute 
to that increase. New sectors will bring new priorities, like future cars 
with car-to-car communication and real time navigation, Industry 4.0 with 
plant of the future, Energy with decentralized energy production and energy 
storage and real estate with metering, consumption control etc. Broadband 
communications will stimulatethe economy by contributing significantly to 
GDP and creating employment. From a user's point of view 5G networks 
should enable the perception of infinite capacity, tactile internet and augmented 
reality. Compared to existing networks, 3G networks will need to be more 
available, more dependable and more reliable and offer increased speed, 
increased throughput, decreased latency, improved deviceautonomy and must 
be offered at low cost. “5G is an end-to-end ecosystem to enable a fully mobile 
and connected society. It empowers value creation towards customers and 
partners, through existing and emerging use cases, delivered with consistent 
experience, and enabled by sustainable business models” is the NGMN 5G 
vision [10]. 
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Figure 10.9 Digital mobile networks evolution towards 5th Generation. 


The evolution process, which will be chosen, is of importance: 


e embark on a linear evolution of today's networks as it was done in the 


past, or 
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e adopta new revolutionary approach, or 
e a combination of both. 


Traditionally, the 3GPP approach is evolutionary (including backwards com- 
patibility). A pure evolutionary approach may not be sufficient for 5G. To 
obtain new spectrum for mobile services is essential, but not the whole solu- 
tion. More efficient use of spectrummust be ensured with licensed, unlicensed 
and shared access regimes. Opportunities to deliver broadcast content to 
mobile users and vice versa by exploiting synergies. Network topology and 
architecture will change: 


e cell sizes becoming smaller, 

e cells becoming denser (ultra-dense over time), 

traditional "cell" concept will become less relevant in favour of wireless 
cloud approach, 

interworking with other networks more prevalent (e.g., Wi-Fi offload), 
introduction of device to device working, 

virtualisation of network functions, management and orchestration, 
evolution from hardware to software. 


From an economic point of view high demand to reduce CAPEX and OPEX. 
Decrease radio network energy consumption and CO» emissions. Reduce 
energy consumption per BTS site and use more energy efficient BTS, reduce 
site power consumption, increase site temperature, use outdoor BTS, optimize 
energy consumption versus traffic, reduce the number of BTS sites, increase 
cell coverage, share networks and use renewable energy source like solar 
cells, wind and hybrid solutions on site like green energy (hydro, wind 
and bio generated grid electricity). The technical issues to be discussed and 
analyzed: 


e new chip technologies, 

e new network architecture with distributed service platforms, 
new hierarchy of cloud platforms, e.g., mobile edge clouds for base 
stations, 

mini clouds on local level and less central clouds, 

new operating systems and network protocols, 

tactile internet, 

high availability, 

high reliability, 

high security, 

new diversity concept for frequency, place and infrastructure, 
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Figure 10.10 5G architecture envisioned by NGMN. 


e future machine to machine communication with new authentication 
techniques to support applications with high security and real time 
requirements and 

e new antenna technique with controlled and intelligent beaming. 


Next Generation Mobile Network [8] created an architecture that leverages the 
structural separation of hardware and software, as well as the programmability 
offered by Software Defined Networking and Network Function Virtualiza- 
tion. 5G architecture is an SDN/NFV native architecture covering all aspects 
ranging from devices, (mobile/fixed) infrastructure, network functions, value 
enabling capabilities and all the management aspects to orchestrate the 5G 
system. The Infrastructure resource layer contains the physical resources of 
a fixed-mobile converged network, access nodes, cloud nodes, networking 
nodes and 5G devices with all kinds of terminals from vertical business 
applications like M2M terminals. The Business enablement layer contains 
all functions required within a converged network of modular network 
function, value enabling capabilities and information repository. The business 
application layer implies applications and services of the operator, enterprise 
services, verticals of M2M and IoT and utilisation of 5G networks by 3rd 
parties. E2E management and orchestration has the capability to manage 
this 5G network end-to-end and provide an operation support system and 
self-organizing network capabilities (Figure 10.10). 


10.5 New Application Areas for Vertical Industries 


The next phase of mobile communication is to integrate industry, energy, 
mobility, real estate, and its processes. This is widely referred to as machine 
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Figure 10.11 New application areas for vertical industries within 5G (Picture VDE). 
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to machine communication and Internet of the Things. Billions of smart 
devices will use their embedded communication abilities and sensors to act 
on their local environment and use remote triggers based on intelligent logic. 
These devices have different requirements with respect to capabilities, power 
consumption and cost. loT will also have a wide range of requirements on 
networking such as reliability, security, performance (latency, throughput), 
etc. New services for vertical industries like 


e future cars (car-to-car communication, real time navigation, etc.), 

e industry 4.0 (plant of the future), 

e energy (decentralized energy production, energy transport, energy distri- 
bution and 

e energy storage) and 

e real estate services (metering, consumption control) [8] (Figure 10.11) 


will not be limited to connectivity only but can also require enablers from 
cloud computing, big data management, security, logistics, etc. 


10.6 Application Example Decentralized Energy Storage 


Energy is a very important resource for the benefit of mankind. In many 
countries discussions are ongoing how to manage the energy turnaround. 
An important contribution will build intelligent Smart Grid applications as 
new services within the communication networks. A decentralized energy 
storage concept based on Smart Grid applications and a centralized control 
system shows an example how to contribute to the energy turnaround. Merging 
power networks and communication networks to intelligent Smart Grids 
opens a lot of opportunities for future energy resource handling and should 
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motivate researchers to find out the best solutions for the future [9]. For 
better monitoring and metering, sensors, communication technology as well 
as distributed real-time computing platforms will be the key technologies for 
managing various electrical equipment. The herewith handled state parameters 
are critical for the determination of the current state of the Smart Grids and 
seen as the success factor for shifting from centralized to decentralized energy 
system. 

This captured information will be used as input for many types of model 
predictive algorithms whose output supports decisions to achieve the goals 
of the future Smart Grids. For an appropriate control structure in order to 
stabilize the grid with a limited mechanical inertia, an architecture based on 
an appropriate combination of central and decentralized control is needed. 

For better predictive models and algorithms improved computer based 
models and algorithms will be needed. The grid elements such as transmission 
and distribution lines, voltage and current transformers, flexible AC and DC 
elements, switches, protection equipment but also all grid users including 
generators, storage, consumer equipment and behavior have to be extended 
with digital communication and information features. 

A software architecture allowing consumers and market players to com- 
pose new services and to satisfy own requirements related to energy services 
and products thereby using also market interfaces and at the same time 
supporting the quality and security of supply of the grid based electricity 
system [10]. 

The energy turnaround initiated by politics created a high volatility in 
the energy production based on renewable energy (wind power stations 
and photovoltaic systems). To integrate renewable energy economically an 
additional concept of energy storage and energy supply has to be claimed. 
The proposed concept is a decentralized energy concept and decouples energy 
production from energy consumption. This is necessary to increase the share of 
renewable energy in the energy supply in an economical way (Figure 10.12). 
In the cellars of the real estate industry will be deployed thousands of battery 
systems. A battery system exists of a battery-farm, a AC/DC inverter and a 
control- and communication unit. All battery systems are linked to each other 
and to the control center via the communication unit called Smart Grid. Based 
on the Smart Grid all decentralized storage system can be linked to a virtual 
large storage system distributed countrywide. When there is an oversupply of 
energy the batteries can be loaded and when there is demand the batteries can 
be unloaded, controlled by the central control center. Intelligent data exchange 
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Decoupled Demand and Production 


| Decoupled Demand and Production | 


Figure 10.12 Consumption controls production and decoupled demand and production. 


between the decentralized battery systems enables the battery systems to 
organize itself a lot of energy supplies tasks (Figures 10.13 and 10.14). 

The Control- and Communication Platform (Figure 10.15) is composed 
of an industry PC, Linux operating system and the OGEMA Platform [11], 
developed by Fraunhofer IWES Institute. The applications have to organize 


control of the AC/DC inverter, 

control Battery Management System, 

communication with the central unit, 

communication with the battery systems belonging to the same Micro 
Grid, 

smart metering, 

recording balancing power, 

remote maintenance, 

security, 

IoT interface. 


The revenue model is based on balancing power and tenant electricity. The 
focus is on real estate industry with huge leverage effect. The top 10 real estate 
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Figure 10.13 Decentralized energy storage linked on a Smart Grid communication to a 
control center. 
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Figure 10.14 Clustering of the battery storage systems to organize itself. 
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Figure 10.15 Control- and communication platform (IoT interface). 


companies in Germany provide base to c. 100,000 buildings and c. 800,000 
end users leading to 2,788 GWh power supply per year to end customers. 


10.7 Conclusions and Outlook 


The future communication standard 5G will change everyday life and economy 
dramatically. The success of a new generation of mobile communication 
system is mainly based on new applications to address new market potentials. 
5G is expected to address industry, energy, mobility, real estate industry, 
health, etc. and generate a high number of new applications. Further important 
topics are security and reliability. It is important to focus on the areas 
network capability, consistent customer experience, flexibility, efficiency and 
innovation/8/. Significant investment has to be made in SG collaborative 
research programs and within technology companies too. Timing is key and 
careful alignment is needed between research and standardisation timelines. 
Measures need to be put in place to ensure that research results lead to high 
quality standards. Close link between research projects and the most influential 
players in standardisation has proven to be the best way to ensure close link. 

Within the EU research program Horizon 2020 the 5G Public-Private- 
Partnership (5G PPP) [12, 13] is established, which is focussed on systems with 
high data rate like video applications, systems for IoT applications and systems 
with low latency. Additional 5G will support automobile range, transport, 
manufacturing, banking, energy, smart cities, etc. 

Finally, reference should be made to the fact that an excellent new 
generation will be successful only by learning from the mistakes of the past. 
Mistakes of the past were no terminals available or too late, less or wrong 
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applications and too much focus on technology and not on business oriented 
applications. 3G and mainly 4G networks are already on a high level of 
performance and will be a high competition after 2020, too. 
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11.1 Introduction 


The human body of wireless users at present plays an extremely limited role 
in both the network and the user terminal functions and architectures. 

An innovative and challenging vision of the 5G-to-6G transition envisages 
the human body as a main actor with an active role in node and network 
functions as well as in user terminal architecture. 

New frontiers in a tight connection of standardization and ethics (stethics) 
is intrinsically involved in the above vision. 

In the last three years, the Center for Teleinfrastructures at the University of 
Roma “Tor Vergata” (CTIF_D is focusing on a very challenging research effort 
where the maturity of Information and Communications Technology (ICT) is 
horizontally offered to deploy vertical applications in interdisciplinary areas, 
such as health, law, economics, cultural heritage, humanities, etc. In order to 
develop the above research approach, CTIF_I is composed of a strong group 
of ICT engineers, along with experts in the other disciplines, particularly in 
the clinical and biomedical areas. 

The joint effort of the ICT and medical groups has produced an innovative 
and extremely challenging way of looking at the future of ICT, in particular at 
the meaning and the role of 5G in the evolutionary development of wireless 
systems. 

In the above frame, the present Chapter, after highlighting the current 
achievements and open challenges of 5G, will present the CTIF_I vision on the 
challenges of the future beyond 5G world, providing an application example 
under investigation and early stage development with the dentistry component 
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of the medical area. In the example, the human body — and in particular 
the oral cavity of the wireless user — plays an active role in the node of the 
networks. 

The future work and perspectives of the CTIF_I approach and activities 
in the area of the human body active role to device and network functions of 
future mobile systems will be presented. 


11.2 5G Achievements and Open Challenges 


Mobile information systems have been facing the challenges of the continu- 
ously increasing demand for the high data rates and mobility required by new 
wireless applications. 4G (Fourth Generation)/LTE (Long Term Evolution) 
wireless networks now enable high-speed mobile web videos, IP (Internet 
Protocol) telephony, video gaming, mobile High-Definition (HD) TV, video 
conferencing, and even mobile 3D TV. 

The current trend of annual doubling of wireless data traffic is expected to 
continue. Research on 5G wireless communications has started and developed 
rapidly. It is expected that 5G wireless infrastructure will be deployed beyond 
2020. However, enabling technologies for 5G mobile information systems 
such as massive MIMO (Multiple Input Multiple Output), new modula- 
tion, and waveform design are still in their infancy. More efforts from this 
community are truly needed to make 5G mobile systems reach their full 
fruition. 

Massive MIMO (M-MIMO) technologies have been proposed to scale 
up data rates reaching gigabits per second in the forthcoming 5G mobile 
communications systems. However, one of the crucial constraints is dimension 
in space to implement the M-MIMO. 

How to make more small cells in sleeping state for energy saving in ultra- 
dense small cell system has become a research hotspot. 

The key of wireless power transfer technology rests on finding the most 
suitable means to improve the efficiency of the system. The wireless power 
transfer system applied in implantable medical devices can reduce the physical 
and economic burden of patients since it will achieve charging in vitro. 

Optimum beamforming and power allocation can be analyzed using, 
for instance, a game-theoretic framework [1] to maximize the rate of each 
user selfishly under the transmit power constraint and the Primary User 
(PU) interference constraint. The design of the cognitive MIMO system is 
formulated as a non-cooperative game, where the secondary users (SUs) 
compete with each other over the resources made available by the PUs. 
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Compressive sensing theory [2] can be applied to reconstruct the signal 
with far fewer measurements than what is usually considered necessary. While, 
in many scenarios, such as spectrum detection and modulation recognition, it is 
only expected to acquire useful characteristics rather than the original signals, 
where selecting the feature with sparsity becomes the main challenge. 

With the widespread use of Internet, the scale of mobile data traffic grows 
explosively, which makes 5G networks in cellular networks become a growing 
concern. Recently, the ideas related future network, for example, Software 
Defined Networking (SDN) [3], Content-Centric Networking (CCN) [4], Big 
Data [5], have drawn more and more attention. 

The exploitation of mm-waves in mobile cellular environments will 
represent a breakthrough of 5G as clearly stated in [6]. In [6], the mobile urban 
propagation in the 38 GHz band is thoroughly investigated and the viability 
of broadband transmission by Line Of Sight (LOS) and Not Line of Sight 
(NLOS) links is demonstrated. In [7], the wireless communication channel 
operating in the 70 GHz and 80 GHz band is characterized to define specific 
parameters and constraints that can be used to define the optimal topology 
of a multi-gigabit access network. P-t-P links with 10 Gb/s capacity are 
considered. In [8], single-carrier higher-order modulations and FDM (Fre- 
quency Division Multiplexing) channel aggregation techniques are used in 
combination with MIMO spatial multiplexing for P-t-P multi-gigabit short- 
distance E-band LOS connections, pushing the available data-rate up to 48 
Gb/s. The use of E-band for P-t-P backhauling is a possible scenario. 

Well-known backhaul technologies such as spectral-efficient LOS 
microwave, fiber and copper are being tailored to support the exploding 
user traffic demand in the RAN (Radio Access Network). However, owing 
to their position below roof height, a substantial number of small cells in 
urban settings do not have access to a wired backhaul, or clear line of sight to 
either a macro cell or a remote fiber backhaul point of presence. For distances 
of the order of 1-1.5 kilometers, which are expected to be enough for 
Long Term Evolution (LTE)-A small-cell backhauling, mm-wave systems can 
provide backhauling in the order of several gigabits per second. 

Figure 11.1 shows a potential multi-tier LTE-A cell deployment with 
mm-wave wireless backhaul. Small-cell Base Transceiver Station (BTS) are 
installed closer to smaller buildings or over streetlamps. Macro BTS are 
installed on the top of the bigger buildings. The presence of LOS connection 
is guaranteed for P-t-P backhaul among macro BTSs and may be ensured 
for P-t-P among small cell BTSs installed on the streetlamps. Also P-t-mP 
backhaul among macro BTSs and small-cell BTSs on the streetlamps may be 
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Figure 11.1 Typical configurations of small-cell backhaul in LTE-A standard. 


reasonably assured. These LOS links can be effectively supported by E-band 
multi-gigabit transmission. 

In [9] E-band for P-t-P backhauling in LTE-A small cells is considered 
in combination with point-to-multipoint NLOS backhauling at 6 GHz. The 
solutions envisaged in [9] looks rather similar to the commercial products for 
small-cell backhauling supplied by CERAGON corporation (Palo Alto, CA) 
[10]: the FibeAir-70™ for LOS P-t-P transmitting at aggregate data-rate of 
1 Gb/s at 81 GHz, and the FibeAir-25001M for NLOS P-t-mP transmitting at 
200 Mb/s at 6 GHz. All these components rely on single-carrier transmission 
techniques. 

State-of-the-art PHY-layer solutions considered in [7-9] look dated and 
lack of efficiency in particular in the presence of phase-noise, nonlinear 
distortions and signal-to-noise ratio drops due to atmospheric attenuation and 
rain fading. Such kind of impairments is usual in mm-wave transmission. 
Therefore, alternative solutions should be investigated in order to allow robust 
small-cell backhaul with reduced power expense. 

A completely different typology of transmission based on UWB (Ultra- 
Wide Band) techniques has been considered in [11, 12]. However, as shown 
in [13] and [14], IR (Impulse Radio) techniques, thanks to their simplicity and 
intrinsic robustness, are very efficient also if employed in the E-band context. 
The IR-based backhaul relies on Pulse-Position-Modulation (PPM) for digital 
transmission and on Time Hopping (TH) for multi-user P-t-mP transmission. 
Such transceiver architecture is very efficient, very simple, and cost-effective 
and can be implemented by using Commercial Off the Shelf (COTS) 
hardware. 
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Finally, the 5G paradigm is paving the way for rich healthcare services 
enhanced with video calls and high definition images, available nearly 
everywhere. 5G networks are supporting sensors requiring very low energy 
consumption, with one battery charge every fifteen years. It will be very 
beneficial for medical connected devices such as blood pressure or insulin 
body worn sensors. 

Furthermore, the high reliability and security of 5G infrastructures should 
help to alleviate the legitimate end user and health professionals concerns 
about privacy and hacking around health data and services. When thinking 
about new 5G capabilities in the domain of lower latency, reaching the target 
of 1 ms, new applications in the area of prosthesis or augmented human can 
be conceived. 

The above frame about 5G suggests that, in spite of the open challenges and 
some potential issues, the 5G system paradigm is solid and it could represent 
a (final?) landing point for the mobile world as we have been used to know it 
from the introduction of GSM [15]. 

The 5G approach, where the extreme efficiency and speed of the mobile 
network as well as the full convergence between wired and wireless are the 
ultimate goals, indicates that 5G could in principle “saturate” the achievable 
maturity at system level from both operators and users viewpoints. 

It is therefore very natural to pose the question of what could happen to 
the networks and users after the full deployment of 5G. 

A possible answer is provided in the rest of the Chapter. 


11.3 The Challenges on the 5G Frontier 


The transition between 5G and a following generation can introduce dramatic 
changes in the role played by the user inside the network. 

A medium-term scenario envisages an increasing synergy between the 
user device capabilities and their implementation through the user’s body. 
The result will be a highly personalized body-related device that will be able 
to solve intrinsic limitations in the current interaction with the device (e.g., 
finger size w.r.t keyboard). 

A further step ahead allows predicting a strong interaction between the 
brain functions of the user and the device. A possible scenario would envisage 
the device be driven by brain and emotional related commands. In the depicted 
frame, the device would need not only for pure technology but also for a proper 
merging between standardization and ethics (stethics). 
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In parallel, the biomedicine is progressing dramatically, and the early 
diagnostics of important diseases can take advantage of proper chips to be 
implanted in the body. A label-free spiral microfluidic device is proposed, 
for instance, to allow size-based isolation of viable Circulating tumor cells 
(CTCs), i.e. rare cancer cells that are shed from primary or metastatic tumors 
into the peripheral blood circulation. Phenotypic and genetic characterization 
of these rare cells is crucial to provide important information and guide cancer 
staging and treatment (e.g., [16, 17]). 

The increased closeness between the human body and functions that are 
generally assigned to an external device is the starting point of a research effort 
played by a joint team of engineers and medical doctors to identify a set of 
functions that can be supported by one or more chips to be implanted. Those 
chips can be supporting not only “pure medical" functions but also — and here 
is the matter that can be of interest for the post 5G community — device and 
network functions. 

This is the key-passage to achieve a partially internal user device (Body 
as a Device — ByD) and to assign to each user functions related to the nodes 
of the network (Body as a Node — ByN). 

A pictorial view of the above concept is shown in Figure 11.2. 


Figure 11.2 Pictorial view of the body as a device and as a node concept. 
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In the depicted frame, the next paragraph describes a possible scenario 
where the ByD and/or ByN approaches could be implemented by implants in 
the oral cavity. 


11.4 The Oral Cavity as Device or Node 


The oral cavity is one of the main gateways to the body. It is in fact in the 
early months of life, a cognitive tool which subsequently develops with all 
its structures (mucous membranes, muscles, tendons, bones, joints, teeth, 
nerves, vessels, glands, etc) as a body involved in carrying out different 
functions (immuno-protection, digestion, chewing, swallowing, phonetic). 
The complexity as well as the sensitivity of these structures, makes oral 
health closely related to general health conditions. The first evidences of many 
systemic diseases are borne by the oral structures and therefore are diagnosed 
through an examination of those. 

Precisely for this reason, the oral cavity may constitute the ideal envi- 
ronment for positioning sensory systems and collecting data that might be 
useful both in monitoring oral activities, detecting pathologies/problems and 
planning early intervention and partial remote management. 

In addition, as highlighted in Section 11.3, the devices could also host 
functions of the user device (Oral Cavity as a Device — OCD) and/or of the 
network node (Oral Cavity as a Node — OCN). 

In Figure 11.3 possible positioning of sensors and chips in the oral cavity 
is depicted. 

Due to the ICT contribution performance and costs of cures for both the 
public health system and the private patients could change, especially in the 
Dentistry field, where a significant growth of technology-driven approaches is 
occurring. In recent years technological advancement have radically changed 
the face of dentistry by increasing the reliability of diagnostic imaging, 
simplifying treatments planning/realization thanks to computer-guided and 
minimally invasive approaches, reducing working time and errors human- 
related thanks to the intraoral optical scans and CAM (Computer Aided 
Manufacturing) units [18-20]. However the potential opportunities offered 
by this sector have not been truly exploited yet, since these technological 
advancements have focused on aspects of close dental relevance. 

Using intraoral micro-biosensors featuring a wireless transmission, instead 
of wired connections as proposed in the past two decades by several 
researchers [21-27], could open new scenarios for dentistry applications 
(related to oral health), general sensing applications (sensing parameters 
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Figure 11.3 Possible location of sensors and chips for the OCD or OCN approach. 


related to human health) as well as Human-Machine-Interface (HMI) appli- 
cations (using measurements of oral cavity to drive/control machines). The 
advancements in micromachining techniques have allowed sensor miniatur- 
ization for minimum discomfort in the oral cavity and easy implantation with 
no tissue injury. The sensors can be easily integrated into prosthetic devices 
and orthodontic appliances, even in the teeth or bones. [28] Chemical markers 
relevant to health may be detected by electrochemical sensors, as well as 
variation in ph, temperature, pressure or position of the oral environment. 

The use of intraoral sensors from the communication point of view is 
analogous to other mHealth applications. However wireless communication 
between intraoral devices and the outside world is challenging, since the 
oral cavity is a hybrid propagation environment. Intraoral sensors are in the 
border between intra-body and wearable sensors. It is not strictly speaking a 
communication “inside the body" as a sensor inside the body, depending on 
its anatomical location, is usually surrounded by a distinct and fairly stable 
tissue environment. 

An intraoral device is located in a constantly changing environment 
depending on the relative positions of the jaws and movements of the tongue, 
which continuously changes shape when one swallows, breathes, or speaks. 
As intraoral devices are in contact with the gums, the tongue, or the palate, 
and their associated receivers may be in contact with the human body, Body 
Channel Communication (BCC) can be considered to be used for these 
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devices [29]. However, when applied to intraoral devices, neither of the 
BCC methods maintains their desired operating conditions due to attenuation 
effect. Therefore, the use of RF-based wireless communications could be 
considered. As a matter of fact, RF wireless communication has been already 
successfully adopted in implantable devices such as the pacemaker and neuro- 
stimulator. 

The proper selection of the frequency band is fundamental for establishing 
areliable link between intraoral devices and the outside world. The selection of 
the frequency is strictly related to two fundamental design elements: size of the 
antenna and attenuation. It is worth noted that an RF-based communication 
approach foresees the use of a battery inside the mouth, at least for those 
important applications that foresee a continuous monitoring. This is one of 
the main challenges limiting the adoption of intraoral devices for continuous 
monitoring. Interesting solutions for recharging the sensors are based on the 
use of the jaw movement that normally occurs when chewing, eating and 
speaking [30]. For instance, one can obtain approximately 580 J only from 
daily chewing, which is equivalent to an average power of approximately 
7 mW. An alternative approach has been proposed in two studies [31, 32] 
where a passive sensor is inserted in the mouth and read by an external 
device. 

It should be highlighted that the presence of the sensors inside the 
oral cavity might cause metabolic alterations (causing inflammation or 
tissue damage). Therefore, the molecular and biochemical approaches under- 
taken to unravel possible metabolic alterations (with particular reference 
to quantification of recognized markers of inflammation or tissue damage), 
occurring during prosthesis implantation and long-term wearing, should be 
addressed [33]. 

The presence of sensors and chips has to be, therefore, analyzed also in 
terms of potential harm to the oral cavity, in particular, and the whole body 
in general. The sensor/chip design and implementation have to be driven by 
the guidelines and requirements deriving from the above analysis. The same 
applies to whatever part of the body is selected for the chip positioning. 


11.5 Future Work 


The Chapter has provided a possible vision of post 5G systems, particu- 
larly related with the active use of the human body of the user to both 
extend, integrate or substitute the user device functions and/or the node 
functions. 
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Figure 11.4 Possible multi-user, multi-device and multi-node scenario. 


In the envisaged vision, the scenarios reported in Figure 11.4 are possible. 
A number of important activities are being and will be undertaken to under- 
stand fully the impact and the potential of the ByD and ByN approaches, and 
to design and implement harmless chips. The experimental activity will start 


from the OCD and OCN cases and will be later extended to other parts of the 
body. 
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12.1 Introduction 


It is expected that 5G is made up of several radio access technologies as 
there is probably no single technology capable of meeting all requirements. 
One likely candidate for being part of 5G is the new 802.11ax standard. 
This wireless LAN standard offers data rates up to 10 Gbps in channels up 
to 160 MHz. It improves capacity for large number of users by employing 
OFDMA which reduces overhead relative to the TDD approach of existing 
wireless LAN standards. At the same time, the use of uplink OFDMA provides 
a significant range benefit for clients that have less transmit power than 
access points, a situation that is pretty common for handheld devices. Further 
capacity enhancements are provided by the use of uplink MU-MIMO in 
addition to downlink MU-MIMO that was already present in the 802.1 lac 
standard. 

Peak throughputs of wireless LAN have grown exponentially for quite 
some time as shown in Figure 12.1. From 2 Mbps for early 802.11 pro- 
ducts in the nineties, peak rates have steadily climbed to several Gbps for 
current 802.1 lac products and expect to reach approximately 10 Gbps with 
802.11ax [1]. While early 802.11 standards primarily focused on single link 
rates, the attention shifted towards network throughput since 802.11ac with 
the introduction of MU-MIMO [2]. Improving network throughput in dense 
networks is the primary goal of 802.11ax. This is important to deal with 
increased levels of inter-network interference and to provide more capacity 
for networks with large numbers of clients, for instance in cases where WiFi 
is used for data offload to relieve the pressure on LTE spectrum. The latter use 
case is one of the main drivers to make WiFi part of 5G. 
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Figure 12.1 WLAN data rate growth. 


12.2 802.11ax Features 


The main new features in 802.11ax are: 


. Longer symbol durations with 4 times smaller subcarrier spacing 
. OFDMA 

. Uplink MU-MIMO 

. 1024-QAM 

. Range extension with DCM 

. Dynamic CCA 


Longer symbols with 4 times smaller subcarrier spacing are used for several 
reasons. First, it provides a larger data rate by reducing the relative duration 
of the guard interval and by a slight increase of the band filling. Second, it 
allows the use of larger guard intervals which provides more delay spread 
robustness. Guard intervals of 800 ns, 1600 ns and 3200 ns are defined in 
802.1 lax together with a 12.8 microseconds FFT interval whereas 802.11ac 
uses a guard interval of 800 ns or 400 ns with a 3.2 microseconds FFT interval. 
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The additional delay spread robustness is especially useful for outdoor use 
where RMS delay spreads in the order of a microsecond may occur. A third 
reason for using longer symbol durations is that it provides a more relaxed 
synchronization requirement for uplink OFDMA and uplink MU-MIMO. 

To enable channel estimation, an 1lax preamble contains a number of 
HE-LTF symbols equal to or larger than the total number of spatial steams, 
similar to 11ac. One disadvantage of using larger symbol durations is that the 
overhead of this channel estimation would be 4 times larger than for 11ac if 
all HE-LTF symbols used the longest symbol interval of 16 microseconds. 
To reduce this overhead, 11ax specifies 4 different modes of operation with 
symbol durations of 4 ys (including 800 ns guard interval), 7.2 us (including 
800 ns guard interval), 8 us (including 1.6 us guard interval), and 16 us 
(including 3.2 us guard interval). All modes beside the longest 16 us require 
tone interpolation to get the channel estimates for all data tones. 

For non-OFDMA mode, 11ax uses 242 tones in 20 MHz including 8 pilots, 
giving a peak data rate of 1147 Mbps for 8 streams, 1024-QAM, coding rate 
5/6, with 800 ns guard interval. For 40 MHz, 484 tones are used including 
16 pilots, giving a peak rate of 2294 Mbps. 80 MHz uses 996 tones with 
16 pilots, which are also used by 160 or 80 +80 mode in each 80 MHz 
segment, giving a top rate for 80+ 80 of 9607.8 Mbps for 8 spatial streams 
and 1201 Mbps for a single spatial stream. 


12.3 Interoperability and Mode Detection 


The new 802.11ax standard will be used both in the 2.4 GHz and 5 GHz 
band. Devices that implement 802.11ax have to be interoperable with existing 
802.11 products which mean they need to support all existing 802.11 
waveforms for either the 2.4 or 5 GHz band. At the same time, the new 
802.11ax waveforms should not cause performance degradation for existing 
802.11 devices that did not implement 802.11ax. To achieve the latter, 
all 802.11ax waveforms start with a 802.11a-like preamble, similar to 802.11n 
and 802.11ac. The signaled rate in the 802.11a preamble is set to 6 Mbps and 
the length field is set to match the duration of the 802.11ax packet. This 
ensures that all devices that can receive the 802.11a part will properly defer 
for the entire packet even though those devices may not be able to receive any 
802.11ax data. 

The existing preamble structures for 802.11a, 11n, and 11ac are depicted 
in Figure 12.2. It is important that a device can quickly and reliably detect 
what preamble type is being received. For 11a, 11an and 11ac, this detection 
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is based on the use of QBPSK at different parts of the preamble. QBPSK 
is equal to BPSK rotated by 90 degrees. An 11n greenfield preamble uses 
QBPSK at the first symbol after the LTF symbol. An 11a packet has a BPSK 
L-SIG symbol at this same location. Hence, a receiver can detect whether a 
packet is 11a or 11n-GF by estimating whether the constellation of this first 
symbol after LTF is BPSK or QBPSK. An 11n mixed-mode (MM) preamble 
has a BPSK L-SIG followed by two QBPSK HT-SIG symbols. The L-SIG 
symbol is a valid 11a-type signal field indicating the use of 6 Mps BPSK 
and with a length field that covers the entire 11n-MM packet. After decoding 
this L-SIG symbol, a receiver does not know yet whether the packet is 11a 
or 11n-MM, it only knows it cannot be 11n-GF based on the QBPSK check 
on L-SIG indicating BPSK. By doing a second QBPSK check on the symbol 
after L-SIG, it can detect whether the packet is 11n-MM versus 11a. For 11ac 
packets, a third QBPSK check is required at the second symbol after L-SIG. 
The packet is detected as 11ac based on the L-SIG being BPSK and signaling 
6 Mbps, the first symbol after L-SIG also being BPSK, and the second symbol 
after L-SIG being QBPSK. Devices that did not implement 11ac will detect 
the 11ac packet as 11a based on the valid L-SIG symbol and the absence of 
QBPSK in the first two symbols after the LTF symbol. 

Figure 12.3 shows the additional preambles defined by 11ax. There are 4 
new preambles for Single User (SU) mode, Multi User (MU) modes being 
downlink MU-MIMO and downlink OFDMA, Trigger modes being uplink 
MU-MIMO and uplink OFDMA, and extended range mode. For existing 
devices that did not implement 11ax, all 11ax packet types are detected as 
11a such that a proper defer will be done based on the L-SIG length field 
that is set to cover the entire duration of the 11ax packet. An 1lax device 
can discriminate 11ax versus 11n and 11ac based on the fact that the L-SIG 
length field modulo 3 is 1 or 2 for 11ax versus O for 11n and 11ac. The L-SIG 
length field indicates a number of bytes, but 11n, 11ac and 11ax only use 
this length field to indicate the total duration of the packet and not the byte 
length. Since the spoofed 11a rate of 6 Mbps gives 3 bytes per symbol, the 
same packet duration can be signaled by 3 different L-SIG length values with 
1, 2, or 3 bytes in the last symbol. If the L-SIG length modulo 3 is 1 or 2, 
then a receiver knows that the packet cannot be 11n or Ilac, but it does 
not know yet whether it is 11a or 11ax. To detect this, there are 2 different 
checks that can be made. First, the L-SIG is repeated in 11a packets. This 
repetition can be used for mode detection. At the same time, it provides 
a range advantage in the extended range 1lax mode where all fields use 
half the lowest 11a rate. Second, the L-SIG, repeated L-SIG, HE-SIG-A, 


184  802.11ax for 5G 


"Xe | 10] somnjonys o[quieoJd E'TI AMNS 


srty 
—_— Pr 
pesas ejeq-3H S4LT3H 3is3H | pv-ois-3H | cv-oie3H | zvoie3H | ivoie3H | os 91s a asa 
————————————————> —_— < Pa 
ape Aq parsooq amod xsdgo 2=E%HLON3I PE Aq paysoog 1əmod 
srp 
> 
Lena elea-3H S4LT3H sah | gdsay | 2vois3H | wvoisan | is ois E aisa 
poema 
sig 
e el 
ye eea-aH SILT3H 41S-3H | rosan wosan | XY | ois | am aisa 
T=E%HLONI 
sri 
=> 
eed ejea-aH S417-3H ALS-3H ZV-DIS-3H LV-DIS-3H 9s-u 91s-1 Ac als 
T=E%HLON3I 


1X3-3H 


NW-3H 


4988111-3H 


fis-3H 


12.4 OFDMA 185 


and HE-SIG-B symbols all have 4 edge tones more than 11a symbols. These 
extra tones contain known BPSK values and they can be used both for mode 
detection as well as for improving channel estimation on the HE-data. 

Once a receiver detected that a packet is 11ax and finds out the specific 11ax 
packet type, it starts to decode signaling data in HE-SIG-A. This field contains 
data that is needed to decode the rest of the packet such as the MCS (BPSK 
up to 1024-QAM, coding rate % up to 5/6), number of spatial streams, guard 
interval and LIF size, bandwidth, SU/MU, STBC, beamforming, and several 
other parameters. For downlink MU packets, there is a lot more signaling 
as every downlink client can have a different MCS, number of streams, and 
coding type. To accommodate this extra signaling, MU packets have a variable 
number of HE-SIG-B symbols. The length and MCS of the HE-SIG-B field 
1s indicated in HE-SIG-A. 


12.4 OFDMA 


Downlink OFDMA is used in llax to minimize the overhead of PHY 
preambles and MAC backoff when there are a significant number of clients 
and relatively small packets. The overhead reduction is obtained by combining 
multiple small packets into one large packet. Without OFDMA, large PHY 
rates tend to give a high efficiency loss when the packet size per client is 
relatively small as preamble and backoff times become much larger than the 
data portion of each packet. The smallest 11ax preamble is 40 us, so a packet 
should preferably be at least 400 jus to make the preamble overhead no more 
than 10%. At a PHY rate of 10 Gbps, however, that means a single packet 
contains about 500 KB. For a single client, this requires a significant amount 
of aggregation, which may not be possible if there are latency constraints on 
parts of the traffic for that client. OFDMA helps in this case as the aggregation 
can be done over a group of clients. 

Figure 12.4 shows the resource unit (RU) allocation for 80 MHz OFDMA. 
There can be up to 37 simultaneous clients with 26 tones, or 16 clients with 
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Figure 12.4 80 MHz OFDMA resource unit allocations. 
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52 tones, 8 clients with 106 tones, 4 clients with 242 tones, 2 clients with 484 
tones, or a single client with 996 tones. The same RU sizes are used in other 
bandwidth modes. In 20 MHz mode, there can be up to 9 simultaneous clients 
with 26 tones each. 

Figure 12.5 shows the packet strucure including signaling per client for 
an 80 MHz downlink OFDMA packet. The first part of the preamble up to 
HE-SIG-A is identical for all clients and is repeated in each 20 MHz subchannel 
to make sure that overlapping networks are able to decode the length of the 
packet that is encoded in the L-SIG symbol. The HE-SIG-B field is present 
only in MU packets, either MU-MIMO or OFDMA. It consists of a signaling 
block that is common to all MU clients and a per-client signaling part. The 
common part has a separate CRC and tail bits. Each 20 MHz is encoded 
separately such that a client only needs to decode one 20 MHz subchannel. 
The per client part has a CRC and tail bits for each group of 2 clients, such that 
a client only needs to decode a small part of the entire HE-SIG-B correctly 
in order to decode his signaling info. In case of an odd number of clients, the 
last group just has one client followed by CRC and tail bits. 

Uplink OFDMA is specified in 1lax for the same reason as downlink 
OFDMA to reduce both PHY and MAC overhead. There is an additional power 
accumulation gain benefit though; if all uplink clients transmit at the same 
maximum power in a 26-tone RU than in a full 20 MHz RU in non-OFDMA 
mode, then the maximum received power at the AP is almost 10 dB more 
if 9 uplink clients transmit simultaneously in a 20 MHz channel relatively to 
a single client. For the clients, this means they can transmit at a significantly 
higher data rate relatively to non-OFDMA mode. This provides a network 
throughput gain on top of the gain caused by reduced PHY and MAC overhead. 
Notice that in practice, the power accumulation gain may be limited because 
of regulatory constraints. 

One major difference between uplink and downlink OFDMA is that uplink 
OFDMA requires time and frequency synchronization of uplink clients, as 
well as some level of power control. The same is true for uplink MU-MIMO. 
In an uplink frame, the packets from different clients should arrive at the 
AP with timing differences that are small relative to the guard interval. To 
achieve this, clients are required to have an accurate SIFS response time with 
an error not exceeding +/—400 ns. The clients are allowed to transmit uplink 
frames only in response to a trigger frame by the AP. They have to synchronize 
their carrier frequency and sampling clock to that of the AP. The accuracy of 
the frequency synchronization has to better than 1% of a subcarrier spacing 
to prevent a significant degradation caused by inter-carrier interference. 
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Since the subcarrier spacing is 78.125 kHz, the accuracy requirement is about 
+/-780 Hz. Uplink MU-MIMO and uplink OFDMA clients also have to 
perform power control with an accuracy of +/—3 dB. To enable power control, 
the AP signals its transmit power and a target received power level per client 
in the trigger frame. An uplink client can estimate the path loss from the 
received power level of the trigger frame and the signaled AP transmit power. 
By assuming reciprocity, it can then set its transmit power to achieve the 
desired received power at the AP as requested in the trigger frame. 


12.5 Uplink MU-MIMO 


In 802.11ac, downlink MU-MIMO was introduced as a way to increase the 
throughput in cases where the AP had more antennas than the clients. Since 
then, there has been a demand to increase uplink throughput as well, as 
the amount of uplink traffic has significantly increased over the past years 
with smartphone users producing large amounts of video data that is shared 
across social media. The downlink MU-MIMO throughput advantage is now 
extended to the uplink in 802.11ax by introducing uplink MU-MIMO. Without 
MU-MIMO, clients have to compete for the medium and transmit packets 
sequentially like depicted in Figure 12.6. With uplink MU-MIMO, clients 
can transmit simultaneously like shown in Figure 12.7, increasing the uplink 
throughput up to a factor of 4 for 4 uplink clients. 

In addition to the throughput multiplication factor, uplink MU-MIMO 
has the same power accumulation benefit as uplink OFDMA. By having 4 
simultaneous uplink MU clients, the received power at the AP is 6 dB more 
relative to having a single client. This means each uplink MU client can 
transmit at a higher MCS than in SU mode. Another benefit of uplink MU- 
MIMO that it benefits downlink MU-MIMO. Downlink MU-MIMO according 
to Ilac requires compressed channel feedback per client to be transmitted 
sequentially in the uplink as depicted in Figure 12.8, creating a significant 
amount of overhead. In 11ax, it is possible — but not required — to transmit 
the compressed channel feedback in an uplink MU-MIMO mode as shown in 


AP [BA | [BA [BA [BA | 
Client 1 AMPDU 

Client 2 AMPDU 

Client 3 AMPDU 

Client 4 AMPDU 


Figure 12.6 Multiple clients sending a packet without use of uplink MU. 
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AP TF BA 


Client 1 Uplink MU AMPDU 
Client 2 Uplink MU AMPDU 
Client 3 Uplink MU AMPDU 
Client 4 Uplink MU AMPDU 
Figure 12.7 Multiple clients sending a packet using 11ax uplink MU. 
AP [nora] | nor | BF-POLL| BF-POLL BF-POLL | [ ww | BAR BAR BAR 
Client 1 CBF BA 
Client2 car m 
Client 3 CBF BA 
Client4 | cer y 
Figure 12.8 Downlink MU TXOP for Ilac. 
AP HE-NDPA | | HENDP | | TF HE-MU TF 
Client | CBF BA 
Client 2 CBF BA 
Client 3 CBF BA 
Client 4 ‘CBF BA 


Figure 12.9 Downlink and uplink MU for 11ax. 


Figure 12.9. This reduces the overhead and hence improves the throughput of 
downlink MU-MIMO. 


12.6 Range Extension 


If current WiFi clients are at the edge of the AP coverage range, they often 
suffer from the problem that they while they can hear the AP, they cannot 
associate as the AP cannot hear them. This uplink problem is caused by 
the fact that the AP generally has more transmit power and hence more 
range than typical client products. To solve this issue, 11ax defined a range 
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extension mode with a special preamble shown in Figure 12.3. The STF and 
LTF fields are boosted by 3 dB for the extend range preamble to make sure 
that the extended range performance is not limited by preamble detection. 
The preamble signaling symbols are repeated to provide 3 dB of gain in the 
signaling part. For the data part, Dual Carrier Modulation (DCM) can be used 
to provide a lowest data rate that is half of the lowest BPSK rate without 
DCM. DCM basically duplicates half of the tones. To reduce the peak-to- 
average power ratio caused by the duplication of tone values, for BPSK the 
odd copied tones are inverted while for QPSK and 16-QAM, the copied tones 
are conjugated. DCM provides lower rates with twice the diversity order and 
3 dB gain relative to no DCM with the same constellation size. 


12.7 Dynamic CCA 


The current 802.11 standard specifies a few power levels for which any device 
should defer. There are different power levels depending on bandwidth with 
higher defer level for larger bandwidth modes. Also, there is a separate level 
for the case that a valid preamble is detected versus a larger energy detect 
threshold for cases where the preamble had not been detected, which may 
happen for instance because the device was receiving some other packet that 
partially overlapped with another transmission. There are two mechanisms in 
802.11ax to improve the defer behavior with the goal of increasing network 
capacity in dense environments. First, the HE-SIG-A field includes a BSS 
(Basic Service Set) color which is basically a shortened version of the AP 
address. After decoding the BSS color, a station knows whether the packet 
is from its own network or from some overlapping network. If the packet 
belongs to the same network, it is better to always defer regardless of received 
power. There is no advantage trying to transmit 2 simultaneous packets in this 
case because the AP can only receive one packet at a time. It may also be that 
the received packet is from the AP itself, in which case the AP is not able to 
receive until it is finished with its transmission. If the BSS color indicates that 
the packet is from another network, then it may be possible to transmit on top 
of it. Rather than using a fixed CCA threshold like in current 802.11, 802.1 lax 
allows the use of a dynamic defer threshold where the threshold depends on the 
transmit power. The lower the transmit power, the higher the defer threshold. 
The reasoning is that a station with lower transmit power causes interference 
over a smaller range, hence it can increase its defer threshold such that it defers 
only for relatively nearby other stations. 
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12.8 Conclusions 


The 802.11ax standard increases the maximum single user and multi-user 
data rate to about 10 Gbps. Several enhancements are made to increase the 
throughput in dense networks with many clients, such as the introduction of 
OFDMA, uplink MU-MIMO, and dynamic CCA. These improvements make 
802.1 lax attractive for data offloading of crowded LTE networks and also 
make it a suitable candidate for inclusion in 5G. 
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13.1 Introduction 


There is an increasing awareness that healthcare in the western countries 
cannot be continued in the way it has developed in the past; It is just not 
sustainable due to the increasing demand for volume of care, limits to the 
amount of qualified people to work in care and limits to the amount of money 
we can spend on healthcare. A main trend that is contributing to this need 
for change is the increased life expectancy of our western society. As the 
years that are added, come with longer period of time in which we have to 
cope with chronic conditions, the volume of required health care services 
is rapidly rising. This increase in volume of care needed cannot be met 
with a proportional increase in professional personnel and money. There is 
a strong belief that technology, especially information and communication 
technology can make a significant contribution to make care more sustainable, 
by supporting people in their wish for independent living and increase 
of self management capabilities. Areas that are especially relevant in this 
context are: 


e Unobtrusive monitoring of health related conditions and behavior. 

e Home based interventions. Enabling people to do therapy like physical 
and cognitive training at home, remotely supervised. 

e Personalized Health Systems that provide people in real-time personal- 
ized advices about their health, based on multimodal sensing. 

e Caring homes, supportive environment that intuitively feels the needs of 
its user and is able to react properly. 
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These areas are coming up fast due to rapid developments in sensing technol- 
ogy, artificial intelligence and improved communication infrastructures. In 
this chapter, I would like to describe some recent developments in these areas 
of health care supporting technology, both from a technical and functional 
point of view and then, based on the present developments try to imagine how 
5G will support and/or accelerate these. 


13.2 Technology to Support Personalized Health 
and Ambient Assisted Living 


In this Section, different methods of health monitoring and health assisting 
systems are discussed. There are diverse projects in all over the world, which 
they focus on supporting people in need at their home or office without any 
requirements to visit hospitals or therapists. 


13.2.1 Exercising at Home 


When patients are able to do their training at home, this would have great 
benefits for all stakeholders. Patients can do their training where and what time 
they want, not being obliged to go e.g., three times a week to a physical therapy 
practice or a rehabilitation centre. If itis partly replacing the intramural therapy 
sessions, it is also becoming more cost effective and enlarging the capacity 
of intramural care. If it is used as an extension of intramural rehabilitation, 
1t will help in decreasing the fall back of capacities in the home situation. 
Figure 13.1 shows variety of activities could be done by remote supervision for 
patients. 

In the EC project Clear, in the period 2011-2013, 1000 patients in 4 
European countries were using a system that was able to deliver videos 
of exercises, an exercise scheme, remote supervision and teleconsultation 
services. In the extensive health technology assessment it was shown that this 
remotely supervised treatment was cost effective and efficient when applied as 
partial replacement of the regular intramural therapy. Moreover, it was shown 
that the patients, who exercised more, improved more. This underlines that 
the patient is in the driver seat and is able to take control. 

The advantage of this approach is that it is fully web based, making it 
independent of place and time and relatively low-tech, meaning that you only 
need a pc or a similar device to get the service working. As such, it is a good 
first step to introduce this kind of technology in daily healthcare. 
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Figure 13.1 Example of a patient platform, supporting web based exercising, video tele- 
consultation, self management and activity coaching (continuous care and coaching platform, 
RRD). 


A next step in the training at home involves much more complex systems 
involving games to make the exercises more enjoyable and persuasive, com- 
bined with passive or active robotic support systems to correct the movement 
and/or support the patients in carrying out the desired movement when muscle 
force is still not sufficient. An example of such a combined system is the Script 
system, developed in the European Script project; targeting upper extremity 
training for stroke patients is shown in Figure 13.2. It involves an arm/hand 
support system that allows personal adjustment of the amount of support, 
sensors to control the game and a number of games that vary in difficulty 
and a decision support system that recommends individual game setting and 
a choice of the games. 

With respect to required bandwidth, and technical complexity, systems like 
Script are much more demanding. Optimally, one would allow experienced 
clinicians to look at the performance of the patient exercising remotely, but also 
have real-time control of the robotic device as well as the virtual world where 
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Figure 13.2 Upper extremity exercise system including robotic support for the hand 
functioning, gravity compensation and individually tailored video games (Scriptproject.eu). 


the patient is experiencing. The evaluation studies of the Script system show 
that such systems are promising with respect to independent and motivating 
exercising at home, but still rather fragile. 


13.2.2 Movement Analysis and Monitoring 


Movement analysis is an important step in the functional diagnosis in rehabili- 
tation. It focuses on quantification of the movement pattern and to investigate 
the underlying deviations in neuromuscular control and the compensation 
mechanisms that occur. 

Gait analysis has been restricted to laboratories, where gait was quantified 
using optical, marker based systems. Reflecting markers are placed at specific 
places on the body and assessed using video cameras placed around the subject 
that pulse with infrared lights to obtain a three dimensional image. Off-line 
these images are then combined with a three-dimensional model and force 
plates to calculate joint forces. In the past years, this is being seen more and 
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more as a so-called capacity measurement as the laboratory situation is a 
rather perfect environment with a very clean context, where the patient can 
be totally focused on the task at hand. A need has arisen to be able to have 
quantitative movement data from realistic situations, like at home. In the past 
years this has been enabled by rapid development of inertial sensor technology 
and processing algorithms to generate the movements from the data. A recent 
example of progress made in this area concerns the Interaction project is 
illustrated in Figure 13.3. 

Here a complete movement analysis system has been developed with 
motion sensors embedded in smart textiles, able to monitor the activities of 
a person in his own environment. It involves different modalities of sensing 
like inertial sensors to detect posture and movements, surface EMG sensors to 
measure muscle activation patterns and 3D force measurement under the foot. 
The system is presently being applied in stroke patients to monitor how they 
use their movement capacities in daily life, after a period of rehabilitation. The 
responses from the clinical users are in general very positive, underlining that 
these kind of unobtrusive monitoring systems have great promise for future 
integrated care. 
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Figure 13.3 The different components of the Interaction monitoring system (https://www. 
xsens.com/news/interaction-project/). 


Fonte 


N Wireless 
A Awinda Protocol 


(3 Send Dala 
| ae" 


Send EDF 


or 
ponen] 


Xsens Awinda Station 


200 5G for Personalized Health and Ambient Assisted Living 


13.2.3 Personal Coaching Systems 


The amount of people with chronic conditions is rapidly growing especially 
because we live substantially longer but this extension of our lives is going 
hand in hand with a longer life with chronic conditions. Chronis conditions 
cannot be cured but it has been shown in many studies that quality of life and 
the occurrence of co-morbidities is strongly related to the extend we behave 
healthy, in terms of physical activity, healthy food and avoidance of stress. We, 
human are not good in changing our behavior, proper and intensive coaching 
is essential. As we do not have the ability to do this with persons, the idea 
was born to do this with technical systems using on body and context sensing, 
smart context aware reasoning and user friendly interaction. The concept of 
such Personal Coaching System (PCS) is shown in Figure 13.4. 

Several PCS have been realized in the past years. Figure 13.5 shows 
some examples of past and ongoing work. Probably the first PCS was a 
system to treat neck/shoulder pain during activities of daily living. It involved 


The future coach 
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Context aware Feedback Model based reasoning 
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M information 
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Figure 13.4 Schematic presentation of an artificial Personal coaching system, involving 
on-body sensing, context aware reasoning and persuasive feedback. 
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Figure 13.5 Three examples of Personal coaching systems that use sensor and context 
information to reason about a health condition to provide personalized and persuasive feedback. 
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measurement of the muscle activity in the Trapezius muscles, well-known to 
be sensitive for stress and pain, processing the signal in terms of amount of 
relaxation and giving personal feedback via vibration to warn the subject when 
there is not sufficient relaxation. This system was successfully evaluated in 
a European trial, showing the system can be applied in neck/shoulder pain 
patients, without affecting their activities of daily living. 

A second system is a smart activity coach, developed to coach people 
with chronic conditions towards a more healthy activity pattern through the 
day. This often concerns a higher level of activity but also in many cases 
better balancing the amount of activity over the day, to avoid a too early 
exhaustion. It measures the amount of activity during the day, using a 3D 
inertial sensor. This measurement is continuously compared with a desired 
activity pattern and based on the result it provides encouraging, discouraging 
or neutral messages. Both the content and timing of the messages are dynam- 
ically personalized, using a model which takes into account many activity 
variables and context information. The system is still under development 
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but has been successfully applied in over 100 patients with different chronic 
conditions. 

The third example is a stress management system. Stress appears to be a 
complex, not well-defined phenomenon. People also respond in different ways 
to stress, which makes that for a PCS a personal set of sensors are required 
and a personalized model that is able to weight the different inputs into one 
estimate of stress. Experimental studies in the lab show that this approach 
is feasible. Experiments in free living condition show that a great amount of 
context information has to be taken into account to provide a good real-time 
stress estimate. 


13.2.4 The Caring Home; Supportive Home 
Environments 


In order to enable people to live as long as possible in their own environment, 
there is a need for intelligent support systems. Ideally, the system should “feel” 
the needs of the user intuitively and able to react when required. In addition 
it is important that the system is personalized and able to offer a wide range 
of services in the area of health, well-being and comfort. 

Presently, many projects are going on in this area dealing with several sub 
goals in the context of the caring home. For example Projects that aims to 
determine the behavior of the person using different modalities of sensing. 
Key target population here is people with MCI or dementia as there is a great 
and rapidly growing need to supervise them as long as they live in their own 
houses. 

A good example of an overall approach to this challenge is the eWall 
project. The concept of eWall is to offer services in a user-friendly way using 
a large interactive screen, run in a browser and supported by an extensive 
cloud service infrastructure. The way the services are presented is innovative 
by using a50’s home room environment. It offers a personalized set of services 
including health services like an activity coach, video based exercising, a sleep 
qualification system and a personalized guidance through the day. Figure 13.6 
shows how the eWall screen is look like at patients” ends. 

Integrated approaches, like eWall, require considerable bandwidth for 
these services as there is lot of sensing, real-time data processing and human 
computer interaction with animations. It is generally expected that such 
approach with an integration of services and using a cloud-based infrastructure 
will become common soon. 
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Figure 13.6 Example of an integrated caring home environment, offering health, wellness 
and safety services to people with chronic conditions (http://ewallproject.eu/). 


13.3 Opportunities Due to 5G 


Overlooking the described upcoming areas that will have impact on the 
healthcare, especially the care for people with chronic conditions, on the on 
hand and trying to understand and forecast the contribution 5G can have to 
these areas, one could make the following predictions. 


13.3.1 Movement Analysis and Monitoring 


For monitoring purposes, especially in the area of the analysis of functional 
movements, more and more rather complex multimodal sensors are used, like 
combinations of gyroscopes, accelerometers, magnetometers and ultrasound 
to get a complete 3D picture of the subject and his movements. 

When these are combined with EMG measurements of several muscles, 
a considerable bandwidth is required. 5G would allow such simultaneous 
measurements in a free condition outside the lab. And probably also beyond 
the present set of measurements, like addition of EEG to assess motor control 
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and mood in real-time would become possible, making a holistic monitoring 
of all relevant health and behavior aspects possible. 

At the other side, the viewing of all these sensor data in an understandable 
and comprehensive way is a considerable challenge, especially when the data 
set is expanded extensively. An upcoming technical opportunity is the use of 
holographic projections. This would allow the presentation of the data to the 
care professional in a way he/she is used to, like in his daily practice. Seeing 
the subject move, while information is added like in enhanced reality. The 5G 
bandwidth would have a big impact in making this feasible. 


13.3.2 Personal Coaching Systems 


Personal coaching systems are attracting more and more attention as the way 
forward to support people in changing their behavior. A near real-time response 
of the PCS is essential, as the user has to be able to link his behavior to the 
recommendations the system is providing, so he is able to be aware of his 
behavior and able to change it directly. More complex PCS like one for stress 
do require an individually modeled combination of several sensors to get an 
estimate of stress for feedback. The capacities of 5G would support real-time 
data collection and processing centrally, enabling the use of complex behavior 
modeling. 


13.3.3 The Caring Home 


The caring home is just at the beginning of its time. The upcoming Internet of 
things (IoT) will extend the sensing and interaction capabilities of the home 
environment considerably and 5G will enable real-time data collection of all 
the on-body and contextual IoT data, enabling a better intuitive identification 
of the user needs and required responses of the home environment. It will also 
enable the incorporation of new sensing methods that involve more data; like 
mood detection using real-time video processing. 


13.4 Discussions 


Present healthcare is not yet fully exploiting the capacity of the present 3G and 
4G networks. Electronic patient records do use a limited amount of traffic and, 
apart from the imaging data, involve small amounts of data. Only rehabilitation 
exercising at home where videos are used to enable independent exercising 
does require some substantial bandwidth. Nevertheless, it is expected that this 
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will change the upcoming years, now that many health care institutes have 
their EPD ready and are now looking for technology supported innovations 
of their care services. And this will mean that the described areas will receive 
increasing attention. It is expected that 5G will enable significant steps forward 
in the areas. The expected large bandwidth combined with high reliability 
and availability, will enable real-time data collection from large amount of 
sensors (on body, IoT), the use of complex user modeling and new ways of 
user interaction. It will also increase trust in these areas both by the end-users 
and care professional community, speeding up the large scale deployment of 
these care supporting solutions. 
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14.1 Introduction 


Why focus on persuasive business models (PBM) related to sensor- and 
persuasive technologies in a future world of 5G? 

The answer could be 

“Technology will always be in need of a Business Model” 

Or 

“No technology” — neither persuasive technology in a world of 5G — “will 
go or do without a Business Model” — or in fact many Business Models” 
(Inspired by Chesbrough) [2, 3] 

Further what can the world of 3G provide related to ethics, trust and 
security of these PBM’s. 

It appears that researchers and practitioners have yet not researched widely 
on PBM's related to SG and how they can and will be applied in the benefit 
of business, society — and humans. What can businesses and society gain of 
PBM but what can they probably also loose from the invasion of PBM. 

The chapter discusses different aspects and expected evolvement of PBM 
innovation in a world of 5G in reference of a definition and proposed 
framework of a PBM. 

PBM embedded with sensors and persuasive technology could potentially 
lead businesses and society into a new area of growth in 2030's 5G world — if 
5G technologies and support ethics, trust and security. 
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Research carried out by Boston Consulting Group back in 2009 showed 
that “Business Model Innovators earned in an average premium that was four 
times greater than that enjoyed by product or process Innovators” [12]. Which 
results can we expect from PBM in a world of 5G? 

Businesses focusing on Business model innovation (BMI) have until 
recently delivered returns that are larger and more sustainable than product 
and process innovation” [12]. However this is predictably not going to stay 
on as more and more businesses realize the importance of BMI and gain the 
competence to do BMI. Further as BM's face the same high speed trends as 
products did in the early 2000's — the lifetime of BM's shrinks and must even 
shrink dramatically more every day. 

As this race of development and innovation of technologies in the “slip 
stream” of 5G is going on. 

“How will the business models and business model innovation in a world 
of 5G expectable look like and be influenced by 5G?” 

“What will expectable are the next era of BMI related to the evolving 5G 
technologies developed?” 

Well our research in the MBIT group certainly points firstly to the era 
of multi business models. Secondly to the raise of PBM's embedded with 
persuasive technologies. 


14.2 Persuasive Business Models and Business 
Model Language 


“Technology will always be in need of a Business Model” [2] but Business 
models will however also in a world of 5G — maybe even more than in the 
past — be in need, based on and dependent on advanced technologies. 

BMI these days is influenced by the growing numbers of sensors embedded 
in everything, everybody and anywhere. Just in 2020, 300 billion sensors are 
expected spread out in our society — making our lifestyle and thereby BMI 
different. The intelligent sensors and not least printed, flexible and biological 
sensors are expected to change the game of BMI. Sensor technology will e.g., 
mean inspired by Bryzek [1] and Drupa [4]: 


e ‘unobservable’ sensing BM which will break new ground in the tech- 
nology component of the BM e.g., the dimension of sensing biohazards, 
smells, material stresses, pathogens, level of corrosion and chemicals 
in BM’s. 

e Micro-sensor implants in humans, animals and environments — which 
will track e.g., the healing process for internal injuries, illness, enable 


14.2 Persuasive Business Models and Business Model Language 213 


health and animal care professionals and machines to take remedial action 
based on continual data — big and mega data — from the BM eco system. 

e Biodegradable sensors monitoring e.g., soil moisture or nutrient content 
for optimum crop production or healthcare for human's suffering from 
diabetes. 

e Self-powered sensors powered by using the heat difference between the 
human's, animals or machines “body” and surrounding air. 

e Self-healing sensors repairing themselves in the event of disaster or 
other structural disruptions. 

e Live cell-based sensing e.g., an amalgamation of sensor technology 
and living cells, allow scientist and business people to understand the 
biological effect of medicines, drugs, environment and biohazards. 

e Sensor swarms coordinate their activities, deciding interactively what 
to measure and where through a self-learning system directing their 
movements, data collection and persuasiveness. 

e Smart dust, microscopic sensors powered by vibrations, monitor situa- 
tions ranging from battlefield activities, structural strength of buildings, 
clogged arteries or BM ecosystems. 


The sensor technology in 2030 will expectable be even more advanced than 
today — as expected covering all 5 sensors — and enabling all 5 sensor 
technologies to speak together and be intelligent integrated [5—7, 11]. 

We thereby step into the intersection of different sensors, industries, disci- 
plines, business models, cultures and backgrounds — in other words, embrace 
diversity in technologies and business models — of thought, perspectives, 
experience, expertise — and values — which will drive BMI into a new era. 

Inspired by the Medici family in Florence, whose patronage of artists, 
architects, scientists, philosophers — the interdisciplinary approach — which 
in the Renaissance helped bring about a new age of creativity, discovery and 
innovation in Europe — is now turning back — The concept of the Medici 
Effect [9]. 

An increasing development of persuasive technology enabled by the 
evolvement of sensor technology, big data and 5G changes the game of 
BMI. The evolution and era of persuasive business models will result in more 
advanced PT’s expected to come, evolve with tremendous speed and having 
such impact on business, society and humans never seen and imagined before. 

PT [15 A] is still a vibrant interdisciplinary research field, focusing on the 
design, development and evaluation of interactive technologies — changing 
users’ — human and machines — attitudes or behaviors through persuasion 
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and social influence. PB has still to be accepted and be researched deeply. 
Persuasive technologies can with the aid of 5G be used to change peoples and 
machines behavior in various domains. Persuasive technologies will be a vital 
component in the competence dimension of any persuasive business model 
in the future [16]. Expectably product-, service-, production- and process 
technology will be embedded with persuasive technologies in future business 
models — and thereby become PB BM’s: 


“the persuasive business model are strategically designed with the aim 
to change users, customers, networkpartners and employees behavior via 
its value proposition(s) acting interactively together with the other 6 BM 
dimensions and related BM’s” [16]. 


The application of the persuasive BMs will expectably really take off with “the 
5G roll-out” in the next 5 to 10 years [15]. The development of sensors and 
persuasive technologies makes it possible to create business model ecosystems 
with persuasive business models. Although persuasive business model use 
persuasive technologies and are basically created to “persuade” for a certain 
behavior in accordance with the strategy of the BM and business numerous 
examples shows that they have not just advantaged but also a backside. They 
should therefore be ethically being constructed secure — but today however 
they are mostly uncontrolled, unregistered and free of use. 

We claim — there are some steps to be taken before we — the businesses and 
society reach a deeper understanding of how persuasive businesses really can 
use persuasive business models and what they really can do with persuasive 
business models. 

On behalf of inputs from SW2010 [18]-SW2015 [19], lab experiments in 
the MBIT and Stanford Peace Innovation Lab together with state of the art 
persuasive business model and technology research we conceptual elaborate 
on a futuristic outlook to persuasive business models. What can we expect of 
persuasive business Models and persuasive business model innovation in a 
future world of 5G. 


14.3 A World of 5G and Persuasive Business Models 


“In the past ten years the number of sensor-, wireless and persuasive tech- 
nologies in our everyday life, have increased many-fold. We are now moving 
fast towards a world of 5G which obviously will by standard have embedded 
persuasive technologies [4, 5, 15, 17] — and therefore it will soon be a reality 
to business to deal with these persuasive technologies. “The study of these 
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persuasive technologies, and how they affect our lives and routines are still 
very young — and we know little about how they will affect our future lives — 
but we know that what we can expect of persuasive technologies cannot even 
we imagine today [6, 15, 17]. 

Researchers, business and public players alike are keenly devoting them- 
selves to understanding how these different persuasive technologies might be 
designed, so that desirable technologies, behaviour and not least “business 
models” are obtained and can be created, captured, delivered, received and 
consumed — hopefully secure and sustainable. There is large expectation to 
that 5G and persuasive business models both will enable better business. Espe- 
cially healthcare and well care sector expects much of persuasive technologies 
[13] to overcome some of their big economic burden due to amongst others a 
growing elderly population and increasing medicine costs. 

The power and importance of persuasive technologies embedded in a 
multitude of business models is therefore obvious! — and to some extent would 
some say — on the dark site scary — if not secured and lead in a valuable and 
sustainable directions. However the evolvement of persuasive technologies 
and persuasive business models are not to be stopped and their impact will 
be enormous in the future and even be clearer — as we move into a world 
of 5G. 


14.4 Persuasive Business Models and Business Model 
Language in a World of 5G 


Today most businesses are not really able to carry out and innovate persuasive 
business models. As the sensor-, persuasive- and 5G technologies develop 
there is suddenly no excuse and barriers technologically to not innovate 
persuasive business models. The challenges lay a whole different area. There is 
not yet an alignment and an accepted business model language in the business 
model community [20—23] are one of the major reason to this "barrier" — 
preventing business to take the next step into persuasive business modeling. 
A common agreed business model language is highly needed to make it 
possible for business to communicate their Business Model dimensions and 
components with one another — but more important using the full potential of 
persuasive and sensing business models [13, 14]. Many businesses are still 
what could be classified as “Business Model analphabetic". 

In a world of 5G this language will be even more important to develop 
and have clarified. If all businesses could agree upon a common business 
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model language then persuasive business modeling and the use of persuasive 
business models could really take off — and not just be reserved for the use of 
large businesses with powerful computers and high skilled employees. 

Today most businesses are just able to see a 2D mapping of their BM value 
exchange as we illustrate from one of our research projects in Figure 14.1. 

5G will enable them with technologically to see data and get information 
of much more of the BM and its value stream. The abilities to really “see” 
the complex world of Business Models and the impact of Business Model 
Innovation. 

Due to all the interactions that 5G technology will give us combined with 
advanced visualization technology business will be able to "see" and sense 
much more — and faster. It will provide them with enormous amount of new 
data, knowledge and insights, which they can be able to understand when they 
agreed on “a common language" and where to look [10]. 

"Unwrapping" BM knowledge in small lab experiments with a small part 
of a business — in this example just with few different BM's the picture shows 
us arather complex and less operational picture of the value exchange between 
business models. This is shown in Figure 14.2. 

Understanding this complex Business Model value creation, capturing, 
delivering, receiving and consumption process, of both tangible (full line) 
and intangible (dotted line) value exchanges between Business Models will 
however be essential and form the platform for persuasive business modeling 
in a world of 5G. 

Our hypothesis is that PBM's will be in common in near future but before 
that we will see several generations of PBM. We expectthatthe real application 


Figure 14.1 2D Mapping of one BM value exchange sequence from an industrial busi- 
ness [16]. 
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Figure 14.2 2D Mapping of a multitude of BM value exchange sequence between BM's 
inside a business [16]. 


of the persuasive BMs would begin with the 5G roll-out in the next 5 to 10 
years. 

Both users, customers, networkpartners, employees and businesses of 
today — in general will find initially those persuasive business models and 
persuasive business model innovation processes highly risky, foreign and 
radical related to existing BM’s and BM innovation processes — that they’ ve 
been experimenting with in their past. Certainly society and politicians need 
soon — and fast — involve themselves in the debate and rulemaking of 
Persuasive Business Modeling. 

The history of the persuasive business model concept is still relatively 
young. As 3G and 4G based business ecosystems emerged, many business 
(Google, Face book, Amazon, Ebay, Zinga, Blizzard began rethinking their 
business model and business model structure [16]. They began to build in 
persuasive components (motivating colors, text, tabs, sounds), dimensions 
(value propositions, value chain activities, relations and networks) even BM’s 
which could “motivate” — some would say “persuade” — users, customers, 
network and employees to certain behaviors. These attempts were initially 
rather simple and have up to for some years ago been very harmless and 
relative simple constructed. 

However when highly professional promotion experts, psychologists, 
sociologist, computer scientist and business model experts are brought 
together in interdisciplinary BMI teams with the aim of creating persua- 
sive business models — then the next generation persuasive business model 
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innovation could really begin and find their way to Business Model Ecosys- 
tems (BMES). If no control and influence — then situations where people, busi- 
ness and machines forget to take human and society ethics into consideration 
begin to emerge. 

Persuasive business models demands therefore several and different com- 
petences and this is exactly where we expect BMI investment in next coming 
years will be focused by many businesses. 

The persuasive business model approach bring the business model in to 
a more advanced step compared to previous development — a new era — by 
answering the question — 


What if we really could use the sensors and the mega data they generate 
and could create knowledge in real-time interaction with people, things and 
businesses — to really “influence” or “persuade” for certain behaviors? 


It proposes that the persuasive business model in a world of 5G becomes 
a business model framework that is reasonably simple, logical, measurable, 
comprehensive, operational and meaningful. The persuasive Business Model 
we propose as related to 7 dimensions can be seen in Table 14.1 [16]. 

Our previous research [13] show that a persuasive business model at 
an optimum adapt a multi business model approach combining and relating 


Table 14.1 Generic dimensions and questions to any persuasive business model [16] 
Core Questions Related to a 

Dimensions in a Generic BM Generic Persuasive BM 
Value proposition/s (products, services and What are our value propositions? 
processes) that the business offers (Physical, 
Digital, Virtual) 
Customer/s and Users (Target users, customers, Who do we serve? 
market segments that the business serves — 
geographies, physical, digital, virtual). 
Value chain [internal] configuration.(physical, What value chain functions do we 
digital, virtual) provide? 


Competences (assets, processes and activities) that What are our competences? 
translate business” inputs into value for customers 

and/or users (outputs). (Physical, digital, Virtual) 

Network — Network and Network partners (strategic What are our networks? 
partners, suppliers and others (Physical, digital, 


virtual) 

Relations(s) e.g., physical, digital and virtual What are our relations? 
relations, personal. (Physical, digital, virtual) 

Value formula (Profit formulae and other value What are our value formulae? 


formulae. (physical, digital, virtual) 
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different “ingredients” from more than one business model, meaning that 
persuasive business models are in relations with other persuasive business 
models and they have embedded, interactive, dynamic persuasive technology 
built in. 

It can be argued that strategy [16], are simply embedded with the persua- 
sive business model approach, providing the larger platform for the business 
who strategically have decided to be based upon and act with one or more 
persuasive business models. 

With other words — a persuasive business model includes an interactive, 
dynamic business model and business model innovation strategy vision, 
mission and goal(s) where the PBM seeks to achieve impact on business 
models including users, customers, and technologies — all dimensions of other 
business models [16]. 

The persuasive business model will in this context by nature try to 
attach to anything, anybody, anywhere and anytime — with the overall aim 
to “persuade”. 5G is expected to be the backbone of these persuasive business 
models and persuasive business model ecosystems. 

5G enables both the vision of creating persuasive business models any 
time, any place, with anybody and anything. In the future all human beings, all 
things at any time and in any place will have the possibility to act persuasively. 

We expect that the persuasive business model based on advanced sensor- 
and persuasive technology will indeed not only be important but also add 
increasingly high value to the stakeholders involved. However we still have 
some challenge to overcome before we reach a final destination where all 
business models are persuasive in a world of 5G — hereunder hopefully 
respecting and acknowledge security, trust and ethic challenges. 

An even stronger focus on security, personal security, and network based 
security technology must be expected of a 5G world. Business models that are 
continuously persuasive, in process and changing —run by businesses, humans 
but importantly more and more machines — continuously in different BMES 
context sets 5G business and researchers under high pressure to quickly find 
solutions — both technological and business wise to meet the requirements 
of all kind of stakeholders for increasing agility, flexibility, individualization, 
privacy related to persuasiveness. 

A concept proposal for persuasive technology and business models which 
are independent of time, place, bodies and things — and at the same time are 
secure was proposed earlier (Lindgren 2016) as seen in Figure 14.3. This was 
however shown as proposed in a first generation proposal — an "ecosystem" 
of secure persuasive business model innovation showing the future context 
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Figure 14.3 A “ecosystem” of the secure persuasive physical, digital and virtual business 
model [16]. 


to come — the full integration between physical, digital and virtual persuasive 
business models operating in a secure context [16]. 

The fulfillment of embedding persuasive BM’s anytime, anyplace, with 
anybody and any things seems to be achievable in the very near future of 
5G. Persuasive business models in a world of 5G will not only be a matter 
of security on the “surface” of things, places, people, animals and time but 
also will be about persuasive business models placed both inside and outside 
things, bodies, species and time. 


14.5 Conclusions 


Persuasive business models in a world of 5G we expect will become one 
of the most important BMI concepts for future business and business model 
innovation. It will also be one of the most discussed topics related to ethics, 
trust a security — actually the discussion has already begun [16]. 

Persuasive Business Models are integrated and embedded with advanced 
persuasive business model technology. It is in this context that the fast 
evolvement of persuasive business models related to the vision of the secure, 
persuasive and sustainable business; business model ecosystem, business 
model ecosystems and world of 5G should be seen. 
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The secure persuasive business model concept has not yet been fully 
realized — but business and societies in general continue to evolve and embrace 
new perceptions of persuasive business models as the challenges of business 
model innovation gets more complex, their business models lifetime shrinks 
and the opportunities of the persuasive business model growths with the 
emerging world of 5G. 

Persuasive business models will exist in physical, digital and virtual 
worlds — operating in a continuous process — integrated, agile, dynamic and 
better connected business model ecosystems. Delivering in a continuously 
process of persuasive value propositions — wherever, whenever, whatever the 
user, customer, network partner, employees, things and business demands it. 
Persuasive business models will at an optimum operate together in a multi 
business model setup — a business model network collaboration outside and 
inside things, bodies, species and businesses in the future. 

One must imagine that all 7 dimensions of a persuasive BM can and will 
change continually in a world of 5G and persuasive business model innovation 
processes. This makes it extremely difficult to measure, control persuasive BM 
and BMI processes and thereby control and leadership from outside either it 
is a user, customer, network partner, competitor or society is highly necessary 
to begin. 

Expectations are that majority of all future business models will be 
persuasive. This of course only if human being, global society and the business 
behind the business models including the technology will allow it. 

Future persuasive business models will use and take advantage of all 
opportunities of the 5G technologies given. How persuasive business models 
can be controlled in this context is however still for the 5G community to 
discuss and research. 
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